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Abstract

Decentralized Finance (DeFi) has experienced astonishing surges in user adop-
tion and asset accumulation. The financial assets secured in the broader DeFi
ecosystem grew from $600 million in January 2020 to $38 billion in January
2023 - an increase of no less than 6,333% over three years. Decentralized Fi-
nance refers to an ecosystem of financial applications on public blockchain
technology that offers financial services and instruments while reducing the
dependency on intermediaries. DeFi’s overarching aim is to rethink traditional
financial infrastructure by minimizing the power of single entities as well as
providing more accessible and efficient financial services.

Despite the promising potentials and genuine objectives, building a finan-
cial system on a blockchain remains challenging owing to the technology’s
infancy and inherent technical compromises. DeFi also presents a distinct
environment for financial services, one that is openly accessible, continually
operating, and adversarial. These conditions may have significant and dis-
tinct impacts on the broad range of financial services, further characterized
by regional differences.

This cumulative thesis consists of an essay that investigates the extent to
which blockchain technology is suitable for the implementation of a financial
service as well as six publications. It consolidates the contributions of these
six publications, each developed during a three-year Ph.D. program, into an
assessment framework that proposes guiding principles that determine when
the use of blockchain technology is advantageous for a financial service. Cate-
gorized by the overarching domain of DeFi, the individual publications follow
a research approach based on prototyping or network analysis. The built pro-
totypes serve as proofs of concept and aid in understanding the problem. The
analytical work explores the de facto use of existing applications, aiming to
broaden the discussion from purely technical to encompass human interactions
and economics. Specifically, the publications present blockchain-based build-
ing blocks for standard financial services such as targeted stimulus payments,
asset reserves, equity, and crowdfunding. The empirical publications propose
algorithms to quantify domain-specific phenomena such as system integration,
illicit behaviors in marketplaces, and financial arbitrage.

This thesis contributes to the existing knowledge, particularly to Infor-
mation Systems (IS) research, by proposing an evaluation framework and in-
creasing the understanding of blockchain technology’s applicability to financial
services. Further, the individual publications contribute to their respective
field by presenting applicable blockchain-based building blocks for financial
services and domain-specific algorithms for the DeFi ecosystem.

With the impressive growth of DeFi, amassing billions of USDs in assets,
the significance of this research continues to evolve, potentially addressing
critical questions toward establishing a more efficient and resilient financial
system based on blockchain technology.
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Resumé

DeFi har setbetydelig stignin i brugeradoption og vækst i investerede aktiver.
De finansielle aktiver sikret i det bredere DeFi økosystem voksede fra $600
millioner i januar 2020 til $38 milliarder i januar 2023 - en stigning p̊a ikke
mindre end 6.333% over tre år. Terminologien Decentralized Finance refererer
til et økosystem af finansielle applikationer p̊a offentlig blockchain teknologi,
der tilbyder finansielle tjenester og instrumenter, samtidig med at afhængighe-
den p̊a mellemmænd reduceres. Det overordnede m̊al bag DeFi bevægelsen
er at minimere enkeltentiteters magt og samtidig tilbyde mere tilgængelige og
effektive finansielle tjenester. Til trods for det lovende potentiale, er det stadig
udfordrende at bygge et finansielt system p̊a en blockchain p̊a grund af teknolo-
giens ungdom hvilket introducerer tekniske kompromiser. DeFi præsenterer
ogs̊a et særpræget miljø for finansielle tjenester, et der er åbent tilgængeligt,
konstant i drift og modstanderorienteret. Disse forhold kan have betydelige
og unikke virkninger p̊a det brede udvalg af finansielle tjenester, yderligere
karakteriseret ved regionale forskelle.

Denne kumulative afhandling best̊ar af et essay, der undersøger i hvilket
omfang blockchain teknologi er egnet til implementering af finansielle tjen-
ester, samt seks publikationer. Afhandlingen sammenfatter bidragene fra disse
seks publikationer, hver udviklet i løbet af en tre̊arig Ph. D. proces. Foresl̊ar
vejledende principper, der afgør, hvorn̊ar brugen af blockchain teknologi er
fordelagtig for en finansiel tjeneste. De individuelle publikationer følger en
forskningstilgang baseret p̊a prototyping eller netværksanalyse, under det
overordnede tema, DeFi. Prototyperne fungerer som proof-of-concept. Det
analytiske arbejde udforsker brugen af eksisterende applikationer med form̊alet
at udvide diskussionen til at omfatte menneskelige interaktioner med teknolo-
gien. Specifikt præsenterer publikationerne blockchain-baserede byggeklodser
forfinansielle programmer s̊asom m̊alrettede stimulusbetalinger, egenkapital og
crowdfunding. De empiriske publikationer foresl̊ar algoritmer til at kvantifi-
cere domænespecifikke fænomener s̊asom systemintegration, ulovlige opførsel
p̊a markedspladser og finansiel arbitrage.

Denne afhandling bidrager til den eksisterende viden ved at foresl̊a et des-
tilleret rammearbejde der øger forst̊aelsen af blockchain-teknologiens anvende-
lighed i finansielle tjenester. Yderligere bidrager de individuelle publikationer
til deres respektive felt ved at præsentere anvendelige byggesten og domæne-
specifikke algoritmer for DeFi-økosystemet.

Med den imponerende vækst af DeFi, der akkumulerer milliarder af dollars
i aktiver, fortsætter denne forsknings betydning med at udvikle sig, og kan
potentielt adressere kritiske spørgsm̊al vedat etablere et mere robust finansielt
system baseret p̊a blockchain-teknologi.
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Preface

This thesis is a consolidation of six individual contributions, each developed
throughout my Ph.D. program at the University of Copenhagen’s Department
of Computer Science (DIKU) from August 2020 to July 2023. The Ph.D. pro-
gram coincided with the surge of DeFi’s popularity since 2020, attracting fas-
cinating minds, fostering global cooperation, and offering intriguing research
opportunities. The research was driven by my passion for building and an-
alyzing DeFi applications to increase my understanding of blockchain-based
finance.

This thesis’s primary objective is to consolidate the findings of the indi-
vidual publications into a comprehensive assessment framework that seeks to
establish guiding principles that determine when the use of blockchain tech-
nology is advantageous for a financial service. Given the inconclusiveness
when implementing a financial service on blockchain technology, the frame-
work aims for a balanced evaluation, drawing generalizable insights from the
publications and providing a perspective with relevant criticism. While col-
lectively focusing on DeFi, two main methodologies categorize the selected
publications: prototyping and network analysis. The built prototypes serve
as proofs of concept and aid in understanding the problem. The analytical
work retrieves the public blockchain data and explores the de facto use of
existing applications, so as to broaden the discussion from purely technical to
encompass human interactions and economics. Thus, the research reflects the
trajectory of my Ph.D. journey from a technical perspective to an analytical
one. Further, it is representative of the interdisciplinary aspects of blockchain
technology and DeFi.

This thesis has two parts. Part 1 is an essay that consolidates the findings
from the six individual publications; it is organized in five chapters. Chapter
1 serves as an introduction to the topic and presents the research question.
Chapter 2 lays the technical foundations of blockchain technology and DeFi,
further summarizing the technical properties of blockchain technology and
DeFi’s characteristics. Chapter 3 describes this thesis’s research approach,
discusses the publications and their contribution to the thesis, and introduces
the applied research methodologies. Chapter 4 starts with deriving the evalu-
ation items for the framework from the individual publications. Subsequently,
the chapter presents the complete framework and conducts a brief evaluation.
Lastly, the framework and DeFi is critically discussed. Chapter 5 concludes
and suggests further research avenues. Part 2 of this thesis compiles the six
publications, including five peer-reviewed papers and one currently under re-
view. This article-based thesis presents the papers in their published format,
with the exception of formatting adjustments and the correction of typos. The
following publications, sorted by peer-reviewed publication date, are included
in this thesis:
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Introduction

Since 2020, DeFi - an ecosystem of applications catering financial services
on public blockchain technology [106, 51, 124] - has experienced astonishing
increases in user adoption and asset accumulation. This growth is best ex-
emplified by the expansion of financial assets secured in the broader DeFi
ecosystem, which grew from $600 million in January 2020 to $38 billion in
January 2023 - an increase of no less than 6,333% over three years1. DeFi
uses public blockchain technology with smart contract capabilities to facil-
itate financial services through autonomous programs, thereby reducing the
dependency on financial intermediaries [106, 43]. These autonomous programs
are typically open-source. Public access for inspection, copying, and modifi-
cation, ultimately seeks to establish trust in the program’s integrity [106, 5].
Another defining characteristic is DeFi’s composability [65, 47, 8]. Owing
to the underlying blockchain technology, financial services can integrate with
one another leading to a single, coherent financial system [109]. Users benefit
from this composability since they can seamlessly move their assets between
different applications, thereby finding customized financial services that cater
to their preferences [Paper 2: 121]. This results in a simultaneously com-
petitive and collaborative financial system that optimizes the distribution of
assets under strong market forces [51]. DeFi’s overarching aim is to rethink
traditional financial infrastructure by minimizing the power of single entities
and a focus on more accessible, transparent, and efficient financial services
[51, 106, 44, 23].

Despite its potentials and genuine objectives, developing financial applica-
tions for the DeFi ecosystem remains challenging owing to the nascent state of
the technology and its inherent technical trade-offs [133, 132]. Further, DeFi
presents a distinct environment for financial services, one that is openly acces-
sible, continually operational, and adversarial [23, 25]. These conditions may
have significant and distinct impacts on the broad range of financial services,
further characterized by regional differences [28, 7]. Thus, while blockchain
technology’s applicability varies across different financial services, each finan-
cial service may benefit from individual assessment. Despite these techno-

1https://defillama.com, accessed 16th May 2023

1

https://defillama.com
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logical nuances, the uniqueness of individual financial services, and regional
differences, this essay hypothesizes that there are guiding principles that de-
termine when the use of blockchain technology is advantageous for a financial
service. Thus, this essay asks: To what extent is blockchain technology suit-
able for the implementation of financial services?

This essay addresses this research question by consolidating the individual
contributions of six publications, each developed during my Ph.D. process.
These publications, while collectively focusing on DeFi, can be categorized
based on their research approach of prototyping or network analysis. The
prototypes built in the publications serve as proofs of concept and aid in un-
derstanding the problem at hand [56]. The analytical papers explore the de
facto use of existing applications, aiming to broaden the discussion from purely
technical to encompass human interactions and economics [119, 86]. Specifi-
cally, the publications present blockchain-based building blocks for standard
financial services in the areas of targeted stimulus payments, asset reserves,
equity, and crowdfunding. The empirical publications propose algorithms,
quantifying domain-specific phenomenons such as system integration, illicit
behaviors in marketplaces, and arbitrage.

This essay culminates in an assessment framework that proposes guiding
principles that determine when the use of blockchain technology is advanta-
geous for a financial service. The framework consists of 24 evaluation items
drawn from theoretical and methodological arguments of the individual publi-
cations. With a scoring-based approach, it seeks to provide a balanced evalu-
ation that can serve as a valuable tool for both researchers and practitioners,
identifying key questions, relevant literature, and remaining challenges. The
proposed assessment framework seeks to contribute to the existing knowledge,
especially in the IS discipline - an interdisciplinary field that combines elements
of computer science, economics, and social science [9, 105]. As blockchain tech-
nology is a combination of distributed systems, cryptography, and economic
incentives [38, 133, 70], scholars argue that it is well-suited for an interdis-
ciplinary research approach [112, 90]. Existing assessment frameworks have
explored blockchain technology generically [132, 58, 94, 130, 78, 42, 93, 69, 71].
[69] calls for the expansion of blockchain-based frameworks to include domain-
specific questions, particularly highlighting economic aspects. Further high-
lighting the impact of blockchain technology on financial services, [112, 82, 43]
motivate to explore how financial applications can be designed to capitalize
on the strength of blockchain technology. Thus, there remains a gap in the
literature for a framework that is specifically tailored for financial services
on blockchain technology. With a focus on financial services, the presented
framework is a structured approach to objectify blockchain technology’s ap-
plicability to financial services. Further, each of the six publications seeks to
contribute to its respective field by proposing blockchain building blocks for
financial services or algorithms to quantify domain-specific phenomena in the
DeFi ecosystem.
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With the impressive growth of DeFi, amassing billions of United States
Dollar (USD)s in assets, the significance of this research continues to evolve,
potentially addressing critical questions toward establishing a more resilient
financial system based on blockchain technology.

The focus of my Ph.D. program and thus this essay is the exploration of
financial services on public blockchain technology from a technical and an an-
alytical perspective. The Ph.D. program coincided with the surge of DeFi’s
popularity since 2020. Popular public blockchains such as Bitcoin [87] and
Ethereum [19, 129] have established strong network effects, with a large num-
ber of developers, users, and applications that continually experiment with
the technology [106, 23, 54]. This public financial ecosystem offers fascinating
and dynamic research opportunities and sets limitations to the scope. Permis-
sioned blockchain networks have not been a focal point of the thesis [97, 54].
Further, financial services are also subject to a variety of regulatory considera-
tions. Regulatory aspects are only added in some parts for comprehensiveness.
For an extensive analysis, readers are referred to the works of [135, 91, 16, 26].

This thesis has two parts. Part 1 is an essay that consolidates the findings
from the six individual publications; it is organized in five chapters. Chapter
1 serves as an introduction to the topic and presents the research question.
Chapter 2 lays the technical foundations of blockchain technology and DeFi,
further summarizing the technical properties of blockchain technology and
DeFi’s characteristics. Chapter 3 describes this thesis’s research approach,
discusses the publications and their contribution to the thesis, and introduces
the applied research methodologies. Chapter 4 starts with deriving the evalu-
ation items for the framework from the individual publications. Subsequently,
the chapter presents the complete framework and conducts a brief evaluation.
Lastly, the framework and DeFi is critically discussed. Chapter 5 concludes
and suggests further research avenues. Part 2 of this thesis compiles the six
publications, including five peer-reviewed papers and one currently under re-
view. This article-based thesis presents the papers in their published format,
with the exception of formatting adjustments and the correction of typos.



Foundation

Blockchain technology has captured considerable global attention over the past
decade [70, 114, 138]. First introduced in 2008 as the underlying technology
for Bitcoin [87], a digital currency, blockchain has since evolved into a versatile
technology for applications spanning various industries.

This section provides an overview over the technical fundamentals of block-
chains, drawing on an extensive body of literature [5, 4, 133, 70, 138]. Various
blockchains exist and discussions of the technical nuances can become very
complex. This section utilizes frameworks and taxonomies in the IS research
field that helps to abstract and structure this emerging technology [72, 132,
40, 111].

2.1 Blockchain Technology

A blockchain is a distributed ledger in which a large network of untrusted
participants synchronizes and stores a shared state following a strict proto-
col [31, 39]. Each participant maintains a replica of the blockchain database
[133, 70]. The participants are financially incentivized to operate the system
through the issuance of a native protocol asset, such as Bitcoin (BTC) on the
Bitcoin blockchain and Ether (ETH) on the Ethereum blockchain. Typically,
a blockchain is used to account for the transfers of these native protocol assets,
essentially creating a digital currency [114]. Signed messages, or transactions,
are integral to any blockchain. Transactions sent to the network represent
state transitions and are bundled into blocks [4, 5, 70]. Each block contains
multiple transactions and a hashed representation of the previous block. The
blocks are cryptographically linked and in chronological order. To alter trans-
actions in a previous block, without invalidating the chain, is prohibitively
expensive since it requires changing the full chain of hashes. Thus, transac-
tions are never altered; instead, new transactions are added to the blockchain,
creating an append-only database [132, 70, 133]. Figure 2.1 schematically
depicts a blockchain.

Blockchain technology is a decentralized computer system. [55, 133] dis-
tinguished between technical and organizational decentralization. Technically,
a blockchain is a distributed system hosted on servers by a large number of

4
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Figure 2.1: The blocks and transactions of a blockchain. The blocks are
cryptographically linked with a reference to the previous block hash. Each
block stores multiple transactions. This creates an immutable database where
the transactions are stored in chronological order.

participants, but it is also peer-to-peer, as these participants are independent
entities [55]. The system is organizationally decentralized as no single par-
ticipant has privileged access. The system is governed for software updates
or conflict resolutions by the participants who operate and use the system.
This stands in contrast to common server-hosted systems, where the server
host has highly privileged access [55]. Network participants are financially
incentivized to store, propagate, and verify blocks. When one participant an-
nounces a block with a list of transactions, the majority of the other network
participants must verify and confirm the new block. This process of reaching
an agreement on state changes is referred to as consensus. In broader terms,
consensus rules ensure that participants in a distributed system converge on
the same system-wide state [137, 70, 40].

Consensus protocols are sophisticated game-theoretical mechanisms that
promote positive behaviors and penalize hostile ones in an open environment.
These consensus protocols are generally designed to be tolerant of Byzantine
behaviors [73], which assumes that peers can become unavailable, adversar-
ial, or communicate contradictory information to other peers. Another re-
lated concept is finality, which provides assurance that a transaction on the
blockchain cannot be reversed [3, 70]. A committed block is not immediately
immutable; altering a transaction requires changing and propagating all sub-
sequent blocks [132, 133]. Thus, the older a block is, the more likely it is to be
considered final under probabilistic finality [70], Bitcoin’s finality concept. In
practice, a few blocks are typically sufficient to provide economic guarantees
that a block will not be reversed. The ability to achieve consensus in a dis-
tributed network under hostile conditions without centralizing control is the
core principle of all public blockchains [5, 133]. Participants do not have to
trust one another, only the blockchain protocol rules. Similar in principle, the
exact rules for consensus and finality differ among the blockchain protocols
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[132, 137, 40]. The specifications of each blockchain protocol are implemented
in open-source clients. Updating the rules in the form of a new software ver-
sion requires agreement from the majority of the network participants [4, 5].

The block size and block time are fundamental to a blockchain’s through-
put [24], with block sizes typically in the megabytes and block times rang-
ing from sub-seconds to a few minutes [5]. In anticipation of high demand,
blockchains seek to process large numbers of transactions quickly, potentially
handling thousands of transactions per second (TpS). However, there are tech-
nical barriers to scaling blockchains [24, 77], since each block must be propa-
gated and agreed upon in the network. The majority of peers must receive,
process, store, and send verification for each block. To use the network, users
must create an account. Blockchains utilize public key cryptography to iden-
tify participants and authorize asset ownership. After generating a public and
private key pair, the account’s unique identifier, an address, can be derived
by applying a hash function to the public key. The corresponding private
key is used to create a digital signature, which directly controls access to
the account’s assets. Ubiquitous software wallets helps the users to sign and
broadcast transactions, abstracting away cryptographic complexity [4, 5, 70].

Access to a blockchain can be either permissioned or permissionless. Per-
missionless blockchains, such as Bitcoin and Ethereum, offer a large number
of participants unrestricted and unauthenticated access. Anyone can read
and write transactions [123, 71]. In practice, the openness of permission-
less blockchains has led to widespread distribution and rapid innovation, re-
sulting in recent blockchain trends being primarily associated with permis-
sionless networks [71]. Various instantiations of blockchain technology exist.
Blockchains follow socially agreedupon philosophies and objectives. For in-
stance, blockchains may prioritize performance, security, or decentralization
[132, 40]. The various instantiations of blockchain technology undergo rapid
and ongoing development.

In 2013, [19] proposed adding a virtual machine (VM) to the shared state
of a blockchain. A VM is an execution environment that computes and up-
dates valid, general-purpose state changes, enabling the execution of arbitrary
complex programs [5, 70]. [129] formalized the proposed concept for a trust-
minimized execution environment and database, which was subsequently im-
plemented as Ethereum. Network participants pass instructions to the VM
using a higher-level programming language designed for writing programs [5].
A computer program executed on the VM is often called a smart contract, a
term coined by [89]. Similar to classes in object-oriented programming, smart
contracts are containers that include state variables as persistent data and
functions to manipulate these [111, 12]. Thus, blockchains with smart con-
tract capabilities can be conceptualized as transaction-based state machines,
containing millions of executables, each with its own conditional logic and per-
manent storage [5, 70]. Although smart contracts are potentially less efficient
compared to centralized computing, their advantage lies in protocol-controlled,
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deterministic execution and storage. The logic can be verified, and it runs ex-
actly as expected, in contrast to regular server-based web applications, which
require user trust [133, 106, 12]. Once deployed the smart contract is shared
across the network, allowing anyone to interact with it. While storage up-
dates occur when the smart contract is called, the implemented logic cannot
be altered - only new instances can be deployed. A smart contract is also
identified by a unique address. In contrast to the externally owned address
(EoA), a smart contract account only contains the program and lacks the
ability to autonomously initiate transactions [133]. Smart contracts are ulti-
mately executed as a result of a transaction invoked by EoAs, reacting solely
to the received instructions. When an external participant sends a transac-
tion to a contract address, it prompts the contract to run in the VM [5, 70].
Notably, contracts can call other contracts, generating arbitrary execution
paths of varying depths. These cascades of internal transactions, also known
as traces, form the technical foundation for the composability of decentralized
applications [65].

To maintain a targeted block size, blockchain VMs are constrained by a
finite number of computational steps for all transactions within a block. Since
all participants must replicate computations for validity, computational steps
are limited and priced [70, 5]. The cost of each operation within a transaction
is metered and paid upfront, minimizing adversarial activities and excessive
usage. Participants compete for these limited resources, resulting in auction-
style pricing of computation and storage based on demand. The fees are
higher in times of high demand and lower in times of low demand [30, 25].
VMs execute computational steps atomically, i.e. if conditions in any called
contract are not met, execution halts and the transaction is abandoned. In the
case of failed execution, the transaction is still recorded, but all state changes
are rolled back, and the computation fee is deducted from the originating
account [65, 70].

A blockchain, as a data structure, is a public, highly redundant, immutable
list of transactions within a sequence of blocks, sorted by timestamp in chrono-
logical order [133, 70]. Owing to its characteristics, blockchains provide a
unique dataset [109, 119]. While the block-based design is generic, the exact
data structures and encoding are blockchain-specific and typically highly opti-
mized. As the blockchain is replicated across all participants and encompasses
millions of transactions, data storage is a valuable resource [70, 5]. Storing
information is a basic operation in the VM and as such is also subject to block
limits and fees. Applications typically seek to reduce or outsource a transac-
tion’s data footprint. Large data, such as images, are often stored off-chain,
i.e. outside of the blockchain environment [5]. Conversely, some applications
require external information [39]. The execution environment of a blockchain
is endogenous, with VMs only accessing the limited information present in
current or past blocks [132]. External data, such as stock prices or currency
conversion rates, are not accessible and must be fed into the blockchain. Ora-
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cles are specialized smart contracts that provide relevant external information
to the blockchain environment for other applications to access [2, 32].

Since access to the blockchain is unrestricted, anyone can view the par-
ticipants’ balances. To maintain privacy, public key cryptography is used as
an anonymization technique. Without voluntary disclosure, the true identity
behind an address remains unknown [70, 5, 4, 133]. Further, as participants
can create an arbitrary number of addresses, it is not possible to determine
whether a participant holds multiple addresses. Thus, data are transpar-
ent but pseudonymous. This presents an intriguing paradox: pseudonymous
identities protect privacy, while simultaneously making it hard to prevent the
obfuscation of illicit practices [Paper 3: 122].

Introduced in 2008, blockchain technology has received interest from both
practitioners and academia owing to its intriguing combination of technologies.
Blockchains represent a blend of various technologies within the computer sci-
ence discipline, including consensus, public key cryptography, data structures,
and hashing [70, 38, 133]. A smart contract-enabled blockchain contains a
computation engine to process general-purpose transactions. Diverse design
philosophies have given rise to a wide array of blockchains, which continue to
undergo rapid development. Notably, public blockchains with smart contract
capabilities have attracted significant attention, fostering a thriving ecosystem
of applications. The following section will concentrate on these applications
built on smart contract blockchains.

2.2 Decentralized Finance

Enabled by their technical characteristics, blockchains have attracted signif-
icant interest in a variety of use cases. The financial industry is particularly
receptive to blockchain technology, given the importance of trust and security
[74, 113, 51, 23].

Blockchains evolve beyond simply facilitating the transfer of native dig-
ital currency. Smart contract blockchains emerged as a platform for pro-
grammable decentralized applications establishing a thriving ecosystem [19,
124]. DeFi generally refers to an ecosystem of applications built on per-
missionless blockchain technology, specifically catering to financial services
[106, 135, 124]. Although various blockchains exist, DeFi is typically associ-
ated with Ethereum, since it has the largest ecosystem in terms of users, avail-
able applications, and development activities [124, 106][Paper 1: 61]. These ap-
plications typically replicate common financial services, such as exchanging as-
sets, borrowing and lending, insurance, and derivatives [48, 124, 106][Paper 1:
61]. Further, blockchain technology’s unique properties have led to the inven-
tion of novel financial services [Paper 1: 61], such as automated market maker
(AMM) [131, 13] and flash loans [99, 96]. DeFi uses public blockchain tech-
nology with smart contract capabilities to facilitate financial services through
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autonomous programs and thereby reducing the dependency on financial inter-
mediaries [106, 43]. DeFi’s overarching aim is to rethink traditional financial
infrastructure by minimizing the power of single entities and a focus on more
accessible, transparent, and cost-effective financial services [51, 106, 44, 23].

DeFi’s rising popularity can be measured using blockchain data, with
key metrics including the total economic value secured in DeFi applications
[124, 106]. This growth is best exemplified by the expansion of financial assets
secured in the broader DeFi ecosystem, which grew from $600 million in Jan-
uary 2020 to $38 billion in January 2023 - an increase of no less than 6,333%
over three years1. Notably, in a seminal paper [109] positions DeFi as the
largest public dataset for financial markets, owing to the transparency and
detail inherent in blockchains. It enables granular detail on individual trades
and users - a fascinating opportunity for academic research. This transparency
level contrasts with traditional financial infrastructure, where the acquisition
of granular empirical data is increasingly challenging owing to regulatory con-
straints or intellectual property rights [109].

Conceptually, DeFi can be envisioned as a multi-layered architecture [106,
46, 8]. Informed by [Paper 1: 61], Figure 2.2 depicts the layered understanding
of DeFi. The blockchain is the lowest layer and serves as a settlement layer
for state-changing transactions powered by its native protocol asset. The
blockchain ensures that any state changes adhere to the protocol rules and
fundamentally facilitates confidence in the computational system [27]. The
upper layers are empowered by a VM on top of a blockchain, facilitating ap-
plications that require general-purpose transactions. In the protocol layer,
smart contracts are employed to create basic financial objects in the form of
digital tokens [104, 106][Paper 5: 49]. These standardized financial objects
are often shared across the DeFi ecosystem. Decentralized applications uti-
lize these standardized shared assets to create sophisticated financial services.
These applications are implemented through a set of smart contracts in the
application layer. The smart contracts implement application-specific rules
ultimately offering a financial service [106, 46]. These applications can be
structured in verticals, such as trading, lending, insurance, and derivatives.
Multiple applications exist within each vertical, fostering open competition
[106, 46][Paper 1: 61]. Applications and the underlying smart contracts are
permissionless, allowing applications to openly access other applications and
create arbitrarily composable financial services. Composability and competi-
tion represent core values in blockchain-based finance [65][Paper 2: 121]. Ag-
gregators serve to connect services from several applications, either vertically
to provide the best rates and execution within a single sector or horizontally
by combining multiple sectors to offer a one-stop solution [106, 8]. User-facing
web apps or wallets can access all layers of the DeFi stack via remote pro-
cedure calls, abstracting away complexity and creating an experience akin to

1https://defillama.com, accessed 16th May 2023

https://defillama.com
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Figure 2.2: DeFi can be conceptualized in layers. The blockchain is the lowest
layer and serves as a settlement layer for state-changing transactions powered
by its native protocol asset. The upper layers are empowered by a VM on top
of a blockchain. The DeFi application layer is formed by applications that are
implemented as smart contracts catering financial services. These services can
be organized in verticals, such as trading, lending, insurance, and derivatives.
The figure is informed by [Paper 1: 61].
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traditional banking services [Paper 1: 61].
Notably, each upper layer’s security is contingent on the layer below it - the

layers are hierarchical [106]. If a lower layer is compromised, the upper layer
becomes unsecured. Decentralizing an application is pointless if the underlying
blockchain is centralized. Thus, a decentralized blockchain is a prerequisite for
a decentralized application. Further, utilizing a decentralized base layer does
not automatically guarantee a decentralized application [106]. Exposed to all
layers of the DeFi stack, application developers must take deliberate decisions
on a range of phenomena typical to blockchain and DeFi. This requires a
nuanced understanding of blockchain technology’s technical properties as well
as the unique characteristics and values of DeFi.

The abstract principle of decentralization, implying that DeFi applications
are not controlled by a single entity, is typically presented as a key objective of
DeFi [138, 106, 120]. This idea manifests through the underlying blockchain
technology, where transactions are technically decentralized in a distributed
network and are organizationally decentralized owing to a lack of a central
authority [55, 133]. Applications add another layer of decentralization. For
instance, applications may grant special privileges for certain addresses, en-
abling these addresses to pause smart contracts or to veto or alter configura-
tions. Special privileges pose both benefits and risks [5, 104]. They can be
beneficial for swiftly addressing unexpected issues. Conversely, they can be
dangerous in case of power abuse or compromisation [139]. To mitigate these
risks, developers have the choice to either introduce special privileges in a
decentralized application or design a smart contract to be truly independent.
Further, the potential of abuse is often reduced by the introduction of multi-
signature schemas, which necessitate m-out-of-n keys for a valid signature.
This means that access to these privileges is dispersed across n accounts,
with the signatures of m accounts required to authorize a change [5, 106].
Centralization and decentralization sit on a continuum. While decentralized
applications are initially more centralized, allowing developers to swiftly it-
erate their design and implementation, over time, they seek to accomplish
greater decentralization so as to enhance the protocol’s resilience [120]. Ulti-
mately, the pursuit of decentralization in DeFi seeks to create a more open,
democratic, and resilient financial system [51, 23].

The programmability of smart contracts enables the issuance of new as-
sets beyond the native protocol asset [5, 104]. Technically, these assets are
represented by digital tokens, which are created and maintained by a smart
contract. Tokens are very versatile and are capable of representing various
assets such as currencies, shares, votes, and loyalty points [Paper 5: 49]. The
development of token standards has emerged to foster interoperability among
DeFi applications and user-facing applications, acting as interfaces to stan-
dardize the semantics of central abilities such as creating, tracking, and trans-
ferring tokens [Paper 5: 49]. Token can be broadly categorized into fungible
and nonfungible token (NFT) [106]. Fungible tokens, which are interchange-
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able assets, are built on Ethereum typically using the Ethereum request for
comment (ERC)-20 standard. In contrast, NFTs represent unique digital ob-
jects such as photos, audio, or video [86, 102]. NFTs ensure the indisputable
identification and precise tracking of the current and past ownership of digital
objects. NFTs are built on Ethereum typically using the ERC-721 standard.

Besides their role in representing assets, tokens are central to the dis-
tribution of voting power among application stakeholders in token-weighted
governance models [120, 115]. Governance in DeFi involves decision-making
processes related to protocol changes or upgrades, usually carried out by stake-
holders voting on proposals. Stakeholders express their opinions via simple
majority voting schemes, with the weight of their vote directly correlated to
the balance of their governance tokens. Token-weighted governance model
grants users of DeFi applications a direct influence, fostering a sense of com-
munity ownership [140, 15]. The principle inherent in such a model is that,
owing to their substantial investment, larger stakeholders are strongly incen-
tivized to contribute high-quality governance. Another special token types,
stablecoins, are among the most highly capitalized forms of crypto assets.
These digital assets are typically pegged to traditional currencies such as the
USD, providing a bridge between the decentralized and traditional finance
systems [85]. Because of their greater stability, they are often used as a means
of exchange or store of value in DeFi applications. Stablecoins facilitate seam-
less global transactions and are a core integration in many DeFi applications
[67, 66].

A defining characteristic of DeFi applications is the high degree of interop-
erability [65, 47, 8][Paper 2: 121]. Owing to the unified state and deterministic
execution environment shared by smart contract blockchains, DeFi applica-
tions are highly composable. DeFi essentially functions as a single, coherent
market [109]. Smart contracts can invoke one another, creating novel and ar-
bitrary complex services [65]. Through the promotion of interfaces via open-
source development, applications can connect to anything created before, and
provide ever-expanding services to a multi-component financial system [47].
From a technical perspective, [65] defined DeFi composability as a program
that levers at least one account belonging to another program within a single
transaction to create a novel financial service. For consumers, an interoperable
and competitive DeFi ecosystem is desirable since it creates return opportu-
nities and increasingly exotic financial instruments [Paper 1: 61]. However,
this advanced integration also creates dependencies among both assets and
applications, rendering the system susceptible to economic and technical risks
[Paper 2: 121]. Like their counterparts in traditional finance, DeFi applica-
tions do not exist in isolation. Financial integration in DeFi draws numerous
ideas from systemic risk research in traditional finance, a discipline that seeks
to answer fundamental questions about how integration contributes to system
fragility and how shocks propagate through financial systems [20, 41, 11]. Fi-
nancial contagion occurs when a shock that affects one application spreads
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to the rest of the system, with a single vulnerability potentially propagating
across the network and affecting stakeholders throughout the ecosystem [47].
Tightly integrated financial applications can contribute to a fragile financial
system in the event of a shock [20, 41, 11]. This advanced integration can
occur on several layers of the DeFi stack, including the settlement layer be-
tween two blockchains, among assets [Paper 2: 121] on the protocol layer, or
among applications [65] on the application layer. Examining systemic risk in
DeFi is particularly important as blockchain technology inherently encourages
integration, and neglecting this aspect could lead to a limited understanding
of financial markets in extreme scenarios [109, 107, 65]. Notably, a danger-
ous scenario is the potential vulnerabilities that can arise at the interfaces
through protocol interaction [110], given that protocols are rarely designed
with interdependency in mind.

In recent years DeFi, has surged in popularity, offering a variety of financial
services on blockchain technology in an environment that is simultaneously
open, competitive, and adversarial [23, 25]. The layered conceptualization of
DeFi demonstrates the intricate dependency of each layer’s security on the one
below it, forming a complex ecosystem. It is not easy to design applications
in this ecosystem; it necessitates a multifaceted understanding that blends
technical expertise, economic design, and a social perspective, all attuned
to the unique principles and values intrinsic to DeFi [133, 132]. In sum, as
DeFi continues to evolve, the need for and the importance of this nuanced
understanding will only increase.

2.3 Properties of Blockchain Technology and
Characteristics of DeFi

This section concludes the foundation and summarizes the technical conditions
that inform financial services on a public blockchain. It distills the properties
of blockchain technology as well as the characteristics and values that distin-
guish DeFi. Numerous blockchains are available today; while distinct in their
respective philosophical approaches, they share several fundamental technical
properties [132, 70, 138, 133]. Understanding these shared properties, along
with DeFi’s characteristics and values, lays the foundation for the forthcoming
applicability framework. Table 2.1 summarizes the most relevant properties,
with each property accompanied by a brief explanation and additional refer-
ences for further study. As the literature on blockchain’s technical properties
is extensive, these properties are described briefly and further literature is
pointed to. Table 2.2 is more comprehensive and depicts the characteristics
and values of DeFi as a financial application layer.

Owing to the described layered model, blockchain technology’s proper-
ties and DeFi’s characteristics are often in a hierarchical relationship [106].
DeFi’s characteristics are contingent on the blockchain layer’s soundness. If
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Table 2.1 Properties of blockchain technology.

Property Description Literature

Decentralized Technically, a blockchain is a distributed
database and is organizationally not con-
trolled by a central entity.

[55, 133]

Trust-
minimized

A blockchain operates on a complex, formal-
ized protocol so as to increase confidence in
the computational environment. Each trans-
action is verified and stored by all partici-
pants. Updates that change the protocol’s
rules require social consensus.

[27, 52]

Immutable Once confirmed in a block, transactions can
neither be deleted nor altered. A blockchain
provides a permanent record.

[132, 70,
133]

Transparent
and data-rich

Transactions on a blockchain are public. Past
and present transactions are accessible. Each
transaction is timestamped.

[70, 133]

Pseudonymous Transactions are associated with a specific ad-
dress, which cannot be linked to a specific in-
dividual.

[136, 35,
50][Paper
3: 122]

Deterministic
and Atomic

Computing transactions always return the
same result. Transactions either succeed or
fail completely, without an intermediate state.

[70, 4, 99]

the blockchain layer’s integrity is compromised, this can put reliant applica-
tions’ safety at risk. Thus, the selection of robust and dependable blockchain
technology is a fundamental step toward realizing the DeFi ecosystem’s poten-
tials. Further, these categories are interdependent, not isolated. For instance,
the decentralization property plays a pivotal role in increasing confidence in
the computational system, and openly accessible smart contracts are critical
for DeFi applications’ composability.

Decentralized Technically, a blockchain is a distributed database and is
organizationally not controlled by a central entity [55, 133]. Blockchain tech-
nology operates in a distributed way on a global network of computers. The
individual participants are economically incentivized to operate the system.
This setup results in a democratic system that is more resistant to censorship
and more resilient to failure [70, 132]. However, decentralized systems can
prove costly owing to challenges relating to scalability, efficiency, and gover-
nance, since coordination among a vast, decentralized network of participants
can be complex and resource-intensive [70, 133, 132].

Viking

Viking

Viking
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Table 2.2 Characteristics and values of DeFi.

Characteristic Description Literature

Endogenous DeFi applications can only access the infor-
mation present on the blockchain.

[32, 2]

Non-custodial Users maintain control over their assets at all
times.

[124, 5]

Programmable DeFi is based on smart contracts, that can
implement any logic and create novel financial
services.

[70, 5]

Accessible and
competitive

DeFi is accessible to any user. The applica-
tions are also permissionless such that other
applications can integrate openly.

[23][Paper
1: 61]

Open-source DeFi is strongly connected with the broader
principle of open-source software develop-
ment.

[133, 1]

Composable DeFi applications have a high degree of inter-
operability, resulting in an integrated financial
market.

[121, 65,
47]

Incentive-
based

An application must strike a balance between
incentivizing usage and preserving stability.
DeFi is highly susceptible to market forces.

[25, 99,
47]

Trust-minimized Blockchain relies on cryptographic protocols and game
theory to foster confidence in the computational environment’s operations
[27, 52]. Each transaction on the blockchain is verified and agreed on, follow-
ing a formalized protocol. All participants store the data, creating sufficient
redundancy and thereby reinforcing the system’s integrity. Notably, any up-
dates that alter the protocol rules require social consensus [140, 79], further
enhancing the system’s credibility. While it does not fully eliminate human in-
termediaries, it reduces the reliance on them and ensures that no single entity
holds too much power [44]. It also necessitates confidence in the technology,
including the correct operation and governance of the protocol [27].

Immutable The property of immutability is central to blockchain technol-
ogy. Blocks are connected through a cryptographic hash function, which ref-
erences the preceding block. Altering a confirmed transaction would require
changes to all subsequent blocks, a task that is prohibitively expensive, en-
suring high data integrity and resistance to tampering [132, 70, 133]. How-
ever, this immutability is not immediate, as recent blocks can still undergo
changes. The cost to alter increases with the transaction’s age, thus in prac-
tice, a transaction that is a few blocks old is deemed practically immutable
[137, 138]. Another challenge is that this immutability applies to all transac-
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tions, even those made in error, necessitating careful design and usage owing
to the irreversibility of potential errors.

Transparent and Data-rich Blockchain technology is characterized by
transparency and rich data [70, 133]. A blockchain publicly records transac-
tions, providing access to both past and current transactions. Each transaction
is also timestamped, creating an immutable audit trail that aids compliance,
provides valuable data for market research, and allows real-time monitoring of
applications and financial systems. However, the double-edged sword of this
transparency is the potential compromising of privacy, since transaction data
visible to all may unintentionally disclose sensitive personal information [70].

Pseudonymous The unrestricted access to the blockchain implies that any
participant’s balances are public. Privacy is maintained through the use of
public key cryptography, providing participants with a pseudonymous address
that, barring public disclosure, cannot be directly tied to a real-world identity
[5][Paper 1: 61]. Thus, blockchains are pseudonymous as they allow network
interaction via addresses rather than real identities. While this keeps indi-
vidual transactions anonymous, it poses a challenge for regulation enforce-
ment, as true identity can be concealed. This presents a fascinating paradox
- while pseudonymous identities protect privacy, they also make illicit activ-
ities easier to facilitate [Paper 3: 122]. One limitation of this pseudonymity
is its non-absoluteness since sophisticated analysis techniques can sometimes
de-anonymize users by examining transaction patterns or linking addresses to
real-world identities through off-chain data [64]. Generally, pseudonymity and
privacy are key research areas in blockchain technology [136, 35, 50].

Deterministic and Atomic A blockchain is a deterministic system because
a blockchain’s state is a function of the sequence of the validated transactions
that have taken place [5, 4]. Given the same sequence of inputs, a blockchain
will always arrive at the same result. This principle also holds true even if the
execution environment processes more complex, general-purpose transactions
[5]. This deterministic property is vital for achieving decentralized consensus
since each node can independently process the same transactions in the same
sequence and reach the same conclusion. Nonetheless, this necessitates agree-
ment from all the participants on the set and the order of transactions for each
block, a complex process that could slow transaction speed and could induce
scalability issues [70, 133]. Further, transactions are atomic, i.e. they either
succeed or fail completely, with no partial states [99]. If any condition along
the transaction path is not met, execution halts and the transaction is aban-
doned. While this ensures consistency, it also potentially leads to inefficiencies
and a high demand for computational resources.
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Endogenous DeFi applications can only access the information present in
current or past blocks. When applications necessitate external information -
such as stock prices or currency exchange rates - DeFi depends on external
input [32, 2]. However, the trustworthiness of external data does not match
that of the blockchain, posing a risk of introducing malicious data into the
system. While a blockchain can verify the integrity of its data, it cannot verify
the integrity of external information. Applications that are excessively reliant
on external data could ultimately be controlled by the entity that provides the
data. While solutions such as oracles exist to enhance the trust in external
information [32, 2], these solutions can introduce other attack vectors and
minimal reliance on external information bolsters the resilience of the DeFi
ecosystem [139, 124]. Further, DeFi applications cannot self-execute and are
ultimately executed as a result of a transaction invoked by an EoA [5].

Non-custodial The non-custodial attribute is another value of DeFi. Ac-
counts are controlled by their corresponding private keys [124, 5]. Users main-
tain control over their assets at all times, irrespective of the DeFi application in
use. This stands in contrast to traditional financial systems where central enti-
ties, such as banks, can exercise custody over assets. Non-custodial operations
reduce the risk and dependency associated with intermediaries and boost pri-
vacy since account creation and usage do not necessitate information-sharing
[124, 5]. However, this control comes with increased responsibility. Operating
a private key requires knowledge and care, as there is no recovery mechanism
when losing a private key. DeFi’s non-custodial principle shifts the balance of
control towards the user at the expense of increased responsibility.

Programmable DeFi is often characterized as programmable, since it uses
smart contracts to implement any conditional logic [5]. Smart contracts en-
able the automation of financial transactions and programmability to create
novel or customize existing applications. This led to a wide range of financial
services, that could be challenging or unfeasible to implement in traditional
finance [106, 51]. Although automation can potentially eliminate intermedi-
aries and increase efficiency [70, 106], applications need to be meticulously
programmed. Owing to the blockchain’s openness, any programming vulnera-
bilities can be exploited by adversarial actors [139, 124]. Further, experimenta-
tion with smart contracts facilitates increasingly exotic financial instruments,
adding layers of risk to understanding and managing these instruments. Ex-
perimental applications are particularly prone to vulnerabilities since both
the smart contract and the economic interaction with the DeFi system are
unprecedented.

Accessible and Competitive Built on a public blockchain, DeFi is permis-
sionless; anyone with Internet access can participate and use its services [133].
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This is a key differentiator of permissioned blockchains, which can impose
access restrictions based on geography or nationality. On a more technical
level, smart contracts are also permissionless, allowing applications to openly
integrate with other applications and thereby creating composable financial
services [Papers 1 and 2: 61, 121]. Open access potentially fosters a more eq-
uitable system, in which participants have equal access and can compare the
offered services, directly fostering competition among the applications [23].

Open-source DeFi has a strong relationship with the broader principle of
open-source software development [133, 1]. In technical terms, smart contracts
are stored as bytecode on the blockchain. Without voluntary publication,
there is a limited possibility of deducting a program’s logic from this bytecode
[5]. Only upon voluntary publication of the source code, it becomes possible
to match it with the deployed version. Many applications prefer to open-
source their source code, providing public access for inspection, copying, and
modification, a practice that ultimately creates trust in a financial service [5,
106]. With technical capabilities, anyone can verify an application’s integrity.
Open-sourcing benefits the DeFi ecosystem in three primary ways: it allows for
the technical verification of transactions processing and vulnerability detection
in applications, and it standardizes common functionalities such as access,
ownership, and voting, boosting interoperability and code security. Lastly, it
encourages competitive yet collaborative development, as applications can be
modified and innovated upon. While open-sourcing code is voluntary, many
DeFi applications adopt this practice, given the fundamental trust it builds
in a financial service [106, 5]. However, this transparency also exposes the
code to potential attackers, who can exploit vulnerabilities, leading to several
attacks on DeFi applications owing to public vulnerabilities in their smart
contracts.

Composable A defining characteristic of blockchain-based finance is its
composability. Applications have a high degree of interoperability owing to a
unified deterministic state and execution environment, permissionless access,
and the promotion of open-source interfaces [65, 47][Paper 2: 121]. DeFi appli-
cations can seamlessly integrate with and build on other applications, creating
novel, ever-expanding financial services. Applications can utilize existing ap-
plications without needing to recreate basic functionalities. This leads to a
multi-component financial system [47], which functions as a single, coherent
market [109]. Users benefit from this interoperability since they can seamlessly
move their assets between different applications, thereby finding customized
financial services that cater to their preferences [Paper 2: 121]. Further, an
interoperable and competitive DeFi ecosystem optimizes the distribution of
assets and liquidity under strong market forces. However, this advanced inte-
gration creates dependencies among both assets and applications, rendering
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DeFi susceptible to economic and technical systemic risks [Paper 2: 121, 124].
If one application fails, the vulnerability could potentially cascade and af-
fect other applications. It further results in an increasingly complex financial
system, making it harder for all the participants to understand the full impli-
cations of interacting with certain applications. While composability is a key
driver of innovation and competition in DeFi, it also introduces layers of risks
that must be carefully managed.

Incentive-based Incentive mechanisms have a key role in DeFi, given the
competitive and untrusted nature of this open environment [25, 99, 47]. Ap-
plications design should seek to strike a balance between attracting users and
preserving an application’s overall security and efficiency. Notably, incentives
must be constructed to uphold an application’s equilibrium, as the delicate
balance between supply and demand, a state that fosters system stability
and ensures the effective functioning of the market. This equilibrium is of-
ten achieved via the deployment of sophisticated economic mechanisms [51].
Poorly designed economic incentives can have catastrophic consequences -
from exploitation and application irrelevance to a potential collapse of the
entire DeFi system [18]. Arbitrage opportunities arise in DeFi when price
discrepancies occur between different applications [99, 25][Paper 6: 53]. Ar-
bitrageurs can exploit these price differences by simultaneously buying and
selling the same asset on different applications [Paper 6: 53], profiting from
the spread. In doing so, they also contribute to the DeFi ecosystem’s overall
efficiency by helping to maintain price consistency across markets and reduc-
ing price discrepancies [99, 25][Paper 6: 53].

In sum, public blockchain technology with smart contract capabilities,
offers a trust-minimized, immutable, and highly composable system. The
blockchain layer largely dictates the technical properties of the consensus pro-
tocol, the data structure, and the execution environment for smart contracts.
Ultimately, these technical properties establish confidence among all partici-
pants in the computational operations. The application layer extends these
properties: DeFi is shaped by core characteristics such as programmability,
composability, and accessibility. Further, DeFi adheres to core values such as
open-source development and a strong reliance on economic incentives. DeFi
employs economic incentives to maintain a balanced ecosystem of financial
services.

Financial services on blockchain technology are presented with a unique
environment that is simultaneously open, competitive, and adversarial. DeFi
offers continuous operations, with transactions executable at any time and
accessible via an Internet connection. The principles of open access and com-
posability allow users to smoothly transfer their assets between applications,
fostering a competitive environment that drives innovation as applications
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strive to self-differentiate and deliver value to users. However, this pseudony-
mous and open-source nature can attract adversarial actors, emphasizing the
need for sound technical and economic design to mitigate vulnerabilities in
applications.

Blockchain technology presents compelling technical conditions that pro-
mote a revaluation of financial service infrastructure. Yet, for applications the
technology can be simultaneously enabling and limiting. While it permits the
creation of innovative financial services, it also imposes certain restrictions on
its capabilities. Thus, designing applications for blockchain technology is a
complex task, owing to the novelty of the technology. This task requires a
multifaceted understanding that blends technical expertise, economic design,
and human interactions, all tuned to the blockchain’s unique properties and
DeFi’s characteristics and values. Further, not all financial services may be
suitable to implement with blockchain technology raising the question of the
extent to which blockchain technology can be utilized for financial services.



Research Approach of the Thesis

This thesis is a culmination of three years of research, consisting of an essay
and six individual academic publications. The publications were the focus of
my Ph.D. program. Starting with an overview in Table 5 they are attached
in their published form in the second part of the thesis. Five of these publica-
tions have undergone peer review, while one is still in the submission phase.
All papers, although distinct in their focus and method, contribute to a nu-
anced understanding of the potentials and limitations inherent in blockchain
technology facilitating financial services. The essay consolidates these findings
into distinct items, forming the basis of an assessment framework. The frame-
work proposes 24 guiding principles that determine when the use of blockchain
technology is advantageous for a financial service.

The essay’s research question is motivated by the significant potentials
of DeFi as well as remaining challenges to develop DeFi applications due to
the distinct environment [23, 25], nascent technology, and inherent trade-offs
[133, 132]. Thus, this essay explores the extent to which blockchain technology
is suitable for the implementation of financial services. The essay starts with
a foundation on blockchain technology and DeFi. To facilitate a fundamental
understanding of the capabilities, the essay continues with technical conditions
that inform financial services on blockchain technology. The properties of
blockchain technology, as well as the characteristics and values of DeFi, are
drawn from the first publication [Paper 1: 61] and the underlying literature
therein [23, 70, 130, 106].

The essay culminates in a framework that assesses when the use of block-
chain technology is advantageous for a financial service. First, the framework
is positioned in the existing academic literature. Then, the framework is pre-
sented in 4.1, it consists of 24 evaluation items, that are synthesized from the
other five publications [Papers 2 to 6: 62, 49, 122, 121, 53], again supplemented
with academic literature. If a publication informs an evaluation item explic-
itly, it is cited in the last column in Table 4.1. Afterward, the framework is
briefly evaluated by applying the financial service implemented in [Paper 4:
62]. The evaluation seeks to exemplify how to apply the assessment framework
to a financial service. Then, relevant limitations of the assessment framework
and general chances and limitations of DeFi are discussed. Figure 3.1 depicts
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the described research approach.
Categorized by their shared domain DeFi, the publications apply two dis-

tinct research methodologies, reflecting the trajectory of my Ph.D. journey
from a technical to an analytical perspective. The earlier works [Papers 4 and
5: 62, 49] explore the potentials of DeFi through a Design Science Research
(DSR) methodology, developing prototypes to address a specific issue at hand.
The developed prototypes serve as proofs of concept and enhance the tech-
nical understanding of the problem [56]. Later publications [Papers 2, 3, 6:
122, 121, 53] adopt network analysis and analyze the data-rich DeFi environ-
ment to understand the de facto uses of DeFi. The empirical publications seek
to broaden the perspective from purely technical aspects to including human
interaction and economic incentive design [119, 86]. One publication notably
bridges this journey [Paper 4: 62], developing a prototype and using network
analysis for its evaluation.

3.1 Publications

The publications included reflect the attempt to progressively increase my
contribution to each paper during the Ph.D. process. The invaluable feedback
and guidance provided by my supervisors supported this journey. In earlier
works [Papers 1, 4, 5: 61, 62, 49] I learned significantly from the collaboration
with an experienced research team, which already had developed ideas, con-
cepts, and methodologies. The later publications are marked by my personal
ideation, initiation, and subsequent corresponding authorship [Papers 2, 3,
6: 122, 121, 53]. The later publications include two instances where seeking
complementary co-authors became necessary [Papers 2 and 6: 122, 53]. The
experience of collaborative writing was very valuable, since I sincerely appre-
ciate the diverse perspectives and backgrounds of my research colleagues.

Three work-in-progress papers, that happened at a very early [60, 120] or
late stage [63] in the Ph.D. program, have been intentionally excluded from
this thesis, owing to their preliminary state and absence of peer review.

Given the exploratory and non-sequential nature of academic research, the
six included publications are organized by their final publication date rather
than their appearance during my Ph.D. program. A brief summary of each
publication, along with its contribution to this consolidating essay and to my
Ph.D. process is provided in the following paragraph:

1 An Introduction to Decentralized Finance (DeFi) This publication
is an introduction to the concept of DeFi. It theoretically positions DeFi
within blockchain’s technological context. It provides a taxonomical overview
of DeFi’s applications and participants and identifies key risks. The paper con-
tributed an early conceptual introduction to DeFi and raised relevant research
areas. This was the first publication of my Ph.D. process and was valuable in
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Figure 3.1: The figure depicts this essay’s research approach. It starts with
motivating and posing the research question. For a fundamental understand-
ing of the technical conditions that guide financial services on blockchain tech-
nology, the essay continues with the technical properties as well as the char-
acteristics and values of DeFi. Both are informed by the introductory pub-
lication [Paper 1: 61] and additional academic literature. The essay derives
a framework that assesses when the use of blockchain technology is advan-
tageous for a financial service. The framework generalizes the insights from
the other five publications [Papers 2 to 6: 62, 49, 122, 121, 53], again sup-
plemented with literature. The framework is briefly evaluated and discussed,
providing perspectives with relevant criticism and generalizing the challenges
and limitations of DeFi. The academic publications were the focus of my
Ph.D. program and are attached in the second part of the thesis. They can
be categorized by their respective research methodology, either prototyping or
analyzing DeFi applications.
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synthesizing and conceptualizing the existing knowledge at the beginning. Led
by my research colleague, I was involved in investigation, visualization, writing
and editing. The paper is included in this essay, particularly for the founda-
tion chapter introducing the layered concept of DeFi (Figure 2.2) as well as
the characteristics and value of DeFi (Table 2.2). For the assessment frame-
work, the paper contributed more generic evaluation items, such as identity
and privacy, that are also part of other blockchain-focused assessment frame-
works [42, 108]. Notably, the paper raises the question of composability and
systemic risks in DeFi, one of the key research areas during my Ph.D. tenure.

2 Measuring Asset Composability as a Proxy for DeFi Integration
This publication explores the composability of DeFi applications. Enabled
by the high interoperability of blockchain technology, DeFi applications are
integrated into one another to offer attractive and novel financial services.
The publication follows an asset-centered perspective, measuring how often
assets are re-used in DeFi, a process akin to rehypothecation in traditional
finance. The publication proposes a domain-specific algorithm to quantify the
extent of these integrations. Empirical data is used to evaluate the algorithm.
The results indicate a trend toward higher integration levels. Further, the
data is used to hypothesize properties of financial assets that lead to higher
integration levels. The publication contributes to the research on blockchain
technology’s financial integration and the broader research area of systemic
risks. This publication was my first as the corresponding author and impor-
tant in learning how to form an idea and translate it into a concept. Further,
it was also the first in applying an analytical research approach, tapping into
network analysis methodologies and the data-rich environment of DeFi. The
publication is included in this essay, owing to the defining characteristic of
DeFi’s composability and the inherent risks of financial integration. The pa-
per enhances the understanding of these and adjacent characteristics such
as programmability and the data structures of blockchain technology. These
characteristics are key to lever the potential of DeFi when building financial
applications on blockchain technology. Further, quantifying the integration
of DeFi is critical for monitoring systemic activities. Thus, the paper is also
representative of broadening the scope from an application perspective to a
systemic perspective. Systemic risks in DeFi remain a fascinating opportunity
for future research.

3 NFT Washtrading - Quantifying Suspicious Behavior in NFT Mar-
kets With a sharp increase in trading volume on NFT marketplaces, the
open system may also be used to facilitate illicit behavior. This publication
seeks to quantify the extent of such behavior and proposes two domain-specific
algorithms that indicate illicit behavior on NFT marketplaces. The algorithms
are evaluated against a large empirical dataset of public blockchain data. The
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data is used to build highly granular transaction graphs of each NFT, since
NFT’s are unique digital tokens the current and past ownership is retrievable.
The paper conceptualizes patterns of market abuse and their likelihood. The
measured illicit behavior was lower than what industry observers estimated.
However, the publication was published prior to the emergence of token in-
centives, i.e. mechanisms to promote trading activity. These mechanisms
increase illicit behavior significantly. The paper contributes to research on
the market abuse of public blockchain technology. The publication was my
second as the corresponding author and valuable in increasing my method-
ological experience. The dataset was large and the algorithm computationally
expensive, such that new ways, for instance using computer clusters, were
necessary to extract, transform, store, and analyze blockchain data. The pub-
lication is included in this essay, contributing valuable insights about appli-
cation misuse and thus resilient application design. Further, the publication
provides in-depth empirical insights into the impact of privacy, identity, and
pseudonymity on DeFi.

4 Blockchain-based Financial Infrastructure for Emerging Economies
Motivated by a large number of people in emerging economies without access
to basic financial services [28, 7] and the high cost of banking services [51, 21],
this publication explores the use of blockchain technology to create a prototype
capable of performing three fundamental financial services: processing finan-
cial transactions, maintaining a savings account, and distributing targeted
stimulus payments. First, the limitations of existing financial infrastructure
for emerging economies are analyzed. The blockchain artifact focuses on tar-
geted stimulus payments, a financial service characterized by a high demand
for transaction throughput. Further, the artifact includes an asset reserve
integrated into an external DeFi application, with governance mechanisms
to govern these funds. Thus, the artifact explores the dilemma of requiring
high security guarantees for the assets reserve while simultaneously high per-
formance for the micropayments. Ultimately, this results in a prototype that
uses and bridges two distinct blockchains: one for the asset reserve and one for
performance. The prototype is deployed on the Ethereum blockchain and after
a nine-month pilot phase network the prototype is evaluated through network
analysis. It provides insights into the de facto uses of the prototype. During
the pilot phase incentive campaigns are launched aiming to attract more users;
the success of these campaigns is evaluated with the same dataset. The publi-
cation seeks to contribute theoretical and practical insights to the IS discourse
on the transformative capacity of blockchain technology. This publication is
an early work and is particularly representative of the Ph.D. process. First
prototyping a financial service adopting DSR and subsequently monitoring the
application during a nine-month pilot phase, the publication bridges both key
research methodologies. Led by my research colleague, I was involved in the
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concept, methodology, and writing. Further, I had the opportunity to lead the
analytical part of the publication. Lastly, I presented the publication at the
ECIS 2022, where the paper was a candidate for the best paper award. Owing
to the limited technical capabilities of blockchain technology, the publication
was early in exploring multi-chain approaches. Applying both a technical and
analytical perspective, the publication contributes fascinating insights to the
evaluation framework with respect to blockchain’s throughput.

5 Kickstarting Blockchain: Designing Blockchain-based Tokens for
Equity Crowdfunding This publication explores the boundaries of block-
chain token engineering by designing, developing, and evaluating an equity
token rich in features. The resulting artifact implements features common
for equity such as shareholder voting, dividend payments, and documenta-
tion. The prototype relies on and contributes to several blockchain token
standards. The publication culminates in seven design principles contributing
to the design theory of sophisticated blockchain-based tokens. The prototype
potentially implements too many features on-chain. Thus, the publication
is well-suited for the thesis since it is representative of a key question for fi-
nancial applications on blockchain technology: which features truly benefit
from blockchain technology? Further, the publication enriches the thesis with
insights on open-source, interoperability, tokens, standardization, and access
management. The publication is an early work during my Ph.D. program
and presents a major overhaul of a Master’s thesis, where I was particularly
involved with the concept, methodology, evaluation, and technical prototype.
The publication contributed strongly to my learning of the academic publica-
tion process; the publication process culminating in acceptance at the Elec-
tronic Commerce Research Journal took 2.5 years.

6 Fundamentals of Perpetual Futures Perpetual futures are financial
derivatives that never expire. Offering investors levered exposure, they are
the most traded financial instrument for crypto assets by trading volume1.
Derivatives derive their price from an underlying asset. Nonetheless, for per-
petual futures, it is not guaranteed that the price of the derivative converges
with the underlying asset. This creates arbitrage opportunities. The publica-
tion derives theoretical non-arbitrage boundaries for perpetual futures. The
boundaries are evaluated empirically by conducting a time series analysis; the
publication documents considerably larger deviations than those in traditional
financial markets. These deviations diminish over time, indicating a maturing
crypto asset market. The paper was the last during my Ph.D. program and
was initiated during my research abroad at Reichman University, Tel Aviv. I
initiated the project and had significant degrees of freedom with the research
idea, concept, and methodology. The paper also required a complementary

1www.coingecko.com, accessed 15th May 2023
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co-author to lead the theoretical deviation of the no-arbitrage condition. The
paper is currently in the publication process. While the publication is distinct
in methodology and domain, it is valuable for the essay, since it comprehen-
sively explores arbitrage and game-theoretical mechanisms for domain-specific
financial instruments. Perpetual futures are among the most sophisticated
and popular financial instruments for crypto assets. Further, the publication
is representative of the fascinating research collaboration abroad, where I had
the opportunity to learn the different perspectives populated at an external
university as well as the research area of finance.

3.2 Methodologies

Blockchain technology is a combination of distributed systems, cryptography,
and economic incentives [38, 133, 70]. The computer science discipline pro-
vides the technical foundation, such as distributed systems and cryptography,
enhancing blockchain’s functionality, security, and scalability [133, 70]. Eco-
nomics informs the design of incentive mechanisms, ensuring that all partic-
ipants act in ways that foster activity while maintaining a system’s stability
and efficiency [13, 124, 37]. Further, the inclusion of a social perspective en-
hances the understanding of human interactions with DeFi applications. IS
research is an interdisciplinary field, combining elements of computer science,
economics, and social science [9, 105]. This research domain investigates the
design, implementation, management, and use of information systems. IS
seeks to formulate new theories, models, and best practices that optimize the
uses of these information systems [9, 105]. By generating academic insights
and practical solutions for real-world challenges, IS research holds relevance
for both industry and academia. Given its interdisciplinary, scholars argue
that IS research is well positioned to facilitate blockchain research, utilizing
research methodologies that bridge technological, economic, and social disci-
plines [112, 90, 38].

Design science research DSR is a popular approach of highly applica-
ble research within IS [45, 57, 81]. DSR primarily focuses on investigating
a specific problem in a cyclical build-and-evaluate process culminating in a
purposeful design artifact [56]. A defining characteristic of the research ap-
proach is design objectives that state requirements for a final prototype. After
multiple iterations of design and development, the final prototype is evaluated
against the initial objectives [95]. Figure 3.2 schematically illustrates the re-
search approach conducted in [Papers 4 and 5: 49, 62]. This research approach
has been widely adopted in blockchain research [102, 92, 104] and responds to
the call for design-driven, interdisciplinary research in this field [75, 104, 103].
Building an instantiation in a domain when confronted with new technology
was recommended by [57]. DSR’s research output is a proof of concept and
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Figure 3.2: A schematic DSR approach as conducted and presented in [Papers
4 and 5: 49, 62]. Typical for DSR are the design objectives that document
requirements for a final prototype. After multiple iterations of design and
development, the final prototype is evaluated against the initial objectives.
This specific iterative research approach originates in [95].

is useful in understanding the problem [56]. This output may take various
forms, such as frameworks, software architectures, or prototypes. [Papers 4
and 5: 49, 62] apply the DSR methodology.

Network analysis The analysis of networks has been a pivotal method-
ological tool in computer science to understand complex systems. Network
analysis is rooted in graph theory [34] which is concerned with the properties
and structures of graphs. However, network analysis expands on this founda-
tion, incorporating interest not only in a network’s inherent properties, but
also in the behaviors and interactions of the objects it represents [127, 126].
An extensive introduction to graphs and networks is provided by [88, 125].
Network analysis is a versatile method for researchers in understanding the
complex DeFi ecosystem and has been increasingly employed as a research
methodology in DeFi [109, 65, 22, 118, 36, 117]. During my Ph.D. program,
three publications adopted a purely analytical perspective [Papers 2, 3, 6:
121, 122, 53].

This research area can be broadly divided into two categories: those
proposing analytical tools, and descriptive research into DeFi applications and
the ecosystem. The former aims to provide applicable techniques to address
fundamental challenges in DeFi research. For instance, one study proposes an
algorithm to detect address clusters for Ethereum aiming to recognize entities
and enable a more precise assessment of overall network statistics [117]. [36]
proposes a technique to investigate the use of standards across the entire DeFi
ecosystem and how open-source code is copied and modified. Descriptive re-
search can focus on specific phenomena in DeFi, such as tokenized assets or
governance. [22] and [109] investigate ERC20 tokens and systematically com-
pare activities and relations between tokens. [120] analyzes the distribution of
voting power granted by tokens across DeFi applications and [115] investigates
whether token-based governance is generally beneficial. Other descriptive re-
search investigates application-specific aspects. [96] analyzes liquidations on
a lending application and [48] compares use and configurations across several
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lending applications. [86] investigates and compares the market structures of
NFT marketplaces on the Ethereum blockchain. Notably, a fascinating ana-
lytical research stream extends to a systemic perspective of the entire DeFi
ecosystem. [65][Paper 2: 121] seek to gauge the system’s integration. Un-
derstanding integration across DeFi applications is essential to manage the
systemic risks of this nascent ecosystem.



Toward an Assessment Framework

This chapter derives the evaluation items for the assessment framework pre-
sented in Table 4.1. It is organized into a section that derives items primarily
informed by the two prototyping papers [Papers 4 and 5: 49, 62] as well as
a section, that derives items from the analytical publications [Papers 2, 3, 6:
122, 121, 53]. The items are supplemented with relevant academic literature.
For a balanced evaluation, the framework uses a score-based approach, sim-
ilar to [108]. Each item poses an active question and is marked with a (+),
(0), or (-), indicating the directional impact of a Yes answer. If a (+) item
receives a Yes response, it increases blockchain technology’s suitability for the
financial service, while a Yes answer to a (-) item decreases its suitability. A
(0) item’s impact is not straightforward and can lean either way. These (0)
items demand further discussion.

4.1 Items from Building DeFi Applications

Published during my Ph.D. program the two papers [Papers 4 and 5: 49, 62]
use DSR as an applied research methodology to explore financial applica-
tions on blockchain technology, primarily through the construction of proto-
types. DSR focuses on investigating a specific problem in a cyclical build-
and-evaluate process [95]. The process culminates in a purposeful design ar-
tifact, serving as both a proof of concept and useful in understanding the
problem [56]. For the assessment framework, prototyping presents a valu-
able research method. The technical insights derived from these prototypes
enrich the framework through a technical lens, further supplemented by rel-
evant literature from the IS and computer science disciplines. For instance,
[132, 70, 137, 40, 133] compare different blockchain networks so as to organize
the different technical aspects of blockchain technology. [5, 4] provides a tech-
nical manual for each of the two most popular public blockchains, Bitcoin and
Ethereum. Finally, [12, 80, 111, 128] elaborate on smart contract development
and empirically analyze design patterns in existing smart contracts.

30
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Item 1.2: Does a well-functioning solution already exist? (-)
Before deciding to use blockchain technology, one should examine existing
solutions and should validate that a significant problem remains unaddressed
[42]. For instance, [Paper 4: 62] examines existing mobile payment solutions in
emerging economies and motivates a blockchain solution with relatively high
costs for the end user [21]. The question facilitates an assessment of existing
solutions and their limitations, and whether the problem at hand has previ-
ously been addressed using alternative technology. The item is rather strict in
that blockchain technology should be explored if an existing solution is well-
functioning except for only one critical limitation. Blockchain technology’s
properties can be used to potentially address a wide variety of limitations in
existing solutions, such as a centralization of power [70, 132], high costs [Paper
4: 62] or a lack of transparency.

Item 1.1: Is the service significant enough to justify the costs of a
decentralized network? (+) Another important consideration is whether a
financial service justifies the costs to participate in a decentralized network, for
instance through a high user count or large transaction volume. Building a fi-
nancial application on a decentralized network comes with significant develop-
ment and operational costs, compared to traditional, centralized server-based
applications. Owing to its design, where every state change is sent, verified,
and replicated across all network participants, blockchain technology inher-
ently requires more resources and network communication [132, 133]. Thus,
public blockchains operate slower compared to centralized databases, precisely
because of the requirement of synchronizing resources among multiple, non-
trusted participants [93]. This question ensures that the increased costs are
proportional to the service’s significance. While some services may justify
the costs of decentralization, such as targeted stimulus payments for multiple
countries [Paper 4: 62], other services may not. For instance, a private service
without a direct financial value such as a point-based loyalty program. Being
aware of the costs of decentralization helps to avoid unnecessarily expensive
solutions to trivial problems or overlooking more cost-effective solutions to a
problem at hand.

Building a DeFi application on blockchain technology presents several tech-
nical restrictions.

Item 3.3: Does the service require high throughput? (0/-) First,
the transaction processing capacity is limited [24, 77] as it depends on the
number of transactions per block and the block frequency, determining how
many transactions a blockchain can process per second. Transaction capacity
varies greatly across networks, with Bitcoin processing around five TpS and
Ethereum slightly over 25 TpS. High demand - especially in a short amount of
time - financial applications can be limited by these throughput rates. [Paper
4: 62] addresses this issue by utilizing two blockchains. The asset reserve and
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governance components, both with high trust requirements, are hosted on a
secure blockchain. The micropayment component with performance require-
ments is hosted on a high-performing blockchain. Further, congestion on the
blockchain can lead to increased transaction fees, affecting the affordability of
using blockchain applications [32]. Notably, scalability has been a key research
area [24, 77], and there are ongoing efforts to increase the transaction rate of
blockchains. Gauging the throughput requirements of a financial service is a
recurring question posed by several assessment frameworks [78, 69, 42].

Item 4.5: Does the service require complex computation? (-)
Second, to prevent hostile activities, infinite recursion, or excessive use, com-
putational operations on a blockchain are limited and priced. There are two
outcomes: the sophistication of financial applications is restricted and compu-
tational operations incur costs. This limitation of operations results in DeFi
applications only being near-Turing complete [5]. Thus, blockchain technology
is not well-suited for heavy computations or sophisticated algorithms, espe-
cially if these are needed promptly [132, 5]. The computation’s sophistication
must be evaluated against the costs and limitations of the blockchain network.
[Paper 5: 49] introduces an equity-like token, with typical shareholder rights
such as dividend payments and shareholder voting. By potentially imple-
menting too many features, this paper explores token engineering’s boundaries
and highlights the necessary on-chain-off-chain decisions in DeFi applications.
On-chain-off-chain decisions identify aspects of a financial service that benefit
from a trusted and decentralized execution environment and those that can
be implemented in a cheaper traditional and centralized technology.

Item 3.2: Does the service store many nontransactional data in
each transaction? (0/-) Further, data storage in blockchain technology
is inherently expensive and less efficient than traditional databases, with all
network participants permanently storing the entire blockchain [70, 5]. Large
volumes of non-transactional data can lead to rapid blockchain growth, mak-
ing it increasingly resource-intensive to maintain and synchronize. Therefore,
when designing a blockchain application, it is crucial to consider the nature
and size of the data that each transaction will carry [132, 78, 69]. Applica-
tions can outsource the expensive operation of storing non-transactional data
to decentralized storage technology [71] using off-chain alternatives. For in-
stance, [Paper 5: 49] utilizes a distributed file-sharing system (IPFS1) to store
documents required for equity-like tokens. The need for data outsourcing is
further exemplified by the emergence of NFTs, where the data-intensive art
pieces are often stored on IPFS [86].

Item 2.4: Does the service benefit from strict control and a

1https://ipfs.tech/, accessed 13th June 2023
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majority-based approach for protocol updates? (+) Another con-
sideration when building a DeFi application is that blockchain technology is
still nascent and subject to significant updates. Fairly recent updates have
addressed central elements such as consensus2 and cryptographic signature
schemes3. Since blockchains are decentralized networks, updating the existing
rules of a blockchain protocol requires agreement among the majority of the
participants, also known as social consensus [140, 79]. Updates are typically
implemented as a fork : a divergent blockchain that follows the new protocol
rules [133]. For a successful update, the majority of participants must switch
to the new blockchain at a specific time. The difficulty of protocol updates
means that most upgrades are rigorously debated, and software updates can-
not be implemented by a single entity. No single entity has centralized power
and can dictate a software upgrade’s direction [93, 69, 42]. Otherwise, for
applications, there is the risk of unfavorable or slow updates.

Item 3.4: Does the service benefit from blockchain technology’s
specific data properties, particularly immutability and transparency?
(+/0) Data stored on a blockchain are subject to specific data properties.
Transactions on the blockchain are immutable and transparent. Once pro-
cessed in a block, transactions cannot be deleted or altered and are retrievable
by anyone [70, 133, 132].

Financial services that use blockchain technology must account for im-
mutable transactions. Once processed, transactions cannot be reversed, even
those accidentally directed to incorrect addresses. On multiple occasions, im-
mutability has led to accidental losses [96][Paper 1: 61] of significant financial
assets. Further, the immutability also extends to the applications themselves.
Once deployed, program updates, even those aimed at bug fixes or functional
enhancements, are not possible. The strict immutability of blockchain tech-
nology benefits financial services that are stable in their development or that
require strong auditability for compliance reasons. Financial services that
require frequent data modifications or deletions may be at a disadvantage
[68, 94, 78, 42]. Nonetheless, there are various design principles for sophisti-
cated upgrade management that DeFi applications can choose to implement
from [12, 128, 80]. A DeFi application typically mitigates immutability by
implementing a proxy pattern, akin to a reverse proxy in traditional soft-
ware design [5, 104]. A proxy pattern requires the collaboration of two smart
contracts, one providing the logic (back-end) and another forwarding traffic
(proxy). The proxy contract has its own unique address, and users and other
applications interact solely with this proxy. During an upgrade, the old logic
contract is replaced by a new one, and the proxy contract is altered to point

2https://ethereum.org/en/roadmap/merge, accessed 25th May 2023
3https://hackernoon.com/bitcoin-taproot-a-multifarious-upgrade-to-the-bit

coin-ecosystem, accessed 25th May 2023

https://ethereum.org/en/roadmap/merge
https://hackernoon.com/bitcoin-taproot-a-multifarious-upgrade-to-the-bitcoin-ecosystem
https://hackernoon.com/bitcoin-taproot-a-multifarious-upgrade-to-the-bitcoin-ecosystem
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to this newly deployed smart contract. This pattern has also been explored
by [Paper 5: 49].

A blockchain is designed to provide a transparent and ordered record of
all past transactions, thus offering significant advantages to a service that
benefits from a transparent and data-rich environment. The technology en-
sures strong accountability by providing an immutable and transparent audit
trail for regulatory compliance, potentially reducing disputes and the need for
third party auditors. Further, the data-rich environment can support entities
engaged in market research or real-time monitoring of applications and finan-
cial systems [119]. However, this transparency level may present challenges
for financial services that seek less openness. It reveals sensitive information
or business intelligence that would typically be kept private in a traditional
setup, potentially compromising competitive advantage.

Lastly, the data are stored in copies across participants’ servers, thus offer-
ing a high degree of redundancy. The redundant storage potentially increases
applications’ ability to withstand censorship or attacks [133].

Item 4.4: Does the service benefit from programmability and
automation? (+) Building applications with blockchain technology poten-
tially unlocks a large design space for novel financial services as well as the
automation of existing ones [106, 51]. These potentials are primarily intro-
duced through the programmability of smart contracts. These autonomous
contracts can implement any conditional logic with codified instructions such
as automating financial transactions or creating novel financial services [5]. Fi-
nancial services can benefit from programmability, whether through increased
efficiency, cost reduction, or the offering of novel services to users. Applica-
tions can use the large design space for financial innovations that would be
hard or impossible to implement in traditional finance. However, applica-
tions need to be meticulously programmed because, owing to the blockchain’s
openness and immutability, any bugs or vulnerabilities in the program can be
exploited by hostile actors [139, 124].

Item 4.8: Does the service benefit from an open-access environ-
ment? (+) Smart contracts deployed on public blockchain technology are
shared across the network, and accessible to anyone for interaction [5]. Thus,
applications can attract a global user base, regardless of location or identity,
with only a unique address required for identification [Paper 4: 62]. The re-
lationship between the user and an application is often a temporary, ad hoc
one with users interacting for a specific purpose and then disengaging [Paper
4: 62]. Open access potentially minimizes user discrimination based on fac-
tors such as geography, social status, or nationality, enabling applications to
reach a global user base. [Paper 4: 62] is exemplary of access to a global user
base; during the nine-month trial period, the application processed more than
6.6 million transactions among 189,370 participants, supported by automated
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incentive campaigns. However, open access also comes with disadvantages for
financial services which may need to regulate access to their applications in
order to comply with regulatory requirements [135]. Further, it can be hard to
exclude adversarial participants. If necessary, specific access restrictions can
be implemented. There are various design principles for sophisticated access
management [12, 128, 80]. Access control - determining which address can
perform administrative tasks - is increasingly important in the DeFi ecosys-
tem. This control introduces potent operations, such as minting or freezing
assets [104]. Initially, each smart contract is owned by the deploying address.
For DeFi applications, there is an inherent expectation to minimize upgrad-
ability and access, so as to minimize technical and economic attack vectors
for these applications [5]. Minimizing trust requirements in the application
design follows suit with an overarching objective of blockchain technology, to
reduce reliance on central entities.

Item 4.6: Does the service benefit from open-source develop-
ment? (+) DeFi closely aligns with the broader principle of open-source
software development, allowing applications to copy, modify, and distribute
source code as they deem fit [133, 1]. While this is voluntary, many DeFi
applications choose to publish their code, a practice that creates fundamental
trust in the financial service. Applications without public source code have
difficulties attracting users since the application’s inner logic is not verifiable
[5]. Open-source development can be advantageous to both applications and
the entire ecosystem. Community contributions or modifying existing code
can accelerate software development[1]. The collaboration on and applica-
tion of standards enhances a service’s security and interoperability with other
financial services. For instance, [Paper 5: 49] builds on a variety of token
standards to implement equity tokens, creating a prototype that is interop-
erable with the DeFi ecosystem. However, publishing an application’s inner
workings can also expose potential vulnerabilities. DeFi applications have
experienced several exploits owing to public vulnerabilities in their smart con-
tract code[139, 124][Paper 1: 61]. Financial services that can lever the positive
aspects of open-source development benefit from DeFi’s open-source ethos and
increase blockchain technology’s applicability.

Item 3.1: Is the service exposed to settlement risks? (+/0/-) Sim-
ilar to prolonged settlement periods in traditional finance, the time between
sending a transaction and its resolution is not immediate [70, 3]. Settlement
risk describes the possibility that, in this period, one party may fail to deliver,
for a number of reasons, including operational issues or insolvency. Tradition-
ally, this risk is often mitigated by using risk-reducing third parties such as
clearing houses [83, 59].

Generally, a blockchain settles transactions peer-to-peer without requiring
intermediaries [55, 133]. Further, transactions are atomic - they are either
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settled completely or rolled back [99]. However, the precise settlement of
blockchain technology and time considerations for transactions is a very nu-
anced research area. Blockchain technology relies on sophisticated concepts
from the computer science discipline for key issues, such as the time taken
for an order to be processed (latency) and the point at which a transaction
becomes irreversible (finality) [3]. While different blockchain protocols share
the concepts of transactions requiring time to be processed and finalized, the
specific details can differ significantly between protocols. [132, 137, 40] provide
an overview over latency and finality for different blockchain protocols.

The evaluation of settlement risk gauges the tolerance for latency for a
specific financial service [42]. Despite recent protocols promising attractive
processing times of seconds or sub-seconds, the suitability of blockchain pro-
tocols for services that require high-speed transactions - such as real-time
trading - can still be limited. Further, networks can become congested if the
demand for transactions exceeds the block’s limited supply [32]. While this is
balanced by increasing transaction fees through an auction mechanism, these
fees can react too slowly during periods of stress [30][Paper 1: 61].

Applications must further assess how critical guaranteed finality is for the
service at hand [42]. The finality is affected by a blockchain’s consensus type
[3]. Bitcoin has a probabilistic finality, where transactions have a chance
of being reverted, with the chance decreasing with every subsequent block.
While Ethereum aims for deterministic finality after processing certain check-
point blocks, these checkpoint blocks are subject to voting and complex attack
scenarios4. In both cases, finality takes considerably longer than transac-
tion processing, and in rare cases, finality only occurred days after the initial
transaction. If a service requires extremely high speed or guaranteed finality
blockchain technology can be inferior to centralized technology. For the ma-
jority of financial services, the literature suggests that blockchain technology
is advantageous when a financial service faces high settlement risk within tra-
ditional finance [83, 59]. [71] indicates the potential to improve on traditional
financial infrastructure in several examples, with a more efficient approach to
settlement.

Item 4.1: Does the service manage digital value exchange? (+)
Blockchain technology naturally excels at managing digital value, and has cer-
tain limitations in handling physical goods [130]. Owing to the endogenous
nature of blockchain technology, a blockchain can neither verify a product’s
physical attributes, nor whether the digital record accurately represents the
physical item [2]. This disconnect is often referred to as the oracle problem
and can lead to difficulties when dealing with physical goods [32]. Nonethe-
less, blockchain can offer value even in such situations when combined with

4https://blog.ethereum.org/2016/05/09/on-settlement-finality, accessed 2nd
June 2023

 https://blog.ethereum.org/2016/05/09/on-settlement-finality
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other technologies such as tamper-proof sensors that can supply reliable data
about physical goods [14, 138]. However, the requirement for supplemental
systems introduces additional complexity and a potential point of failure into
the solution.

The assessment framework is complemented by four items about the so-
cial dynamic and access requirements of stakeholders that are often found
in other blockchain assessment frameworks. These items are fundamental to
blockchain technology and can provide an early and definite indication of the
applicability of blockchain technology, regardless of the application domain.

Item 2.1: Are multiple parties involved in the requirement for
write access? (+) Blockchain technology establishes consensus for trans-
actions among a set of participants. This item evaluates whether multiple
entities are involved and whether each entity should have the authority to
update the shared database. Building a decentralized service comes with con-
siderable costs, both in development and operation, compared to a traditional
server-based application [132]. If feasible, a centralized setup may prove to
be a better solution. However, blockchain technology becomes a viable option
when multiple parties are involved, each with the requirement to update the
state of the ledger [58, 94, 130, 78, 69, 42].

Item 2.2: Do the parties have conflicts of trust or interest align-
ment? (+) This question gauges the social dynamics among the interacting
parties. Blockchain technology is often referred to as a trust-minimized sys-
tem because the parties must trust the blockchain protocol instead of one
another [27, 52]. This property is very beneficial in scenarios where trust
between parties is in conflict, such as in transactions among unknown par-
ties or where interests diverge. If complete trust and aligned interests exist
among the interacting parties, an alternative setup may be a better solution
[58, 68, 94, 130, 42].

Item 2.3: Is a trusted third party feasible? (-) Traditional finan-
cial systems often rely on trusted third parties, such as banks and clearing
houses, to manage and settle financial transactions [83, 59]. If a trusted third
party can effectively mediate between multiple parties with conflicting inter-
ests, blockchain technology may be inferior. However, the requirements for a
third party are high - they must offer the service truthfully, swiftly, transpar-
ently, at reduced costs, and without failure or downtime. Further, both are
necessary: that the interaction parties can establish a trusted third party and
that these parties want to establish a trusted third party [58, 132, 94, 130, 42].

Item 1.3: Does the service require an unambiguous regulatory
setup? (-) Regulation is of great importance for financial services, though it
falls outside the scope of computer science and this thesis. The essay adds reg-
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ulatory aspects only for comprehensiveness, however for an extensive analysis
the reader is referred to the work of [135, 91, 16, 26]. While DeFi struggles
with the regulation of financial services on blockchain technology and key
questions, such as the jurisdiction in case of controversy, or whether a smart
contract can be liable [135], progress is being made with increasingly clear reg-
ulations emerging worldwide. Interestingly, [134, 26] and [Paper 5: 49] suggest
potential for blockchain technology to facilitate regulation - the programma-
bility of DeFi may enable ’embedded supervision’ [134], where regulation could
be enforced within the program code, rather than being supervised in post-
transaction audits. However, if a financial service requires a definitive regu-
latory setup, blockchain technology is less likely to be beneficial. Conversely,
if a financial service allows some regulatory flexibility, blockchain technology
can be used already today [108, 71].

4.2 Items from Analyzing DeFi Applications

Blockchain technology is fundamentally data-rich, owing to its property of
storing every transaction in a transparent, immutable, and chronological or-
der. In a seminal paper, [109] coins DeFi on the Ethereum blockchain as the
largest public financial dataset with a granularity of individual trades and
users. This offers an improvement to common limitations within traditional
financial infrastructure, where the acquisition of granular empirical data is in-
creasingly challenging owing to regulatory constraints or intellectual property
rights [109].

The ensuing section continues deriving and discussing items for the assess-
ment framework, guided by the three analytical papers published during the
course of my Ph.D. [Papers 2, 3, 6: 53, 121, 122]. These papers apply network
analysis and time series studies, utilizing public blockchain data to investigate
individual DeFi applications as well as the integrated DeFi system. The ob-
jective analysis of existing applications can potentially assist in both the ex
ante design considerations for building an application and the ex post opera-
tion of the application. Prior to deployment, insights gained from analyzing
the design and use of existing applications can inform the design and building
process. After deployment, monitoring the application can provide an objec-
tive evaluation of the current use and risks, thereby guiding adjustments to
configurations [119][Paper 4: 62]. Thus, the analysis of existing applications
is useful in understanding the de facto uses and financial flows, and assess-
ing whether the economic mechanisms are working as intended. This section
approaches the research question from an analytical perspective, seeking to
broaden the discussion from purely technical to encompass human interactions
and economic design [119, 86].

Item 4.9: Does the service require centralized governance? (-)
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Operating on decentralized blockchain infrastructure enables the development
of decentralized applications offering financial services. This decentralization
is typically presented as a core objective for building DeFi applications, seek-
ing to reduce reliance on centralized agents and to enhance the resistance
of protocols [120, 138, 10]. However, operating the application commonly
requires some form of governance, which could potentially reintroduce cen-
tralized power [115, 120]. Governance becomes necessary when implementing
new features, managing access permission, or altering configurations. In DeFi
governance is conducted in majority-based voting through tokens [115, 120].
Notably, the decentralization of governance is not binary - the application
can have varying degrees of governance decentralization [120, 10]. This item
seeks to evaluate a financial service’s governance requirements, as coordinat-
ing among a vast, decentralized network of participants can be intricate and
resource-intensive. Typically, applications begin with a centralized design, al-
lowing developers to iterate rapidly on design and implementation. Over time,
these applications strive to achieve decentralization to bolster the protocol’s
resilience [120]. However, if a financial service requires continuous updates,
such as active risk management, blockchain technology may be less suited.
Conversely, if a service benefits from a more democratic approach to gover-
nance, blockchain technology becomes beneficial [94].

Item 4.10: Is the service suitable for game-theoretical mech-
anisms and strong market forces? (+) Game-theoretical mechanisms
designed to incentivize beneficial and penalize adversarial behaviors are key
to blockchain-based financial services. DeFi applications are often designed
with game-theoretical mechanisms aimed at guiding the application toward
equilibrium [51]. Applications have to strike a balance that both incentivizes
usage and preserves overall stability. However, these mechanisms can be un-
dermined by adversarial actors or unforeseen market conditions, leading to a
disequilibrium that could disrupt the applications and thus a system’s stability
[25, 99, 47]. In a pseudonymous and open environment, actors are financially
motivated to exploit systems that lack equilibrium. For instance, a service
may depend on the balance between lending and borrowing rates to maintain
functionality. If this balance is disrupted, it could lead to issues such as liq-
uidity shortages or abnormal interest rates [96]. Another example includes the
reliance on over-collateralization as security against loans. Loans typically re-
quire assets of equal or more value as collateral owing to users’ pseudonymity.
While this approach is secure, it is also capital-intensive [96, 66]. Further, user
behaviors may deviate from the initially-intended design, which can be mon-
itored by analyzing the on-chain user behaviors on DeFi applications [Paper
3: 122]. The question seeks to evaluate the reliance on and sophistication of
game-theoretical mechanisms necessary for a financial service. A system that
naturally gravitates toward equilibrium may be a better fit for blockchain
technology than a service that is vulnerable to exploitation. Further, the fact
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that applications are subject to strong market forces can be levered: incentive
mechanisms can be designed to attract users and can incentivize positive activ-
ities, a phenomenon explored by [Papers 4 and 6: 62, 53]. However, economic
incentives are a double-edged sword; while they can be a powerful tool to
bootstrap a system, a design flaw can be catastrophic, leading to exploitation
or instability [18]. Therefore, understanding whether a service tends toward
a natural equilibrium can assist in navigating the complex economic dynam-
ics of the DeFi ecosystem by anticipating potential disruptions and designing
mechanisms to restore balance when necessary.

Item 4.7: Does the service benefit from composability? (+) A
defining characteristic of DeFi applications is their high degree of composabil-
ity, enabling the creation of a bottom-up, multi-component financial system
[47]. The open accessibility property of blockchain technology extends to tech-
nical integrations by other applications, laying the technical foundation for the
composability of the DeFi ecosystem [65, 47][Paper 2: 121]. DeFi applications
can connect to anything created before, and create novel and arbitrary com-
plex services. For instance, a DeFi lending application may integrate with a
stablecoin application offering stable USD-denominated assets for its money
market. From a user’s perspective, different applications operate seamlessly
together. This item evaluates the advantages of integrating with existing ser-
vices on the blockchain. Composability offers advantages for applications,
since it allows them to build on other services, leading to rapid development
and exponential growth in functionalities [69]. Compatibility among different
DeFi applications facilitates the exchange of information and assets across the
ecosystem. For instance, a service could immediately tap into the liquidity
of another application reducing its own liquidity requirements. However, if a
financial service functions independently without interacting with other ap-
plications, blockchain technology’s utility may be lessened. Further, advanced
integration creates dependencies among both assets and applications, making
the system susceptible to economic and technical risks [65][Paper 2: 121]. Vul-
nerabilities in one application can propagate and compromise other integrated
applications, leading to a cascading effect through the entire ecosystem. The
experimentation with smart contracts have led to increasingly exotic financial
instruments, making the layers of risks involved hard to understand [65][Paper
2: 121]. Notably, the ubiquity of blockchain data provides a basis to observe
dependencies across the DeFi ecosystem. [Paper 2: 121] seeks to quantify
the integrations of DeFi applications from an asset perspective by analyzing
shared assets and derivatives.

Item 4.2: Does the service require significant access to external
information? (-) Owing to the closed nature of blockchain systems, applica-
tions can only execute operations based on information present in current or
past blocks. External data - such as stock prices or currency exchange rates
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- are not directly accessible, and must be fed into the blockchain [2, 32]. An
application that relies heavily on external data risks being dependent on the
entity that supplies the data. The external input may come from a central,
malicious source, and does not have the same trust guarantees as blockchain
data, posing the danger of feeding the application with malicious information.
While there are technical solutions to increase trust in external information
[2, 32], these solutions introduce an additional layer of potential vulnerabil-
ity into a blockchain system. Minimal or careful use of external information
increases the application’s resilience and blockchain technology’s applicability.

Item 3.5: Does the service require privacy? (+/0/-) Blockchains
typically operate on a pseudonymous basis, identifying users by their public
addresses rather than their real-world identities. Despite the advantages pro-
vided by pseudonymity, it still exposes a user’s entire transaction history and
balance owing to blockchain’s transparency [5]. Users can aim for enhanced
privacy by utilizing privacy-enhancing tools that can be employed to obscure
transaction details while still ensuring their validity. Privacy is an extensive
research area for blockchain technology [136, 35, 50]. However, even with
the support of privacy-enhancing tools, privacy is not absolute. Sophisticated
analysis techniques can sometimes de-anonymize users, either by tracing pat-
terns in transaction data or associating addresses with real-world identities
through off-chain data [64]. This creates a proverbial ’cat-and-mouse’ game
in the quest for privacy [Paper 3: 122]. Blockchain’s transparency level may
be inappropriate for financial services that require very strong privacy, such
as wealth management [35]. In contrast, transparency can help financial au-
thorities to prevent illicit behaviors in financial markets. Therefore, striking
an optimal balance between transparency, privacy, and regulatory compliance
remains one of the most challenging questions for the applicability of financial
services [42, 108, 31]. [Paper 3: 122] explores this phenomenon and contributes
domain-specific algorithms to detect illicit behaviors in NFT marketplaces.

Item 3.6: Which identity level is required for the service? (+/0/-
) Similarly, a financial service should consider the extent of user informa-
tion necessary for its operation and how significant real-world identity is for
regulatory compliance [42, 31]. For instance, assessing an individual’s cred-
itworthiness in traditional finance loans requires comprehensive background
information, such as proof of salary. The pseudonymity of blockchain offers
only information attached to the address, making it challenging to estimate
creditworthiness solely on address information [48]. [47] simplifies identity
requirements for DeFi applications into three tiers: no identity, weak iden-
tity, and strong identity. A service that functions without additional iden-
tifying information (no identity) is better suited for blockchain technology.
In contrast, services that necessitate substantial background information, or
a strong identity, are challenging to implement with blockchain technology.
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Admittedly, many financial services need robust identity verification to com-
ply with local anti-money laundering (AML) rules. Similarly, voting systems
may require identity to ensure fairness [115]. Considering the importance of
identity for many applications, identity solutions for blockchain technology is
an intense research area, with various external solutions available [33, 76, 101].

Item 4.3: Is the service exposed to increased counterparty risk?
(+) Counterparty risk refers to the risk that one party in a transaction could
default on its contractual obligations. This is a common concern in traditional
finance, especially when dealing with parties that may not be well-known or
reliable. In DeFi, the counterparties are autonomous smart contracts, that
execute automatically when predetermined conditions are met. Further, DeFi
transactions are atomic - they are either fully executed or rolled back, without
any intermediate state. Where services are increasingly exposed to counter-
party risk, blockchain technology can provide a substantial advantage by en-
suring that contractual obligations are automatically enforced [59, 83]. This
allows for more reliable and secure transactions, even in a trustless environ-
ment.

Item 4.11: Does the service require significant conflict resolu-
tion? (-) Although DeFi, with its deterministic smart contracts, sets pre-
defined rules that seek to prevent conflict from arising in the first place,
blockchain is less effective at resolving conflicts that involve subjective judg-
ment or external information. For instance, while a blockchain can automati-
cally facilitate shareholder voting for an equity token, it cannot automatically
resolve disputes regarding the quality of proposals [Paper 5: 49]. A blockchain
is incapable of evaluating a proposal’s quality or of considering external in-
formation. For financial services that require significant conflict resolution
in the form of rollbacks or corrections, especially involving subjective judg-
ment or external information, additional conflict resolution mechanisms may
be necessary [31, 108]. This ultimately introduces an additional layer of vul-
nerability into an application. From a technical perspective, the demand for
conflict resolution can be reduced by rigorously testing applications and avoid-
ing technical errors in an immutable environment [Paper 4: 62].

4.3 The Assessment Framework

This section consolidates the individual items into an assessment framework.
Before presenting the framework, the section starts with a review of exist-
ing blockchain assessment frameworks. The final financial service-specific as-
sessment framework proposes guiding principles that determine the degree to
which blockchain technology is advantageous for a specific financial service.
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To exemplify a brief evaluation, the framework is applied to the financial ser-
vice of targeted stimulus payments, a blockchain prototype developed in [Pa-
per 4: 62]. This section then discusses the framework, providing perspectives
with relevant criticism, and elaborates on how the synergies between building
and analyzing DeFi applications shape the assessment of DeFi applications.
Lastly, this section broadens the perspective and discusses the potentials and
limitations of the DeFi ecosystem.

In the IS discipline, suitable use cases for blockchain technology have long
been a research topic [68, 94]. Assessment frameworks in the IS literature seek
to help researchers and practitioners to determine a specific technology’s suit-
ability. Frameworks are valuable tools, since determining whether the applica-
tion of blockchain is justified remains a major obstacle [94]. Thus, there have
been numerous contributions to assessment frameworks that determine the
need for blockchain technology [132, 58, 94, 130, 78, 42, 93, 69, 71]. The most
frequent criterion in these frameworks is the assessment of the trust relation-
ship among multiple parties [58, 94, 93, 78]. This is in line with the inherent
trust-minimizing property of blockchain technology, ensuring that the trust-
minimizing property genuinely provides value. Using blockchain technology
can potentially improve trust issues in existing solutions. Another frequently
assessed criterion is the possibility of simpler solutions. Since decentralized
solutions are typically more challenging to implement, the examined frame-
works refer to alternative technical solutions. This criterion can be addressed
in various ways, such as checking whether a functioning system already exists
[42] or if a trusted third party is a feasible option [58, 132, 94, 130, 93, 69].
Most of the reviewed frameworks propose a definitive, sequential flow diagram
[58, 94, 130, 93, 78, 69]. If a question is negated, blockchain technology is en-
tirely dismissed. A notable exception is [108], which uses a scoring approach
where a series of questions are answered and the cumulative result determines
the final applicability. While flow diagrams simplify the process and provide a
definitive answer, a scoring approach could offer a more balanced understand-
ing of the issue. Most of the reviewed frameworks also consider permissionless
blockchain technology as an option [58, 94, 130, 93], with [69] including a broad
range of other technical solutions. However, owing to its focus on public DeFi,
the framework presented in this essay excludes any permissioned blockchain
solutions. Composability and open access are defining characteristics of DeFi,
leading to strong network effects on public blockchain technology. Bitcoin and
Ethereum have attracted a large number of developers and users as well as
substantial financial assets.

Despite existing assessment frameworks for blockchain technology, there
remains a gap in the literature for a framework specifically tailored for fi-
nancial services on blockchain technology. All frameworks focus solely on
blockchain technology. [103] highlights that a blockchain implementation ben-
efits from a balanced and individual consideration. [69] calls for the expansion
of blockchain-based frameworks to include domain-specific questions, particu-
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larly highlighting economic aspects. For instance, [10], proposes a framework
to assess the decentralization of blockchain-based governance. This gap is re-
markable, given the broad range of financial services and the rapid growth of
DeFi, with billions of USDs in assets at risk. [112, 82, 43] further identify the
need for research that enables applications to maximize DeFi’s value while
considering the inherent risk.

The framework presented in this essay consists of 24 items and generalizes
the insights of the individual publications [Papers 1 to 6: 61, 62, 49, 122, 121,
53]. It also aligns with the criteria that frequently appear in the examined
frameworks. The framework seeks to address the research questions of to what
extent blockchain technology is suitable for the implementation of financial
services.

The assessment framework is organized into four overarching categories,
represented by different colors in Table 4.1. These categories are broadly influ-
enced by the discussion that a balanced assessment requires the specification
of the current state of financial infrastructure, the fundamentals of blockchain
technology, technical requirements, and the utilization of DeFi values. Thus,
the red State of the art category seeks to evaluate the current operation of
the financial service and whether an alternative technology is better suited.
The green Blockchain: trust category measures the necessity of establishing
trust among multiple parties via blockchain technology and assesses whether
the fundamental trust-minimizing properties of a blockchain are needed for
a financial service. The blue Blockchain: technology and performance cate-
gory identifies the technical system requirements of a specific financial service.
Lastly, the yellow category Characteristics and values of DeFi assesses the de-
gree to which a specific service can lever DeFi’s positive potentials. Owing to
their limitations on blockchain technology, the examined frameworks in the lit-
erature contribute mostly to the Blockchain: trust and Blockchain: technology
and performance categories.

Table 4.1 lists each item per category and adds the relevant literature.
If a Ph.D. publication informs an evaluation item explicitly, it is cited in
the last column. For a balanced evaluation, this framework uses a scoring
approach, similar to [108]. Each item poses an active question and is marked
with a (+), (0), or (-), indicating the directional impact of a Yes answer.
If a (+) item receives a Yes response, it increases blockchain technology’s
suitability for the financial service, while a Yes answer to a (-) item decreases
its suitability. A (0) item’s impact is not straightforward and can lean either
way. These (0) items demand further discussion. For instance, Item 2.1: Are
multiple parties involved in the requirement for write access? (+) presents two
adjacent questions. If both questions - the involvement of multiple parties and
the requirement for extensive write access - receive a Yes answer, the financial
service indicates high applicability for blockchain technology. The sum of all
positive items provides a final indication of blockchain technology’s suitability
for a specific financial service.
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Table 4.1 The Assessment Framework

# Item Impact Literature

1.1
Is the service significant enough to justify the
costs of a decentralized network?

(+) [1: 61]

1.2 Does a well-functioning solution already exist? (-) [42][4: 62]

1.3
Does the service require an unambiguous regu-
latory setup?

(-) [108, 71][5: 49]

2.1
Are multiple parties involved in the requirement
for write access?

(+)
[58, 94, 130, 78,
69, 42]

2.2
Do the parties have conflicts of trust or interest
alignment?

(+)
[58, 68, 94, 130,
78]

2.3 Is a trusted third party feasible? (-)
[58, 132, 94, 130,
42]

2.4
Does the service benefit from strict control
and a majority-based approach for protocol up-
dates?

(+) [104, 93, 69, 42]

3.1 Is the service exposed to settlement risks? (+/0/-) [42, 63][6: 53]

3.2
Does the service store many nontransactional
data in each transaction?

(0/-)
[132, 78, 69][3, 5:
122, 49]

3.3 Does the service require high throughput? (0/-) [78, 69, 42][4: 62]

3.4
Does the service benefit from blockchain tech-
nology’s specific data properties, particularly
immutability and transparency?

(+/0)
[78, 68, 94, 42][2,
4: 121, 62]

3.5 Does the service require privacy? (+/0/-)
[108, 42, 31][1, 3:
61, 122]

3.6 Which identity level is required for the service? (+/0/-)
[42, 31, 47][1, 3:
61, 122]

4.1 Does the service manage digital value exchange? (+) [130][1: 61]

4.2
Does the service require significant access to ex-
ternal information?

(-) [1: 61]

4.3
Is the service exposed to increased counterparty
risk?

(+) [4: 62]

4.4
Does the service benefit from programmability
and automation?

(+) [60][2: 121]

4.5 Does the service require complex computation? (-) [5, 6: 49, 53]

4.6
Does the service benefit from open-source de-
velopment?

(+) [1, 5: 49, 61]

4.7 Does the service benefit from composability? (+) [2: 122][69]

4.8
Does the service benefit from an open-access en-
vironment?

(+) [1, 4: 61, 62]

4.9
Does the service require centralized gover-
nance?

(-) [120, 94]

4.10
Is the service suitable for game-theoretical
mechanisms and strong market forces?

(+) [63][3, 5: 122, 53]

4.11
Does the service require significant conflict res-
olution?

(-) [108, 31]

Viking

Viking

Viking

Viking

Viking
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4.4 Evaluation

In line with [116], a brief evaluation of the framework is applied to a com-
bined financial service developed in [Paper 4: 62]. The evaluation seeks to
exemplify how to apply the assessment framework to a financial service. Mo-
tivated by a large number of people in emerging economies without access to
basic financial services [28, 7] and the high cost of banking services [51, 21],
the paper explores the use of blockchain technology to create a prototype ca-
pable of performing three fundamental financial services: processing financial
transactions, maintaining a savings account, and distributing targeted stim-
ulus payments. To fund the stimulus payments, the prototype integrates its
asset reserve into a public DeFi money market for yield generation. Thus,
the paper examines the fascinating dilemma of a service that requires low-
cost, scalable transactions while relying on blockchain’s trust guarantees to
custody and govern the global asset reserve. As a result, the implemented
prototype suggests building on two blockchains: one blockchain to account for
the high trust requirements and DeFi integration, and another for performant
microtransactions. Further, the paper analyzes the usage of the prototype
through a network analysis nine months after deployment. The publication is
particularly suited for the evaluation as it builds a blockchain prototype for
emerging economies and subsequently analyzes its usage during a nine-month
trial period, thus combining both leading research methodologies of the Ph.D.
The evaluation is depicted in Table 4.2.

Evaluation Score

1.1 The paper’s artifact explores blockchain technology’s capabil-
ity to support a financial service that facilitates transactions
at scale and targeted stimulus payments. The artifact enables
users to execute financial transactions among one another and
receive stimulus payments from a global asset reserve, directly
to their digital wallets which function similarly to savings ac-
counts. The importance of this financial infrastructure is high-
lighted especially in emerging economies, where approximately
1.7 billion people remain unbanked [29], a factor strongly tied
to poverty [84]. A system for targeted stimulus payments could
serve as an important tool, offering financial support in situ-
ations such as natural disasters or economic crises. Yes, the
service is significant enough to justify the costs.

(+)

1.2 While there is financial infrastructure for saving accounts and
payments, much room for improvement in these systems re-
mains. Two key shortcomings are high tariffs and limited ac-
cess. To our best knowledge, there was no widely adopted
system specifically designed for targeted stimulus payments.

(+)
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1.3 The regulation of financial services depends on the jurisdiction
of individual countries, with each service requiring thorough
and individual evaluation. Arguably, financial services are sub-
ject to regulation. A comprehensive analysis falls outside the
scope of this thesis.

(-)

2.1 Yes, the examined service involves multiple parties including
banks, users, governments, and a non-governmental organiza-
tion (NGO).

(+)

2.2 Given the participation of multiple heterogenous parties, it
can reasonably be assumed that they do not all share aligned
interests. As suggested by the literature, these parties have
yet to successfully implement a fully functional financial in-
frastructure [28, 7].

(+)

2.3 Although a trusted third party is generally a viable option,
the parties involved have yet to successfully implement a fully
functional financial infrastructure. To discuss if a third party
is viable more regional and domain-specific knowledge is re-
quired, leading to a neutral evaluation.

(0)

2.4 Updates to public blockchains are only implemented when
there is a social consensus among all stakeholders, including
infrastructure providers, users, and token holders. Given the
participation of multiple heterogenous parties, it can reason-
ably be assumed that they are not all aligned in the current
process. Thus, democratizing access to the base layer technol-
ogy could prove beneficial.

(+)

3.1 The three examined financial services are fairly simple and are
characterized by micropayments, which neither have a high
settlement risk in traditional finance nor a strong requirement
for finality. However, latency may have a large role in micro-
payments as they are often used for day-to-day transactions
at the point of sale. The distinct arguments lead to a neutral
evaluation.

(0)

3.2 The service records basic transactional information, includ-
ing the sender, receiver, transaction currency, timestamp, and
transaction value. The service does not require nontransac-
tional data.

(+)

3.3 Payment services, especially micropayments, require a high
degree of throughput.

(-)
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3.4 The need for transparency, immutability, and auditability is
key for targeted stimulus payments in emerging economies.
The data-rich environment facilitates highly personalized stim-
ulus payments. The study’s artifact implements targeted in-
centive campaigns which are then analyzed using network anal-
ysis.

(+)

3.5 All transactions of the artifact are publicly available on the
blockchain. The users are pseudonymous; only the address
is known. However, privacy is not complete, as sophisticated
analysis tools could reveal a user. There is often a trade-off
between users’ need for privacy and the financial authorities’
requirement for transparency in order to prevent fraudulent
activities. This balance should be carefully considered when
designing such a service.

(0)

3.6 Blockchain technology’s public key cryptography allows one to
create multiple accounts. To avoid fraud with targeted stim-
ulus payments the service benefits from authenticated identi-
fication of the stimulus payment receiver. In the artifact, this
is partially implemented through the requirement of a signup
e-mail address.

(-)

4.1 The services are an immaterial exchange of value. (+)
4.2 The services do not require external information such as stock

data or currency conversion rates.
(+)

4.3 The three services involve multiple counterparties and interme-
diaries. Given the long-term nature of services such as main-
taining savings accounts and custody of the global assets re-
serve, the risk from counterparties tends to escalate over time.
Thus, this service is subject to heightened counterparty risk.

(+)

4.4 The services benefit significantly from programmability and
automation. High banking costs have been identified as a
major obstacle in the traditional financial infrastructure for
emerging economies [51, 21]. Autonomous smart contracts can
be used to increase service offerings or to reduce the manual
labor involved.

(+)

4.5 The examined services are fairly simple, requiring only pay-
ment functions, account management, and the capability to
process payments in bulk. No it does not require complex
computation.

(+)

4.6 The three services benefit from open-source development in
multiple ways. Utilizing standards for tokens, transactions,
and accounts not only enhance the system’s development speed
and security but also promote inclusivity by inviting additional
entities to integrate with the system.

(+)
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4.7 The artifact relies on other financial services in the DeFi
ecosystem, particularly in its management of the global as-
set reserve. The asset reserve generates income on a money
market so as to pay for the stimulus payments.

(+)

4.8 A major obstacle to the traditional financial system in emerg-
ing economies is the lack of access to basic financial services.
The open accessibility of blockchain technology can provide
significant value and potentially promotes financial inclusiv-
ity [7]. The large number of participants during the nine-
month pilot phase is encouraging to reach global access with
blockchain technology. The network analysis further indicated
that the relationship has a temporary character with users in-
teracting and then disengaging.

(+)

4.9 The artifact’s token holders govern the asset reserve, deciding
on how to generate and distribute yield. Further, the config-
uration between both blockchains, one for performance and
the other for high trust assumptions is governed by the token
holders. Thus, the services depend on governance.

(-)

4.10 The three services do not use sophisticated game-theoretical
mechanisms. The services are in a natural equilibrium and
are not prone to exploitation with the exception of the as-
set reserve. The asset reserve is integrated into an external
DeFi service so as to generate yield. Owing to the financial
integration it could be vulnerable to exploitation in both ap-
plications. However, both applications can be monitored in
real-time, raising alerts in case of illicit behaviors. Further,
the artifact implements very successful incentive campaigns,
attracting users during a nine-month period.

(+)

4.11 The three services are voluntary offers to users and typically
involve microtransactions. This decreases the requirement for
conflict resolution. Given that dispute or conflict resolution
was deemed a low priority, no explicit process was imple-
mented. Further, extensive testing was conducted prior to the
deployment of the artifact so as to prevent technical errors in
an immutable environment. Thus, conflict resolution does not
have a significant role.

(+)

Table 4.2: To exemplify a brief evaluation, the framework is
applied to the financial service built in [Paper 4: 62]. Of
24 evaluation items, 16 received positive responses, while
only four were negative. This positive result indicates that
blockchain technology is an excellent fit with the examined
financial services.
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The assessment of the blockchain technology’s applicability to the three
financial services implemented in the prototype indicates strong compatibil-
ity. Of 24 evaluation items, 16 received positive responses, while only four
were negative. This positive result indicates that blockchain technology is an
excellent fit with the examined financial services. Of the four negative items,
throughput and identity were identified as significant challenges. The final
iteration of the artifact responds to these challenges in two ways: First, it
employs a customized blockchain for high-throughput payment transactions.
This delegates the transactions to a blockchain optimized for low costs and
high scalability. Further, the artifact levers the public Ethereum blockchain
for governance and the global asset reserve to ensure high security guaran-
tees. Second, the artifact implements a whitelisting mechanism for accounts.
To use the service, accounts must be associated with an e-mail address. As
e-mail addresses are considered a weak form of identity [47], this measure
helps to reduce the likelihood of multiple account creation but cannot totally
circumvent it.

4.5 Discussion

The initial research phase was motivated by a desire to explore the techni-
cal conditions that guide DeFi applications on blockchain technology and to
understand whether blockchain technology is generally suited for financial ser-
vices. Thus, this essay first derives the fundamental properties of blockchain
technology and the characteristics of the DeFi ecosystem with the help of ex-
isting literature, and one publication [Paper 1: 61]. The foundation chapter
2 concludes that there is a natural alignment between financial services and
blockchain technology, primarily owing to their immateriality, the involvement
of multiple unknown parties that require high trust, and a strong necessity for
documentation [23, 51]. Blockchain’s interesting technical properties simulta-
neously enable the creation of novel financial services but are also restrictive
in their capabilities. These properties create a distinct environment for finan-
cial services, one that is programmable, open, adversarial, and operates all
the time [23, 25]. However, these preconditions may have distinct impacts
on the broad range of financial services, further driven by regional differences
[28, 7]. Blockchain is not a one-size-fits-all solution since, owing to the in-
herent trade-offs, each financial service requires specific consideration. This
presents a challenging question for researchers, developers, and practitioners,
hypothesizing about blockchain technology’s applicability to financial services.

The main part of this essay proposes a distilled framework that addresses
the question of the extent to which blockchain technology is suitable for the
implementation of financial services. The framework reflects the contemporary
state of the art and has been informed by the six publications during the Ph.D.
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program. Both blockchain technology and the principles that shape the DeFi
application layer are subject to constant development. For instance, fairly re-
cent blockchain layer updates have addressed key elements such as consensus
and cryptographic signature schemes. Further, particularly experimentation
with novel financial services in DeFi remains dynamic. Open DeFi has sky-
rocketed in popularity since 2020 owing to an explosive increase in the assets
secured by the underlying blockchain technology [124][Paper 1: 61]. Thus, the
framework is equally dynamic, potentially requiring future reassessments or
even amendments.

Key research areas such as scalability, privacy, and identity are contin-
uously explored. Considerable effort is being invested in the scalability of
blockchain technology, with the expectation of increasing throughput [24, 77].
The transaction capacity may reach a level that would satisfy even the most
performance-demanding of financial services. Recent iterations in blockchain
technology are able to match the capabilities of VISA, one of the world’s
most significant centralized payment systems, with 24,000 TpS or 150 million
transactions per day5. Although the comparison is not perfect, it offers a
tangible benchmark. In light of these advancements, a reassessment of issues
relating to system requirements such as Item 3.2 and Item 3.3 may be nec-
essary. Simultaneously, ongoing research into privacy and identity may find
a delicate balance between user privacy and preventing illicit behaviors. The
emergence of novel privacy and identity techniques could lead to a reassess-
ment of Item 3.5 and Item 3.6. Lastly, in a given timeframe clearer statements
from regulatory authorities can be expected that can alter the assessment of
regulatory requirements in Item 1.3. Finally, new additions could be included,
such as those that focus on a systemic perspective owing to the continuously
advancing integration of DeFi applications [47][Paper 2: 121].

My Ph.D. process focused on popular public blockchain technology, ex-
ploring it from both a technical and an analytical perspective, while deliber-
ately refraining from an in-depth exploration of three adjacent research areas:
permissioned blockchain systems, comparisons to traditional financial infras-
tructure, and regulatory aspects of DeFi. Popular public blockchains such as
the Ethereum blockchain have established strong network effects with a large
number of developers and users, as well as applications [106, 23], resulting in a
vibrant DeFi ecosystem that attracted billions of USDs in assets. In contrast
to permissioned systems, public blockchains inherently foster composability,
creating a competitive environment shaped by strong market forces with in-
creasing systemic risks. The strong network effects and phenomena around
composability and systemic risks were the main arguments to focus on public
blockchain technology. It presents fascinating research opportunities that I
explored during my Ph.D. process [Papers 2 and 6: 121, 53].

Assessing the applicability of financial services for blockchain technology

5https://usa.visa.com/run-your-business/small-business-tools/retail.html

https://usa.visa.com/run-your-business/small-business-tools/retail.html
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benefits from comprehensive domain knowledge about the traditional financial
infrastructure such as presented by [113]. This research area is closely tied to
practice, as demonstrated by increasing publication activities by major finan-
cial institutions such as the Federal Reserve [106], the European Central Bank
[17], and the Bank for International Settlement [6, 8]. The individual publica-
tions pursue this comparison only to a limited degree, for instance, [Paper 4:
62] compares existing mobile payment systems to the proposed blockchain so-
lution, and [Paper 5: 49] uses interviews with industry experts for comparison.
Despite the sophistication of existing financial infrastructure, its relevance is
highly region-dependent. For instance, although VISA’s centralized payment
systems perform very well, its coverage is geographically restricted [28, 7].
Financial services are not equally distributed globally, and blockchain tech-
nology may have bigger impacts in regions where the financial infrastructure
is less developed [Paper 4: 62]. To fully understand blockchain technology’s
potential for a specific financial service, extensive and geographically-diverse
domain knowledge is necessary.

Overall, it is important to view the assessment framework as dynamic
rather than static or exhaustive. The framework enables a balanced discus-
sion among researchers and practitioners. It can be used as a starting point,
emphasizing the research’s significance while identifying key questions and
relevant literature. It also benefits strongly from additional financial domain
knowledge and regulatory expertise.

Because two publications apply a prototyping research approach and three
publications analyze DeFi phenomena with data, the framework is a culmi-
nation of a technical and analytical perspective. In pursuit of the research
question, building and analyzing DeFi applications formed a synergetic rela-
tionship. The open-source ethos and public data enable insights from exist-
ing applications: analyzing the existing economic mechanisms and de facto
uses assist financial services in their design decisions. The analysis of appli-
cations can inform the application’s design process prior to deployment by
studying the design decisions and impact from already deployed applications
[119]. After deployment, data can be used to monitor and assess the initial
design, followed by updates for optimizations, an approach adopted in [Paper
4: 62]. This creates an intriguing evaluate-build-evaluate cycle that could lead
to better applications and ultimately to a more resilient and attractive DeFi
ecosystem.

A positive example of the relationship between analytics and development
is the ongoing decentralization efforts of DeFi applications. Typically, DeFi
applications target a distribution of governance power, aiming for a more re-
silient application [120, 10][Paper 1: 61]. This is commonly done through
sophisticated governance mechanisms and token-based voting. As a pre-
requirement, tokens must be distributed among key stakeholders. Analyzing
existing protocols can provide valuable insights into the design of both, the
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governance mechanism and the initial token distribution mechanism. A suc-
cessful design can be constantly quantified by calculating the distribution of
tokens [120][Paper 1: 61].

The relationship between building and analytics becomes increasingly im-
portant in an environment characterized by adversarial behaviors. Despite
diligent development efforts, an application remains potentially susceptible to
misuse [Paper 3: 122]. Hostile actors seeking profit can utilize an application
in ways contrary to its intended design [139]. Given that an application is of-
ten designed without interdependency in mind, vulnerabilities can arise at the
interface between two applications. The granularity and real-time properties
of blockchain data enable sophisticated monitoring of individual applications
and the entire DeFi ecosystem. The assets and liabilities of any application
are publicly available and enable continual monitoring of an application, rais-
ing alerts in case of misuse [Paper 3: 122]. The same data-rich environment
facilitates systemic research and market research, since all interactions with
applications are accessible, regardless of whether the interaction was triggered
by an EoA or another smart contract [65][Paper 2: 121].

Further abstracting away from the framework, allows a discussion of the
benefits and challenges of DeFi. While utilizing the strengths of blockchain-
based finance offers compelling potentials it is important to address the lim-
itations. First, DeFi presents an opportunity for trust-minimized disinterme-
diation. The formalized protocol of a blockchain, operated by incentivized
participants, reduces the need for intermediaries, which may lead to signifi-
cant cost savings and efficiency gains [106, 59]. This trust-minimized property
represents a fundamental shift in how financial transactions are conducted.
The democratization of access is another opportunity afforded by blockchain
technology. The open access of blockchain-based platforms allows anyone,
regardless of their geographical location or social status, to access and partic-
ipate in these financial systems. This opens possibilities for financial inclusion
and broader participation [106, 51].

DeFi’s composability enables the synergetic interactions of applications
and, together with the expansive design space, forms a vibrant ecosystem of
financial services. DeFi applications can seamlessly integrate with and build
on other applications, creating novel, ever-expanding financial services [Paper
2: 121]. This leads to a multi-component financial system [47] that functions
as a single, coherent market [109]. Applications not only share computational
resources but also users, who can easily move between competing protocols.
Users benefit from this interoperability since they can seamlessly move their
assets between different applications, thereby finding customized financial ser-
vices that cater to their preferences.

Further, DeFi is built on economic incentives since each application aims
to strike a balance to incentivize usage and maintain equilibrium. These so-
phisticated game-theoretical mechanisms promote competition and present
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arbitrage opportunities. Opportunities for arbitrage arise when price discrep-
ancies occur between different applications, allowing arbitrageurs to simulta-
neously buy and sell assets across platforms, profiting from the spread [Paper
6: 53]. In the process, they contribute to the overall efficiency of the DeFi
ecosystem by maintaining price consistency and reducing discrepancies. An
interoperable and competitive DeFi ecosystem shares liquidity and optimizes
the distribution of assets under strong market forces [51].

Lastly, the data-rich environment of DeFi results in the largest dataset of a
public financial system [109]. The valuable data enable sophisticated analysis
benefitting market research, real-time monitoring of applications, and fraud
detection [119][Paper 3: 122]. The system’s financial integration can be ana-
lyzed at high granularity, which is beneficial for ongoing risk management of
both an application and the financial system [65][Paper 2: 121].

However, despite levering the benefits and making deliberate design choices
for the implementation of a financial service, blockchain-based financial appli-
cations still face challenges across every layer of the technology stack.

A significant challenge is the inherent costs of operating in a decentralized
system, leading to performance limitations as well as relatively high com-
putation and storage costs. Processing capabilities on the popular public
blockchains are lower than traditional, centralized financial technology, which
limits the performance and scalability of DeFi applications [70, 133]. Also,
storage on a blockchain is expensive and the extent of smart contract execu-
tion is limited [5]. These current limitations restrict the range of functions and
features that can be implemented in DeFi applications, especially considering
that financial use cases often require high-frequency, low-latency technology.
Addressing these scaling issues is crucial for the future of DeFi.

Another challenge is the technical security risk inherent when working in
a nascent environment. DeFi applications are being developed on a fairly
nascent technology while managing significant asset values. The rapid pace
of development introduces the risk of unforeseen or hostile security breaches
that can potentially result in substantial losses. Security breaches can be
introduced at both the base layer [25, 63, 100] and the application layer [47,
96, 66]. This risk is magnified since the application’s code is public, hostile
actors are pseudonymous, and transactions are irreversible.

Further, the advanced integration of DeFi applications creates multiple
interfaces that can present potential vulnerabilities. Vulnerabilities in one ap-
plication can propagate and compromise other integrated applications, leading
to a cascading effect through the entire ecosystem. For instance, assets are
reused and accounted for on multiple applications in pursuit of higher yields,
akin to rehypothecation in traditional finance [Paper 2: 121]. A vulnerability
in one application can render the assets worthless across all integrated appli-
cations. Advanced integration also leads to additional layers of complexity,
which extend to the data. Although DeFi platforms are inherently transpar-
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ent, understanding and parsing the data often requires specialized knowledge,
making DeFi analytics a challenging endeavor [39].

Another limitation of DeFi is the potential for illicit activities on applica-
tions owing to pseudonymous addresses [106]. Hostile actors can exploit the
intended economic design of applications by disrupting their intended equilib-
rium [139]. For instance, [Paper 3: 122] explores and quantifies how NFTs are
traded to signal higher prices or avoid taxes, representing a misuse of DeFi’s
NFT marketplaces. While a blockchain’s pseudonymity offers privacy advan-
tages, it also introduces the possibility of misuse.

In sum, financial services are particularly suited for blockchain technol-
ogy if existing systems present significant opportunities for improvement. For
instance, [Paper 4: 62] explores blockchain services for emerging economies,
where the regional financial infrastructure is dysfunctional or is subject to
high costs. Blockchain technology is potentially beneficial if the financial
service at hand involves untrusted participants. In a sufficiently decentral-
ized blockchain-based financial service, no single entity has full control, mak-
ing it more difficult for individual participants to manipulate the systems.
The inherent transparency allows all participants to audit the network. Fur-
ther, blockchain technology is highly applicable if a financial service can effec-
tively maximize DeFi’s potential. The design space for financial services on
a blockchain is vast [Paper 5: 49], enabled by the programmability of smart
contracts and the exponential possibilities to integrate into other applications.
In the pursuit of high yields or customized services, users can seamlessly move
assets between the different applications. The resulting financial ecosystem
is simultaneously competitive and collaborative and is therefore shaped by
strong market forces [51].

The highlighted limitations present intriguing open questions for DeFi re-
search. Although composability is an interesting property, many applications
are not designed with interdependency in mind, leading to vulnerabilities at
the interface between two applications. The trend toward increasingly complex
applications and advanced integration highlights the importance of resilient
application design that can otherwise lead to a systemic crisis [47]. Systemic
risk studies that analyze the underlying integrations of traditional financial
systems have become increasingly popular so as to gain a better understanding
of these risks in DeFi [109, 107].

An interesting yet underdeveloped research area is in the integration be-
tween traditional finance and DeFi. Currently, DeFi services are predomi-
nantly implemented by entities originating within the DeFi ecosystem, while
established companies are largely absent. Such absence is notable in capital-
intensive industries such as insurance, potentially a reason for the relative
underdevelopment of insurance services in DeFi. The merger of traditional
and decentralized finance could balance the regulatory and institutional trust
of established companies with the technological advancements of DeFi. How-
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ever, the existing technological divergences between the two systems and the
regulatory challenges associated with this integration make it an intriguing
and complex subject.



Conclusion

This essay proposes guiding principles that determine the extent to which
blockchain technology can be used for the implementation of specific financial
services. The essay starts by deriving the fundamental properties of blockchain
technology as well as the characteristics and values of DeFi, aiming to un-
derstand the technical conditions that guide financial services on blockchain
technology. This initial chapter concludes that there is a natural alignment
between financial services and blockchain technology, primarily owing to their
immateriality, the involvement of multiple unknown parties requiring a strong
trust, and a strong necessity for documentation [23, 51]. However, blockchain
technology is not necessarily required for every financial service. Blockchain
technology can be restrictive in its technical capabilities and creates a distinct
environment for financial services, one that is programmable, openly accessi-
ble, adversarial, and continuously operational [23, 25]. These preconditions
have distinct impacts on the broad range of financial services, further driven by
regional differences [28, 7]. Thus, financial services benefit from an individual
assessment of blockchain technology’s applicability.

Following this call, the essay culminates in an assessment framework that
contributes to the understanding of the extent to which blockchain technology
is suitable for the implementation of financial services. The framework consists
of 24 evaluation items, that are drawn from the generalizable insights from
six academic publications and additional literature.

In sum, financial services are particularly suited for blockchain technol-
ogy if existing systems present significant opportunities for improvement. For
instance, [Paper 4: 62] explores blockchain services for emerging economies,
where the regional financial infrastructure is dysfunctional or is subject to
high costs. Blockchain technology is potentially beneficial if the financial
service at hand involves untrusted participants. In a sufficiently decentral-
ized blockchain-based financial service, no single entity has full control, mak-
ing it more difficult for individual participants to manipulate the systems.
The inherent transparency allows all participants to audit the network. Fur-
ther, blockchain technology is highly applicable if a financial service can effec-
tively maximize DeFi’s potential. The design space for financial services on
a blockchain is vast [Paper 5: 49], enabled by the programmability of smart
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contracts and the exponential possibilities to integrate into other applications.
In the pursuit of high yields or customized services, users can seamlessly move
assets between the different applications. The resulting financial ecosystem
is simultaneously competitive and collaborative and is therefore shaped by
strong market forces [51].

The individual publications form the central part of the Ph.D. program
and share the overarching domain of DeFi. The publications follow a research
approach based on prototyping or network analysis. The prototypes built in
the publications serve as proofs of concept and aid in understanding the prob-
lem. The analytical work explores the de facto use of existing applications,
aiming to broaden the discussion from purely technical to encompass human
interactions and economics. Thus, the publications are representative in that
the method of building and analyzing DeFi applications forms a synergetic
relationship. The analysis of the available data can inform the application
design process prior to deployment, while post-deployment data can be used
to monitor, assess, and update the initial design for optimizations. This facil-
itates objective discussions and creates an evaluate-build-evaluate cycle that
may lead to better applications and ultimately to a more resilient and at-
tractive DeFi ecosystem. Blockchain technology’s transparency also helps the
broader DeFi ecosystem to monitor financial integration and systemic risks.

This thesis is a cumulative dissertation and concludes my Ph.D. program.
It consists of this essay and a collection of six publications, each published
during my Ph.D. program. It contributes to the existing knowledge, partic-
ularly in the IS discipline, an interdisciplinary field that combines elements
of computer science, economics, and social science [9, 105]. Being a blend of
distributed systems, cryptography, and economic incentives [70], blockchain
technology is well-suited for an interdisciplinary research approach [112, 90].
To the best knowledge, this assessment framework is the first structured ap-
proach to objectify blockchain technology’s applicability to financial services.
The framework seeks to provide researchers and practitioners with a valuable
tool, while simultaneously encouraging further research opportunities. Fur-
ther, the individual publications make unique contributions to their respective
fields. Specifically, the publications propose blockchain-based building blocks
for financial services in the areas of targeted payments, asset reserves, equity,
and crowdfunding. The empirical publications propose algorithms, quantify-
ing domain-specific phenomena such as system integration, illicit behaviors in
marketplaces, and arbitrage.

With the impressive growth of DeFi, amassing billions of USDs in assets,
the significance of this research continues to evolve, potentially addressing
critical questions toward establishing a more resilient financial system based
on blockchain technology.

Despite the extensive effort, my Ph.D. process and the culminating the-
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sis has limitations. As the assessment framework is discussed with relevant
criticism, the framework should be considered to be dynamic, generalizing,
and not exhaustive. Further, the framework’s scoring system does not offer
definitive answers; instead, it serves to encourage balanced discussion among
researchers and practitioners. It can serve as a starting point, emphasizing the
research’s significance while identifying key questions and relevant literature.
Further, A focus on public DeFi inevitably led to certain compromises, such
as limited attention to regulatory assessments and comparison to traditional
financial systems [98].

Discussing the assessment framework, this essay raises two intriguing av-
enues for future research. First, DeFi tends toward higher financial integration
levels and increasingly complex applications [47][Paper 2: 121]. This encour-
ages a systemic perspective to understand systemic risks inherent in a system
and is akin to disciplines in traditional financial research. Given that an appli-
cation is often designed without interdependency in mind, vulnerabilities can
arise in the interface between two applications. Second, the integration be-
tween traditional finance and DeFi represents an interesting yet underexplored
research area. Currently, DeFi services are predominantly provided by compa-
nies originating within the DeFi ecosystem, with established companies from
capital-intensive industries such as insurance notably absent. The merger of
traditional finance and DeFi could balance between the regulatory and institu-
tional trust inherent in traditional finance with DeFi’s technological potential.

In conclusion, while blockchain technology and DeFi may not be suitable
for every single financial service, they present strong potentials to rethink the
understanding of and interaction with the existing financial infrastructure.
This technology could facilitate a more equitable and more efficient financial
ecosystem, with intriguing experimentation already underway. However, the
achievement of such potential success is a long-term process. It is crucial to
acknowledge that blockchain technology still requires ongoing research and
development in key areas such as scalability, regulation, and identity.
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Mechanisms for Incentivising Exchange Liquidity Provision. In Interna-
tional Conference on Financial Cryptography and Data Security (FC21),
pages 80–96, 2021.

[38] George M. Giaglis and Kalliopi N. Kypriotaki. Towards an Agenda for In-
formation Systems Research on Digital Currencies and Bitcoin. In Interna-
tional Conference on Business Information Systems, pages 3–13. Springer
Verlag, 2014.

[39] Florian Glaser. Pervasive Decentralisation of Digital Infrastructures: A
Framework for Blockchain enabled System and Use Case Analysis. In
Hawaii International Conference on System Sciences (HICSS 2017), 2017.

[40] Florian Glaser and Luis Bezzenberger. Beyond Cryptocurrencies - A
Taxonomy of Decentralized Consensus Systems. In European Conference
on Information Systems (ECIS 2015), 2015.

[41] Paul Glasserman and H Peyton Young. Contagion in Financial Networks.
Journal of Economic Literature, 54(3), 2016.

[42] Sri Nikhil Gupta Gourisetti, Michael Mylrea, and Hirak Patangia. Eval-
uation and Demonstration of Blockchain Applicability Framework. IEEE
Transactions on Engineering Management, 67(4):1142–1156, 2020.

[43] Vincent Gramlich, Tobias Guggenberger, Marc Principato, Benjamin
Schellinger, and Nils Urbach. A Multivocal Literature Review of De-
centralized Finance: Current Knowledge and Future Research Avenues.
Electronic Markets, 33(1):11, 2023.



REFERENCES 64

[44] Laura Grassi, Davide Lanfranchi, Alessandro Faes, and Filippo Maria
Renga. Do we still need Financial Intermediation? The Case of Decentral-
ized Finance – DeFi. Qualitative Research in Accounting & Management,
19(3):323–347, 2022.

[45] Shirley Gregor and Alan R Hevner. Positioning and Presenting Design
Science Research with Maximum Impact. MIS Quarterly, 37(2):337–355,
2013.

[46] J Grigo, P Hansen, A Patz, and V von Wachter. Decentralized Finance
(DeFi) - A new Fintech Revolution. Bitkom, 2020. URL https://www.bi

tkom.org/sites/main/files/2020-07/200729_whitepaper_decentra

lized-finance.pdf.

[47] Lewis Gudgeon, Daniel Perez, Dominik Harz, Benjamin Livshits, and
Arthur Gervais. The Decentralized Financial Crisis. In IEEE Crypto
Valley Conference on Blockchain Technology, 2020.

[48] Lewis Gudgeon, Sam Werner, Daniel Perez, and William J. Knottenbelt.
DeFi Protocols for Loanable Funds: Interest Rates, Liquidity and Market
Efficiency. In 2nd ACM Conference on Advances in Financial Technologies
(AFT2020), pages 92–112, 2020.

[49] Tobias Guggenberger, Benjamin Schellinger, Victor von Wachter, and
Nils Urbach. Kickstarting Blockchain: Designing Blockchain-based Tokens
for Equity Crowdfunding. Electronic Commerce Research, pages 1–35,
2023.

[50] Harry Halpin and Marta Piekarska. Introduction to Security and Privacy
on the Blockchain. In 2017 IEEE European Symposium on Security and
Privacy Workshops (EuroS&PW), pages 1–3, 2017.

[51] Campbell Harvey, Ashwin Ramachandran, and Joey Santoro. DeFi and
the Future of Finance. Wiley, 2021.

[52] Florian Hawlitschek, Benedikt Notheisen, and Timm Teubner. The Lim-
its of trust-free Systems: A Literature Review on Blockchain Technology
and Trust in the sharing Economy. Electronic Commerce Research and
Applications, 29:50–63, 2018.

[53] Songrun He, Asaf Manela, Omri Ross, and Victor von Wachter. Fun-
damentals of Perpetual Futures. SSRN Electronic Journal, 2022. URL
https://papers.ssrn.com/abstract=4301150.

[54] Christine V Helliar, Louise Crawford, Laura Rocca, Claudio Teodori, and
Monica Veneziani. Permissionless and Permissioned blockchain diffusion.
International Journal of Information Management, 54, 2020.

https://www.bitkom.org/sites/main/files/2020-07/200729_whitepaper_decentralized-finance.pdf
https://www.bitkom.org/sites/main/files/2020-07/200729_whitepaper_decentralized-finance.pdf
https://www.bitkom.org/sites/main/files/2020-07/200729_whitepaper_decentralized-finance.pdf
https://papers.ssrn.com/abstract=4301150


REFERENCES 65

[55] Fritz Henglein. Blockchain Deconstructed. In Abstract from 3rd Sympo-
sium on Distributed Ledger Technology (DLT3), 2018.

[56] Alan Hevner and Samir Chatterjee. Design Research in Information Sys-
tems, volume 22 of Integrated Series in Information Systems. Springer US,
Boston, Massachusetts, USA, 2010.

[57] Alan R Hevner, Salvatore T March, Jinsoo Park, and Sudha Ram. Design
Science in Information Systems Research. MIS Quarterly, 28(1):75–105,
2004.

[58] Jens J Hunhevicz and Daniel M Hall. Do you need a Blockchain in
Construction? Use Case Categories and Decision Framework for DLT
Design Options. Advanced Engineering Informatics, 45, 2020.

[59] Johannes Rude Jensen and Omri Ross. Settlement with Distributed
Ledger Technology. In International Conference on Information Systems
(ICIS 2020), 2020.

[60] Johannes Rude Jensen, Omri Ross, and Victor von Wachter. Leveraged
Trading on Blockchain Technology. arXiv, 2020. URL https://arxiv.

org/abs/2102.13488.

[61] Johannes Rude Jensen, Victor von Wachter, and Omri Ross. An Intro-
duction to Decentralized Finance (DeFi). Complex Systems Informatics
and Modeling Quarterly, 26(3):46–54, 2021.

[62] Johannes Rude Jensen, Victor von Wachter, and Omri Ross. Blockchain-
based Financial Infrastructure for Emerging Economies. In European Con-
ference for Information Systems (ECIS 2022), 2022.

[63] Johannes Rude Jensen, Victor von Wachter, and Omri Ross. Multi-block
MEV. arXiv, 2023. URL http://arxiv.org/abs/2303.04430.

[64] Changhoon Kang, Chaehyeon Lee, Kyungchan Ko, Jongsoo Woo, and
James Won-Ki Hong. De-Anonymization of the Bitcoin Network Using
Address Clustering. In International Conference on Blockchain and Trust-
worthy Systems, pages 489–501, 2020.

[65] Stefan Kitzler, Friedhelm Victor, Pietro Saggese, and Bernhard Hasl-
hofer. Disentangling Decentralized Finance Compositions. ACM Transac-
tions on the Web, 17(2), 2023.

[66] Ariah Klages-Mundt and Andreea Minca. (In)Stability for the
Blockchain: Deleveraging Spirals and Stablecoin Attacks. Cryptoeconomic
Systems, 1(2), 2021.

https://arxiv.org/abs/2102.13488
https://arxiv.org/abs/2102.13488
http://arxiv.org/abs/2303.04430


REFERENCES 66

[67] Ariah Klages-Mundt, Dominik Harz, Lewis Gudgeon, Jun-You Liu, and
Andreea Minca. Stablecoins 2.0: Economic Foundations and Risk-based
Models. In ACM Conference on Advances in Financial Technologies, pages
59–79, New York, NY, USA, 2020. ACM.

[68] Sandra Klein, Wolfgang Prinz, and Wolfgang Gräther. A Use Case Iden-
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in a deterministic computational environment. Stakeholders can de-
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producing effects equivalent to rehypothecation in traditional financial
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tions in composed derivatives for the assets DAI, USDC, USDT, ETH,
and tokenized BTC for the full set of 344.8 million Ethereum transac-
tions computed in 2020. We identify a salient trend for composing assets
in multiple sequential generations of derivatives and comment on poten-
tial systemic implications for the Ethereum network.

73



PAPER OVERVIEW 74

This paper has been published in the Proceedings of the International
Conference on Financial Cryptography and Data Security (FC 2021).
International Workshops.

3. NFT Wash Trading - Quantifying Suspicious Behavior in NFT
Markets
Victor von Wachter, Johannes Rude Jensen, Ferdinand Regner, Omri
Ross

Abstract The smart contract-based markets for NFT on the Ethereum
blockchain have seen tremendous growth in 2021, with trading volumes
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posed a solution for crowdfunding, early-stage companies still face chal-
lenges in using blockchain as an alternative equity funding infrastruc-
ture. In this context, the idea of blockchain-based equity tokens remains
hypothetical. In addition, the literature lacks a design theory for the de-
velopment and implementation of blockchain-based equity tokens. This
research bridges this gap by designing, developing, and evaluating an
equity token prototype for crowdfunding, following the design science
research approach. We propose a refined crowdfunding model and de-
rive seven design principles that contribute to the design theory of equity
tokens. The research results show that blockchain-based equity tokens
improve efficiency, transparency, and interoperability while meeting reg-
ulatory requirements and facilitating secondary market trading.1
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Abstract Perpetual futures, swap contracts that never expire, are the
most popular derivative traded in cryptocurrency markets, with more
than $100 billion traded daily. Perpetuals provide investors with lever-
aged exposure to cryptocurrencies, which does not require rollover or
direct cryptocurrency holding. To keep the gap between perpetual fu-
tures and spot prices small, long position holders periodically pay short
position holders a funding rate proportional to this gap. The funding
rate incentivizes trades that tend to narrow the futures-spot gap. But
unlike fixed-maturity futures, perpetuals are not guaranteed to converge
to the spot price of their underlying asset at any time, and familiar no-
arbitrage prices for perpetuals are not available, as the contracts have
no expiry date to enforce arbitrage. Here, using a weaker notion of
random-maturity arbitrage, we derive no-arbitrage prices for perpetual
futures in frictionless markets and no-arbitrage bounds for markets with
trading costs. These no-arbitrage prices provide a valuable benchmark
for perpetual futures and simultaneously prescribe a strategy to exploit
divergence from these fundamental values. Empirically, we find that
deviations of crypto perpetual futures from no-arbitrage prices are con-
siderably larger than those documented in traditional currency markets.
These deviations comove across cryptocurrencies and diminish over time
as crypto markets develop and become more efficient. A simple trad-
ing strategy generates large Sharpe ratios even for investors paying the
highest trading costs on Binance, which is currently the largest crypto
exchange by volume.
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Abstract Decentralized financial applications (DeFi) are a new breed of
consumer-facing financial applications composed of smart contracts, deployed
on permissionless blockchain technologies. In this paper, we situate the DeFi
concept in the theoretical context of permissionless blockchain technology and
provide a taxonomical overview of agents, incentives, and risks. We examine
the key market categories and use cases for DeFi applications today and iden-
tify four key risk groups for potential stakeholders contemplating the advan-
tages of decentralized financial applications. We contribute novel insights into
a rapidly emerging field, with far-reaching implications for financial services.
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Introduction

Decentralized financial applications, colloquially referred to as ‘DeFi’, are a
new type of open financial applications deployed on publicly accessible, per-
missionless blockchains. A rapid surge in the popularity of these applications
saw the total value of the assets locked in DeFi applications (TVL) grow from
$675mn at the outset of 2020 to an excess of $40bn towards the end of the first
quarter in the following year1. While scholars within the information systems

1https://defipulse.com/
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and management disciplines recognize the novelty and prospective impact of
blockchain technologies, theoretical or empirical work on DeFi remains scarce
[13]. In this paper, we provide a conceptual introduction to ‘DeFi’ situated in
the theoretical context of permissionless blockchain technology. We introduce
a taxonomy of agents, roles, incentives, and risks in DeFi applications and
present four potential sources of complexity and risk [11].

Permissionless Blockchain Technology and
Decentralized Finance

The implications and design principles for blockchain and distributed ledger
technologies have generated a growing body of literature in the information
systems (IS) genre [14]. Primarily informed by the commercial implications
of smart contract technology, scholars have examined the implications for ac-
tivities in financial services such as the settlement and clearing of ‘tokenized’
assets [18] the execution and compilation of financial contracts [12, 9, 17],
complexities in supply-chain logistics [8] and beyond. A blockchain is a type
of distributed database architecture in which a decentralized network of stake-
holders maintains a singleton state machine. Transactions in the database rep-
resent state transitions disseminated amongst network participants in ‘blocks’
of data. The correct order of the blocks containing the chronological overview
of transactions in the database is maintained with the use of cryptographical
primitives, by which all stakeholders can manually verify the succession of
blocks.

A network consensus protocol defines the rules for what constitutes a le-
gitimate transaction in the distributed database. In most cases, consensus
protocols are rigorous game-theoretical mechanisms in which network par-
ticipants are economically incentivized to promote network security through
rewards and penalties for benevolent or malicious behavior [3]. Scholars typ-
ically differentiate between ‘permissioned’ and ‘permissionless’ blockchains.
Permissionless blockchains are open environments accessible by all, whereas
permissioned blockchains are inaccessible to external parties not recognized by
a system administrator [14]. Recent implementations of the technology intro-
duce a virtual machine, the state of which is maintained by the nodes support-
ing the network. The virtual machine is a simple stack-based architecture, in
which network participants can execute metered computations denominated in
the native currency format. Because all ‘nodes’ running the blockchain ‘client’
software must replicate the computations required for a program to run, com-
putational expenditures are priced on the open market. This design choice is
intended to mitigate excessive use of resources leading to network congestion
or abuse. Network participants pass instructions to the virtual machine in
a higher-level programming language, the most recent generation of which is
used to write programs, referred to as smart contracts. Because operations in
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the virtual machine are executed in a shared state, smart contracts are both
transparent and stateful, meaning that any application deployed as a smart
contract executes deterministically. This ensures that once a smart contract
is deployed, it will execute exactly as instructed.

DeFi Application Taxonomy

We denote the concept of ‘DeFi application’ as an arrangement of consumer-
facing smart contracts, executing a predefined business logic within the trans-
parent and deterministic computational environment afforded by permission-
less blockchain technology. Blockchain technology is the core infrastructure
layer (see Figure A.1) storing transactions securely and providing game the-
oretic consensus through the issuance of a native asset. As a basic financial
function, standardized smart contracts are utilized to create base assets in the
asset layer. These assets are utilized as basis for more complex financial instru-
ments in the application layer. In the application layer, DeFi applications are
deployed as sophisticated smart contracts and thus execute a given business
logic deterministically. Contemporary DeFi applications provide a range of
financial services within trading, lending, derivatives, asset management and
insurance services. Aggregators source services from multiple applications,
largely to provide the best rates across the ecosystem. Finally, user-friendly
frontends combine the applications an build a service similar to today’s bank-
ing apps.

In contrast to traditional banking services, in a blockchain-based tech-
nology stack, users interact directly with the application independent of any
intermediary service provider. The metered pricing of computational resources
on permissionless blockchains means that DeFi applications are constrained by
the computational resources they can use. Application designers seek to mit-
igate the need for the most expensive operations, such as storing big amounts
of data or conducting sophisticated calculations, in an effort of reducing the
level of complexity required to execute the service that their application pro-
vides. Because the resources required for interacting with a smart contract
are paid by the user, DeFi application designers employ an innovative com-
bination of algorithmic financial engineering and game theory to ensure that
all stakeholders of their application are sufficiently compensated and incen-
tivized. In Table A.1, we introduce a taxonomy for the different types of
agents and their roles in contemporary DeFi applications. We highlight the
incentives for participation and key risks associated with each role. Owing to
the original open-source ethos of blockchain technology, application designers
are required to be transparent and build ‘open’ and accessible applications,
in which users can take ownership and participate in decision-making pro-
cesses, primarily concerning new features or changes to the applications. As
a reaction to these demands, application designers often issue and distribute
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Figure A.1: DeFi applications on permissionless blockchain

so-called governance tokens. Governance tokens are fungible units held by
users, which allocate voting power in majority voting schemes [21]. Much
like traditional equities, governance tokens trade on secondary markets which
introduces the opportunity for capital formation for early stakeholders and
designers of successful applications. By distributing governance tokens, ap-
plication designers seek to disseminate value to community members while
retaining enough capital to scale the development of the application by selling
inventory over multiple years.

The generalized agent classification demonstrated in Table A.1 is applica-
ble to a wide area of DeFi applications providing peer-to-peer financial ser-
vices on blockchain technology including trading, lending, derivatives, and
asset management. In the following section, we dive into a number of recent
use cases, examining the most recently popular categories of applications.
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Table A.1 Agent classification, incentives, and key risks

Agent Role Incentives for
participation

Key risk

Users Utilizing the applica-
tion

Profits, credit,
exposure, and
governance to-
ken

Market risk, tech-
nical risk

Liquidity
Providers

Supply capital to the
application in order
to ensure liquidity
for traders or bor-
rowers

Protocol fees,
governance
tokens

Systemic economic
risk, technical risk,
regulatory risk, op-
portunity costs of
capital

Arbitrag-
eurs

Return the applica-
tion to an equilib-
rium state through
strategic purchasing
and selling of assets

Arbitrage prof-
its

Market risk, net-
work congestion,
and transaction
fees

Application
Designers
(Team &
Founders)

Design, implement,
and maintain the ap-
plication

Governance
token apprecia-
tion

Software bugs

An Overview of Popular DeFi Application
Categories

The development principles presented above have been implemented in a num-
ber of live applications to date. In this section, we provide a brief overview of
the main categories of DeFi applications.

Decentralized Exchanges and Automated Market Makers Facilitat-
ing the decentralized exchange of assets requires an efficient solution for match-
ing counterparties with the desire to sell or purchase a given asset at a certain
price, a process known as price discovery. Early implementations of decentral-
ized exchanges on permissionless blockchain technologies successfully demon-
strated the feasibility of executing decentralized exchange of assets on per-
missionless blockchain technology, by imitating the conventional central limit
order book (CLOB) design. However, for the reasons stipulated above, this
proved infeasible and expensive at scale. First, in the unique cost structure
of the blockchain-based virtual machine format [23], traders engaging with
an application, pay fees corresponding to the complexity of the computation
and the amount of storage required for the operation they wish to compute.

Viking

Viking

Viking
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Figure A.2: AMM Price discovery function

Because the virtual machine is replicated on all active nodes, storing even
small amounts of data is exceedingly expensive. Combined with the complex
matching logic required to maintain a liquid orderbook, computing fees rapidly
exceeded users’ willingness to trade. Second, as ‘miners’ pick transactions for
inclusion in the next block by the amount of gas attached to the block, it
is possible to front-run state changes to the decentralized orderbook by at-
taching a large computational fee to a transaction including a trade, which
pre-emptively exploits the next state change of the orderbook, thus profiting
through arbitrage on a deterministic future state [7].

Subsequent iterations of decentralized exchanges addressed these issues
by storing the state of the orderbook separately, using the blockchain only
to compute the final settlement [22]. Nevertheless, problems with settlement
frequency persisted, as these implementations introduced complex coordina-
tion problems between orderbook storage providers, presenting additional risk
vectors to storage security. Motivated by the shortcomings of the established
CLOB design a generation of blockchain-specific ‘automated’ market makers
(AMMs) presents a new approach to blockchain-enabled market design. By
pooling available liquidity in trading pairs or groups, AMMs eliminate the need
for the presence of buyers and sellers at the same time, facilitating relatively
seamless trade execution without compromising the deterministic integrity of
the computational environment afforded by the blockchain. Trading liquidity
is provided by ‘liquidity providers’ which lock crypto assets in the pursuit of
trading fee returns.

While the primary context for the formal literature on blockchain-based
AMM has been provided by Angeris and Chitra et al. [2, 1, 6] the field has
attracted new work on adjacent topics such as liquidity provisioning [4, 19, 5]
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and token weighted voting systems [20].

Peer-to-peer Lending and Algorithmic Money Markets The ‘money
markets’ to borrow and lend capital with corresponding interest payments
occupy an important role in traditional financial services. Within DeFi, bor-
rowing and lending applications are amongst the largest segments of finan-
cial applications with $7bn total value locked2 at the end of 2020. In bor-
rowing/lending protocols agents with excess capital can lend crypto assets
(‘liquidity providers’) to a peer-to-peer protocol receiving continuous interest
payments. Consequently, a borrower can borrow crypto assets and pays an
interest rate. Given the pseudonymous nature of blockchain technology, it is
not possible to borrow funds purely on credit. To borrow funds, the borrowing
agent has to ‘overcollateralize’ a loan, by providing other crypto assets exceed-
ing the dollar value of the loan to the smart contract. The smart contract then
issues a loan relative to 70-90% of the value of the collateral assets. Should the
value of the collateral assets drop below the value of the outstanding loan, the
smart contract automatically auctions away the collateral on a decentralized
exchange at a profit. The interest rate is algorithmically set by the relative
supply and demand for each specific crypto asset. Initially pioneered by the
MakerDAO application, several protocols are now accessible providing similar
services with novel interest rate calculations or optional insurance properties,
currently presiding over a $7bn crypto assets under management.

Derivatives Blockchain-based financial contracts (derivatives) are one of
the fastest-growing market segments in DeFi. Here, application designers
seek to make traditional financial derivatives such as options, futures, and
other kinds of synthetic contracts available to the broader DeFi ecosystem. A
futures contract stipulates a sale of an asset at a specified price with an expiry
date, an option contract stipulates the right but not the obligation to sell or
purchase assets at a specific price.

As in traditional finance, both financial services can be used as insur-
ance against market movements as well as speculation on prices. Recently, a
new branch of ‘synthetic’ assets has entered the market in the form of tokens
pegged to an external price, commonly tracking the price of commodities (e.g.
gold) or stocks (e.g. Tesla). A user can create such synthetic assets by collat-
eralized crypto assets in a smart contract similar to how decentralized lending
is computed. The synthetic asset tracks an external price feed (‘oracle’) which
is provided to the blockchain. However, external price feeds are prone to tech-
nical issues and coordination problems leading to staleness in case of network
congestions or fraudulent manipulation [16].

2https://defipulse.com/

https://defipulse.com/
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Automated Asset Management The traditional practice of ‘asset man-
agement’ in the financial services industry consists primarily of the practice
of allocating financial assets such as to satisfy the long-term financial objec-
tives of an institution or an individual. As the reader will have noted above,
there are an increasing number of DeFi applications, all of which operate al-
gorithmically without human intervention. This means that the DeFi markets
operate around the clock and are impossible to manage.

The two main use cases for automated asset managers are ‘yield aggrega-
tors’ and traditional crypto asset indices. Utilizing the interoperability and
automation of blockchain technology, ‘yield aggregators’ are smart contract
protocols allocating crypto-assets according to predefined rules, often with
the goal of maximizing yield whilst controlling risk. Users typically allocate
assets to a protocol, which automatically allocates assets across applications in
order to optimize the aggregate returns, while rebalancing capital allocations
on an ongoing basis.

Indices, on the other hand, offer broad exposure to crypto assets akin to the
practice of ‘passive investing. These applications track a portfolio of crypto
assets by automatically purchasing these assets and holding them within the
smart contract. Equivalent to exchange-traded funds (ETFs), stakeholders
purchase ownership of the indices by buying a novel token, granting them
algorithmic rights over a fraction of the total assets held within the smart
contract.

Identifying and Managing Risk in Decentralized
Finance

In this section, we identify and evaluate four risk factors that are likely to
introduce new complexities for stakeholders involved with DeFi applications.

Software integrity and security Owing to the deterministic nature of per-
missionless blockchain technology, applications deployed on smart contracts
are subject to excessive security risks, as any signed transaction remains per-
manent once included in a block. The irreversible or, ‘immutable’ nature of
transactions in a blockchain network has led to significant loss of capital on
multiple occasions, most frequently as a result of coding errors, sometimes
relating to even the most sophisticated aspects of the virtual machine and
programming language semantics [15]. DeFi applications rely on the integrity
of smart contracts and the underlying blockchain. Risk is further enforced
through uncertainties in future developments and the novelty of the technol-
ogy.

Transaction costs and network congestion To mitigate abusive or ex-
cessive use of the computational resources available on the network, computa-
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tional resources required to interact with smart contracts are metered. This
creates a secondary market for transactions, in which users can outbid each
other by attaching transaction fees in an effort of incentivizing miners to select
their transaction for inclusion in the next block [7]. In times of network con-
gestion, transactions can remain in a pending state, which ultimately results
in market inefficiency and information delays. Furthermore, transaction fees
appreciate to an extent to which single applications or sub-components gross
several hundreds of thousands of dollars from users interacting with the appli-
cation3. While intermediary service providers occasionally choose to subsidize
protocol transaction fees4, application fees are in nearly all cases paid by the
user interacting with the DeFi application. Because application designers seek
to lower aggregate transaction costs, protocol fees, slippage, or impermanent
loss through algorithmic financial modeling and incentive alignment, stake-
holders must carefully observe the state of the blockchain network. If a period
of network congestion coincides with a period of volatility, the application de-
sign may suddenly impose excessive fees or penalties on otherwise standard
actions such as withdrawing or adding funds to a lending market [16].

Participation in decentralized governance Responding to implications
of the historically concentrated distribution of native assets amongst a small
minority of stakeholders, DeFi application designers increasingly rely on a
gradual distribution of fungible governance tokens in an attempt to adequately
‘decentralize’ decision-making processes [21]. While the distribution of gover-
nance tokens remains fairly concentrated amongst a small group of colluding
stakeholders, the gradual distribution of voting power to liquidity providers
and users will result in an increasingly long-tailed distribution of governance
tokens. Broad distributions of governance tokens may result in adversarial
implications of a given set of governance outcomes, for stakeholders who are
not sufficiently involved in monitoring the governance process [20].

Application interoperability and systemic risks A key value propo-
sition for DeFi applications is the high level of interoperability between ap-
plications. As most applications are deployed on the Ethereum blockchain,
users can transact seamlessly between different applications with settlement
times rarely exceeding a few minutes. This facilitates rapid capital flows be-
tween old and new applications on the network. While interoperability is an
attractive feature for any set of financial applications, tightly coupled and
complex liquidity systems can generate an excessive degree of financial inte-
gration, resulting in systemic dependencies between applications [10]. This
factor is exacerbated by the often complex and heterogeneous methodologies
for the computation of exposure, debt, value, and collateral value that DeFi

3https://etherscan.io/gastracker
4https://coinbase.com

https://etherscan.io/gastracker
https://coinbase.com
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application designers have used to improve their products. An increasing
degree of contagion between applications may introduce systemic risks, as a
sudden failure or exploit in one application could ripple throughout the net-
work, affecting stakeholders across the entire ecosystem of applications. The
primary example of this dynamic can be demonstrated by the computation
of ownership in so-called liquidity pools used by traders utilizing AMM smart
contracts. When providing liquidity in the form of crypto assets to a decen-
tralized exchange, liquidity providers receive ‘liquidity shares’ redeemable for
a proportional share of the liquidity pool, together with the accumulated fees
generated through trading. As liquidity shares are typically transferable and
fungible IOU tokens representing fractional ownership of a liquidity pool, this
has led to the emergence of secondary markets for liquidity shares. Provid-
ing liquidity in the form of IOU tokens, to these secondary markets creates
additional (3rd generation) liquidity shares, generating additional fees for the
liquidity provider. As a consequence of the increasingly integrated market for
liquidity shares, a rapid depreciation of the source asset for the liquidity shares
may trigger a sequence of cascading liquidations, as the market struggles to
price in any rapid changes in the price of the source asset [16, 10].

Conclusion: Is DeFi The Future of Finance?

In this paper, we have examined the potential implications, complexities, and
risks associated with the proliferation of consumer-facing DeFi applications.
While DeFi applications deployed on permissionless blockchains present a rad-
ical potential for transforming consumer-facing financial services, the risks as-
sociated with engaging with these applications remain salient. Future stake-
holders contemplating an engagement with these applications ought to con-
sider and evaluate key risks prior to committing or allocating funds to DeFi
applications.

Scholars interested in DeFi applications may approach the theme from
numerous angles, extending early research on the market design of DeFi ap-
plications [1] or issues related to governance tokens [21, 20] and beyond.
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Abstract Decentralized financial (DeFi) applications on the Ethereum
blockchain are highly interoperable because they share a single state in a de-
terministic computational environment. Stakeholders can deposit claims on
assets, referred to as liquidity shares, across applications producing effects
equivalent to rehypothecation in traditional financial systems. We seek to
understand the degree to which this practice may contribute to financial in-
tegration on Ethereum by examining transactions in composed derivatives for
the assets DAI, USDC, USDT, ETH, and tokenized BTC for the full set of
344.8 million Ethereum transactions computed in 2020. We identify a salient
trend for composing assets in multiple sequential generations of derivatives
and comment on potential systemic implications for the Ethereum network.

Keywords Blockchain, DeFi, Asset Composability, Ethereum

Introduction

Smart contracts on the Ethereum blockchain share a single state in a de-
terministic execution environment [3], a feature that introduces a high level
of interoperability between decentralized financial (DeFi) applications. This
novelty has thus far, resulted in a rich ecosystem of financial applications, pri-
marily led by borrowing/lending money markets [4, 8] and constant function
market makers (CFMM) [1, 2]. At the time of writing, crypto assets valued
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in excess of $39 billion are managed by some 751 DeFi applications on the
Ethereum blockchain.

From the consumers’ perspective, interoperability between financial ap-
plications is a desirable feature, resulting in a vibrant and highly competitive
marketplace of increasingly exotic financial products. Yet, if left unsupervised,
interoperability between liquidity reserves may lead to dependencies amongst
applications, as techniques equivalent to the practice of rehypothecation in
the traditional financial system [13] become normalized.

When allocating assets to a CFMM such as Uniswap, Curve, or Bal-
ancer, liquidity providers receive ‘liquidity provider shares’ (LP shares) [6]
redeemable for a proportional share of the liquidity pool with the unrealized
returns of the position. LP shares are typically computed as transferable,
fungible tokens which has led to the emergence of new secondary markets in
which applications offer liquidity and lending pools for LP shares themselves.
Supplying LP shares to these pools results in the issuance of meta LP shares.
This process is, in some cases, repeated recursively as stakeholders seek to
maximize yield or functionality across a diverse set of applications. While LP
shares are often treated by market participants as simple IOUs, they do in
fact represent a complex payout function, as shown in the literature by [6, 7].
Further complicating matters, the practice of ‘yield farming’, i.e. allocating
assets across DeFi applications to maximize returns [2], has introduced a com-
petitive environment in which applications seek to attract additional liquidity
by rewarding LP shareholders with ‘governance tokens’ [12].

We approach Ethereum as a financial ecosystem with structural properties
comparable to those of a single market [5, 10]. For this work, we examine the
degree to which a crypto asset can be utilized in a sequence of increasingly
complex ‘wrapping’ operations, guiding our research question: Can we mea-
sure assets composability as a proxy for financial integration on the Ethereum
Blockchain? Informed by the process proposed by [9], we measure the de-
gree to which crypto assets in smart contracts may contribute towards effects
equivalent to financial integration on the Ethereum blockchain. We approach
transaction data on Ethereum with an asset-oriented perspective, in contrast
to previous studies of financial activity on Ethereum, sorting by addresses [9]
or applications [11].

Method

We measure asset composability by identifying the number of derivatives pro-
duced from an initial root asset I. We extend the work presented in [9] by
proposing an algorithm for unwrapping crypto assets. The algorithm builds a
tree structure of derivatives from the initial asset I (Figure B.1). We measure
the distance δ to the initial asset δA =

∑N
i=0 |wi| as a proxy for the degree to

1defipulse.com, as of 31st Jan 2020
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Figure B.1: Method and exemplary asset tree structure for USDC

which an asset contributes towards integration on Ethereum. That is the sum
of relevant wrapping operations, where w := (w1, . . . , wn) is the vector of all
adjustments for the composed asset A.

In the example (Figure B.1), an asset is allocated to a CFMM liquidity
pool, triggering the issuance of the corresponding LP shares. At this point,
we consider the initial asset as wrapped once, resulting in a distance of 1.
Subsequently allocating the LP share to another application would trigger the
issuance of another LP share, which amounts to a distance of δ = 2. We target
five popular crypto assets: DAI, USDT, USDC, ETH, and tokenized BTC2 for
the duration of 2020 (Table B.1). Collectively, the selected assets amounted
to over 70% of the total value administered within DeFi applications3 at the
end of the sample period.

2Bitcoin (BTC) is a non-native asset on Ethereum, represented by ‘wrapped bitcoin’
locked on the original blockchain. We compile the three largest representations of Bitcoin
on Ethereum into a single category, assigning the category an initial distance of one.

3defipulse.com, as of 31st Jan 2020
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Table B.1 Transactions of plain asset and composed versions during 2020

Initial asset Transactions on
Ethereum

Transactions of
composed assets

DAI 4,149,654 1,033,674
USDT 64,956,383 687,705
USDC 7,053,402 1,167,163
WETH 21,187,823 919,165
BTC (wBTC, renBTC, sBTC) 658,035 193,394

Results

We find derivatives of the five initial assets among all 344.8 million Ethereum
transactions in 2020 (block #9193266 to #11565018). For each initial asset,
we compare the number of transactions in the ‘plain’ version of the asset,
against the number of transactions in its derivatives (Figure B.2).

For the first 6 months plain DAI transfers amounted between 82% - 91%
(blue) of all DAI asset transfers and composed DAI with δ = 1 amounted
between 9% - 18% (orange) respectively. The data indicate a clear trend to-
wards increasingly complex wrapping operations peaking in the third quarter
of 2020, a period colloquially referred to as ‘DeFi Summer‘ due to a high vol-
ume of governance tokens issued at the time [12]. The tendency is especially
salient in ‘DAI’, for which up to 84% of all transactions involved a ‘wrapped’
derivative of the initial asset. Curiously, the asset with the largest market
cap on Ethereum, USDT, appears to be the least popular with an insignif-
icant 687,705 transactions in ‘wrapped’ derivatives, compared to 64,956,383
transactions in the plain asset.

Discussion and Conclusion

Computing fractional ownership claims in a deterministic, single-state envi-
ronment introduces a large set of new opportunities for innovation in the
financial sector. Because transactions on permissionless blockchains, such as
Ethereum, settle atomically, the role of central clearing counterparties in mit-
igating counterparty risk is largely mitigated for simple transactions. Yet,
to date, little is understood about the systemic implications of the design of
these applications and how novel concepts like LP shares, may exacerbate the
impact of shocks triggered by exploits4 5.

4https://cointelegraph.com/news/akropolis-defi-protocol-paused-as-hackers

-get-away-with-2m-in-dai, accessed 20th Dec 2020
5https://defirate.com/imbtc-uniswap-hack/, accessed 20th Dec 2020

https://cointelegraph.com/news/akropolis-defi-protocol-paused-as-hackers-get-away-with-2m-in-dai
https://cointelegraph.com/news/akropolis-defi-protocol-paused-as-hackers-get-away-with-2m-in-dai
https://defirate.com/imbtc-uniswap-hack/
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Figure B.2: Financial integration of assets during 2020
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A quantifiable approach to the study of financial integration on the Ether-
eum network will facilitate a better understanding of how shocks travel through
tightly interconnected webs of DeFi applications, which may provide guidance
toward promoting resilience and protecting investors against systemic risk. In
this work, we present initial indicators by examining the degree to which trans-
actions in ‘wrapped’ derivatives of an asset, representing increasingly complex
payout functions, may offer an indication of the degree of financial integration
on the network. We position this contribution within the broader literature
on the quantification of ‘composability risk’ for the DeFi ecosystem, a critical
gap raised by [13].

To provide actionable insights for market participants and regulators, this
and future studies must expand the scope by considering all relevant factors
for the transmission of shocks, including smart-contract design and default
risk for the individual DeFi application.
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Abstract The smart contract-based markets for nonfungible tokens (NFTs)
on the Ethereum blockchain have seen tremendous growth in 2021, with trad-
ing volumes peaking at $3.5b in September 2021. This dramatic surge has
led to industry observers questioning the authenticity of on-chain volumes,
given the absence of identity requirements and the ease with which agents can
control multiple addresses. We examine potentially illicit trading patterns in
the NFT markets from January 2018 to mid-November 2021, gathering data
from the 52 largest collections by volume. Our findings indicate that within
our sample 3.93% of addresses, processing a total of 2.04% of sale transac-
tions triggers suspicions of market abuse. Flagged transactions contaminate
nearly all collections and may have inflated the authentic trading volumes by
as much as $149,5m for the period. Most flagged transaction patterns alter-
nate between a few addresses, indicating a predisposition for manual trading.
We submit that the results presented here may serve as a viable lower-bound
estimate for NFT wash trading on Ethereum. Even so, we argue that wash
trading may be less common than what industry observers have previously
estimated. We contribute to the emerging discourse on the identification and
deterrence of market abuse in the cryptocurrency markets.

Keywords DeFi, NFT, Blockchain, Wash trading, Graph analysis
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Introduction

A nonfungible token (NFT) is a unique digital representation of a digital or
physical asset. While the NFT standard is used widely to designate ownership
of artifacts such as domain name registrations or concentrated liquidity posi-
tions in constant function market makers (CFMM) [22], the arguably most rec-
ognized use of the NFT standard is within the representation and trade of digi-
tal art and collectibles. Here, the NFT is typically used to represent the owner-
ship of a digital image externally stored, either on a server or, more commonly,
on censorship-resistant distributed file systems such as the Interplanetary File
System. A basic NFT standard such as the ERC721 [11] typically denotes an
interface implementing the ability to own, transfer and trade the NFT. Stan-
dardization led to the emergence of NFT markets, facilitating primary and
secondary trading, the presently most dominant of which is OpenSea. Per-
missionless NFT markets, themselves implemented as smart contracts, enable
users to sell and purchase NFTs in two ways: as a fixed-price sale or auction,
in which competing bids are locked by the smart contract together with the
NFT until a winner is found and the auction is cleared. With the admis-
sion of NFTs into popular culture, trade volumes on these markets have seen
dramatic growth from a mere $12m settled in September 2020, to volumes
exceeding $3.5b in September of the following year, a surge of over 29,060%1.

Users typically connect to the permissionless markets through public-key
cryptography capable of generating an arbitrary number of addresses [15]. As
a consequence, user identities remain entirely pseudonymous in NFT mar-
kets, making the obfuscation of illicit practices challenging to prevent. As the
unique properties of the Ethereum blockchain simplify adversarial agents to
hide in plain sight, we hypothesize that wash trading and strategic bidding
amongst multiple addresses controlled by a single or colluding agent may be
a frequent occurrence. As there are no theoretical limits to the number of
pseudonymous addresses a single agent can control, we conjecture that ad-
versarial agents likely employ a mixture of manual trading and bots to trade
NFTs between clusters of addresses in their control. This behavior serves the
strategic purpose of artificially inflating the trade volume of a given NFT, cre-
ating an impression of desirability to uninformed traders [14]. The uninformed
traders, looking for a great opportunity to buy a ‘hot’ NFT will interpret the
transaction volume as an authentic expression of interest from other collectors
and immediately place a bid or purchase the NFT at an artificially inflated
price. Furthermore, novel markets tend to be driven by a volatile search for
suitable pricing models [17]. This is undoubtedly the case for the blossom-
ing crypto markets on which the current level of ‘irrational exuberance’ may
result in inefficient markets given the presence of uninformed traders looking
to strike gold. Adversarial market participants have been shown to exploit

1https://dune.xyz/sophieqgu/NFT-Marketplaces, accessed Dec 2022
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these conditions, primarily by employing strategic wash trading on central-
ized and decentralized central limit orderbook (CLOB) exchanges [1, 8, 19, 24].

Yet, the extent to which these or equivalent practices are being used on
NFT markets, remains unclear. To fill the gap, in this paper, we study activ-
ities between addresses participating in the NFT markets on Ethereum. We
pursue the research question: ‘To what extent does wash trading occur in
smart contract-based NFT markets on Ethereum, and to which extent does
this practice distort prices?’. Conceptualizing trading patterns as a graph and
proposing two detection algorithms, we identify 2.04% as the lower bound of
suspicious sale transactions that closely follow the general definition of wash
trading.

Literature Review

Wash trading is a well-known phenomenon in traditional financial markets
and refers to the activity of repeatedly trading assets for the purpose of feed-
ing misleading information to the market [4]. Typically, one or more colluding
agents conduct a set of trades, without taking market risks, which leads to no
change in the initial position of the adversarial agents. Most of the early aca-
demic publications on wash trading in financial markets focused on colluding
investor behavior (e.g. [12]). Cao et al. [4] were among the first to ana-
lyze wash trading by specifying trading patterns. Later, they extended their
study using directed graphs on order book data [5]. The literature on the
identification of wash trading patterns in the cryptocurrency markets primar-
ily emphasizes CLOB models on decentralized exchanges [24] and centralized
exchanges, where wash trading practices have been shown to be especially
prevalent[1, 8, 19]. Perhaps because the introduction of CFMMs has nearly
eliminated the efficacy of wash trading in smart contract-based markets for
fungible assets, research on NFTs tends to emphasize either market dynamics
and pricing [18, 10] or the technical design considerations [20, 26]. Thus far,
little academic research has examined market abuse in smart contract-based
NFT markets [9].

Methodology

The Ethereum blockchain is a type of permissionless ledger, in which all trans-
actions and state changes introduced by smart contracts are replicated across
all participating nodes in the network [2]. This introduces a high level of
integrity to the database, but simultaneously requires pseudonymization, as
anyone with access to the database would otherwise be able to view the bal-
ances of users on the network. In Ethereum, this problem is solved with
public-key cryptography [2]. Any user on the network can generate a pub-
lic/private key pair, which can subsequently be used to generate an arbitrary
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number of addresses. This design presents a fascinating paradox from the per-
spective of identifying market abuse: Pseudonymous identities are essential in
protecting the privacy of benevolent users but, at the same time, they allow
adversarial agents to hide in plain sight. Yet, due to the strict ordering of
transactions and unique properties of NFT markets, blockchain transaction
data presents a powerful and unique opportunity for pattern detection [25]
utilizing graph-based algorithms [24, 6, 27] and address clustering [23, 13].

Data Aggregation and Cleaning: We collect transaction data on the
52 leading ERC721 NFT collections on the Ethereum blockchain by trad-
ing volume, covering a period between the 1st of January 2018 until 21st of
November 2021. The dataset contains 21,310,982 transactions of 3,572,483
NFTs conducted by 459,954 addresses. Collectively, the dataset represents
$6.9b of the $12.3b total trading volume (49.5%)2 on all NFT markets since
the first block of the Ethereum blockchain. We capture all blockchain trans-
actions related to the selected NFT collections via the OpenSea API. We
parse the dataset by ‘sale’ events emitted by an NFT contract when it is
transacted on a smart contract-based marketplace, indicating that a change
of ownership has been recorded on the blockchain, and ‘transfer’ events indi-
cating that the NFT has been transferred from one address to another. The
dataset was subsequently enriched with (I) historic USD prices for settlements
in crypto and stablecoins via the Coingecko API and (II) blockchain-specific
data via the Etherscan services. (III) To maintain an accurate overview of
the NFT markets in the dataset, we collected the deployment date of the four
largest NFT on-chain markets manually (Foundation, OpenSea, Rarible, and
Superrare) and matched the deployment dates with the event emissions. It
should be noted that the dataset collected for this analysis pertains only to
operations conducted within the Ethereum Virtual Machine (EVM), meaning
that we knowingly omit any ‘off-chain’ transactions or bidding patterns from
the analysis. Finally, we pre-processed the dataset with standardized scripts,
eliminating a very small fraction of transactions due to obvious technical errors
or trades against exotic assets for which the price data tends to be inaccurate.

Building Transaction Graphs: In order to identify suspicious behav-
ior conforming with wash trading activity, we model the transaction history
of each NFT as a directed multigraph Gnft = (N,E), where N is the set of
addresses and E is the set of ERC721 transactions between addresses. The
direction of the edges is given by the transaction flow from sender to receiver,
identified by the transaction hash. The weight of the edges represents the
USD price at the time of the transaction. This denotation is amenable to
the identification of clusters in which a sequence of transactions leads to no
apparent position change for any of the addresses involved. Topologically,
these patterns form closed cycles. Utilizing Deep-First-Search-Algorithm [21]
we identify closed cycles within the data set. We adjust and iterate the

2https://dune.xyz/sophieqgu/NFT-Marketplaces, accessed Dec 2022
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Figure C.1: Detection of suspicious
activity through closed cycles. We ex-
clude cycles involving only ‘transfer’
events.

Figure C.2: Detection of suspicious
activity through a rapid sequence of
transactions without taking market
risk.

algorithm, using the temporal distance between transactions to detect sub-
cycles. The proposed algorithm (Appendix) has a linear time complexity of
O((n + e)(c + 1)) for n nodes (addresses), e edges (transactions) and c cy-
cles [16]. Figure C.1 illustrates a few examples of suspicious cyclic activities.
Transactions E belonging to a suspicious cycle are marked in red, and poten-
tially colluding trading addresses N , are highlighted in grey. Example 1 is
a self-directed transaction. Examples 2-4 illustrate variations of a cycle with
two transactions, where solid lines represent ‘sales’ and dotted lines represent
‘transfers’. Example six depicts a complex graph where edges {B, C} and
{B, C, D} form two sub-cycles distinct by time. Further, we analyze path-like
transaction patterns, as agents could actively avoid closed cycles. Informed by
the definition of wash trading, we consider rapid trade sequences without ex-
posure to market risk as potentially suspicious. Erring on the side of caution,
we apply relatively strict thresholds. First, we define the transaction velocity
for a sequence as the time elapsed from the initiation to the end. We delimit
a rapid trade sequence below 12 hours. Second, we delimit the deviation in
USD values, a proxy for market risk, in a sequence to a maximum of 5% of
the initial price. Combining both threshold flags 0.3% of the sale transactions
as mildly suspicious. Figure C.2 showcases these path-like trade sets.

The proposed algorithms are highly applicable, in that NFT marketplaces
deviate from conventional markets in several ways: First, as NFTs are uniquely
identifiable by smart contract address and id, detection does not require vol-
ume matching required for fungible tokens (e.g. [5, 24]). Second, in contrast
to other market designs such as CLOBs, the seller can retain certain control
over the opposing counterparty, making it potentially easier to conduct cycli-
cal trades. Lastly, due to the transparency of the Ethereum blockchain, we
can inspect trading behavior at the account level without relying on statistical
indicators [19].
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Table C.1 Overview of the results.

Dataset Identified Percentage

Addresses 459,954 18,117 3.93%
Transactions 1,779,380 36,385 (cyclic: 30,467 sequential:

5,918)
2.04%

Volume in $ 6.9 b 149.5 m 2.17%
NFTs 3,572,483 16,289 0.45%

Results

The analysis flags a total of 3.93% of the addresses as suspicious, indicating
that these addresses might be controlled by single agents and used to con-
duct cyclical or sequential wash trading with NFTs. The flagged addresses
processed 2.04% of the total sale transactions, inflating the trading volume
by $149.5m or 2.17% for the period. Of the 36,385 flagged sale transactions,
30,467 were conducted in clusters of cyclical patterns whereas 5,918 were con-
ducted as a rapid sequence. The suspicious activity was executed with just
0.45% of the NFTs in the dataset, indicating a high concentration of illicit
activities around a few NFTs (Table C.1). While we identify suspicious ac-
tivities in all NFT collections (Table C.2, Appendix), the extent to which
a collection is contaminated by flagged transactions ranges from 0.19% to
60.93%, indicating that adversarial agents tend to target specific collections
for illicit practices. In general, we observe a predisposition for simple trading
patterns. 60.6% of the identified clusters are simple variations with two trans-
actions (equivalent to examples 2-4 in Figure C.1). Complex variations of
three (8.7%) or more than three transactions are less common (30.7%). How-
ever, we find no signs of self-directed trades. Cyclical patterns are conducted
at relatively rapid intervals. Figure C.3 illustrates the elapsed time from the
first to the last transactions, with respect to the number of transactions in-
volved. Overall, 48.1% of the identified cycles happen within a single day.
13.2% happen within one to seven days and 13.0% are just below 30 days.
Consequently, 74.3% are conducted within 30 days, an important threshold
under US regulation3. The identified 2-transactions variations have a median
execution time of 4.2h (3-transactions: 54h), suggesting a preference for simple
and fast patterns. We assume this to indicate that adversarial agents are not
trading in an automated fashion, which would result in more complex patterns
and execution times within a few minutes. Rapid sequential trades, in which
a NFT is moved fast between accounts without any market risk, contributed
to only 5918 suspicious transactions, equivalent to 0.3% of the transactions
across all collections.

3https://www.cftc.gov/LawRegulation/CommodityExchangeAct/index.htm

Viking

Viking

Viking



CHAPTER C. NFT WASH TRADING 104

Figure C.3: Elapsed time to close a cycle with respect to the number of
transactions involved. 48.1% of the identified cycles happen within a single
day.

Further, we analyze, at what point within the collections’ lifetime suspi-
cious behavior is most prominent. For each collection, we determine the mean
suspicious activity starting with the creation date of the respective collection.
Figure C.4 (Appendix) shows a peak of suspicious activity in the first third
of a collection’s lifetime, possibly in order to raise initial awareness to attract
naive buyers. In absolute terms, wash trading is the highest at the beginning
of a collection’s lifetime, however, this is also matched by a high amount of
organic traffic. Increasing the price of an asset by faking activity is a cen-
tral motivation for agents in conducting illicit trading [14]. Analyzing if the
average price is inflated through wash trading practices, we find that the sub-
sequent sale after a detected wash trade has, on average, an increased price
of 30.53%. However, a regression on panel data to measure the impact on the
price led to insignificant results for a majority of collections. Looking into
external factors, we found that age has a strong positive relationship with
the price. While we expected an inverse relationship of the gas price, which
impacts the costs per transaction, with the NFT price, we found the effect to
be mixed in a majority of cases. We suspect these findings are influenced by
the strong bull market, given the current overall positive public sentiment.

Finally, we explore the relationship between executed trades per address
and unique trade partners per address. On NFT markets sellers can retain
certain control over the opposing counterparty, thus a large number of trades
with only a few other addresses raises suspicion. Figure C.5 (Appendix) visu-
alizes this relationship, whereas addresses that conducted many trades with
only a few other addresses would be tilted to the left. Each dot represents
an address trading on NFT markets, positioned by the number of trades and
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unique trade partners. The size of the dot depicts the number of empirically
identified suspicious trades. We find a cluster of suspicious addresses, con-
ducting 25-37 trades with only 12-17 unique trade partners. Furthermore, in
contrast to other markets, addresses have relatively few trades, again suggest-
ing a low level of automated trading in this nascent market.

Discussion

Given the challenges in interpreting pseudonymous blockchain-based data,
this study has multiple limitations. First and foremost, it should be made
clear that none of the findings presented in this paper present any conclusive
evidence of criminal activities or malicious intent. While we delimit a set of be-
haviors that we find unlikely to be conducted with benevolent intent, we leave
it to the reader to assess the likelihood that flagged transactions constitute at-
tempts at wash trading. Any or all of the flagged sequences may be erroneous
but authentic transactions. Second, the decision of limiting our analysis to a
specific subset of cyclical and sequential patterns may result in false negatives
as sophisticated attempts at wash trading involving advanced address clus-
ters over longer periods are not flagged by the analysis, at this point. Wash
traders may be more careful and evade the analyzed heuristics. Similarly, the
analysis pertains exclusively to on-chain transaction events emitted by the
NFT contract and does not account for strategic bidding practices, which we
suspect may be a popular methodology amongst adversarial agents. Because
of these limitations, we hypothesize that the results presented here detect a
lower bound for the actual extent of adversarial behavior on decentralized
NFT markets.

Should wash trading conducted according to the patterns explored in this
paper increase over time, smart contract-based NFT platforms may consider
the implementation of obligatory or voluntary identification initiatives. Al-
ternatively, trading limitations on trading velocity, price deltas, or counter-
parties can be implemented. In our sample self-directed trades have been
non-existent, with indicates successful countermeasures at the smart contract
or frontend level. Nevertheless, any such attempt at introducing restrictions
or limitations may stifle organic market activity and will inevitably create
a cat-and-mouse game, as developers and wash traders race to identify and
create increasingly sophisticated patterns. More subtle countermeasures fos-
tering the supervision of NFT markets are the expansion of NFT standards
beyond ERC721 and ERC1155, as well as increased data ubiquity. Decentral-
ized NFT markets are transparent, however, NFT data is very diverse and
difficult to retrieve. Fees potentially play a big role in preventing wash trad-
ing, as long as the rewards or incentives are less than the cost of attack. Fees
on NFT markets are substantial. Fraudulent agents are less likely to perform
a wash trade if they are losing several percentages with every transaction.
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Admittedly, this does neither stop marketplaces itself to perform wash trades
nor prevents private offset agreements between the trader and a marketplace.

Even so, with $149.5m and a median of 2.04% suspicious sale transactions
we argue that wash trading may be less common than what industry observers
have previously estimated [7, 3].

Conclusion

We identify what we believe may serve as a lower bound estimation for suspi-
cious trading behavior on decentralized NFT markets, following the definition
of wash trading: sets of trades between collusive addresses, without taking
market risk, that lead to no change in the individual position of the partic-
ipating addresses. Our findings indicate that (I) adversarial agents exhibit
a clear preference towards fast and simple cyclical patterns, (II) the level of
suspicious activity varies significantly across NFT collections, (III) illicit ac-
tivity could still be done in a manual fashion, and (IV) the activities do not
necessarily produce the intended price impact, as other exogenous factors such
as age and sentiment are more relevant to price discovery.

As a theoretical contribution, we add descriptive knowledge to an emerging
field of research where scientific studies are scarce. We contribute to the grow-
ing literature on the identification of illicit market behavior in centralized and
decentralized crypto markets, by conducting the first in-depth examination
of NFT wash trading on the Ethereum blockchain. We contribute empirical
statistics of fraudulent behavior and a set of suspicious transaction graphs
to foster the understanding of wash trading in increasingly financialized NFT
markets. The valuable insights we generate for practitioners are twofold: First,
we provide valuable insights to prevent collectors from buying NFTs that are
potentially inflated by wash trading. Second, we discuss practical counter-
measures to increasing the standards for the wider NFT ecosystem. Further
research opportunities are manifold and include studying NFT markets incen-
tivizing volume through tokens, the utilization of flash loans for wash trading,
as well as researching the correlation between suspicious behavior and senti-
ment data.
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Figure C.4: Wash trading with respect to collections’ lifetime. In absolute
terms, wash trading is the highest at the beginning of a collection’s lifetime,
however, this is also matched by a high amount of organic traffic.

Appendix

Algorithm

Algorithm 1 The detection algorithm

1: Input: T timestamped blockchain transactions
2: L← empty list of cycles
3: for nft ∈ T do
4: Gnft ← (N,E)
5: Gnft ← identifier, weight
6: label n ∈ N as discovered
7: for all directed E of n do
8: test for adjacent edges m
9: if m is not labeled as discovered then

10: continue
11: else
12: L← cycle
13: Gnft∗ ← Gnft − E
14: break and recurse
15: end if
16: end for
17: end for
18: return L
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Table C.2 Results for each collection. Column (A) is the share of suspicious
addresses, (B) the share of suspicious transactions, (C1) represents the total
volume flagged denominated in USD, (C2) the share of the flagged volume
and (D) the share of suspicious NFTs

Collection Smart contract Created Size (A) (B) (C1) (C2) (D)

1 0n1-force 0x3bf2...5e9d 08/2021 7776 4.2 1.6 1732469 1.2 1.7
2 acclimatedmooncats 0xc3f7...5e69 04/2021 18412 2.8 1.3 357341 0.8 0.5
3 adam-bomb-squad 0x7ab2...78c5 08/2021 25000 1.3 0.5 206478 0.5 0.2
4 autoglyphs 0xd4e4...7782 04/2019 512 2 0.7 206032 0.5 0.4
5 axie 0xf5b0...cb8d 04/2018 243000 1.6 0.3 285055 1.4 0.1
6 bored-ape-kennel-club 0xba30...5623 06/2021 10000 3.2 1.3 1423011 1.3 0.9
7 boredapeyachtclub 0xbc4c...f13d 04/2021 10000 4 1.4 11308109 1.4 1.6
8 collectvox 0xad9f...d34c 08/2021 8888 1.7 0.6 138121 0.4 0.5
9 cool-cats 0x1a92...050c 06/2021 9933 4 1.3 2299930 1.2 1.4
10 creature-world-collection 0xc92c...aafc 08/2021 10000 2.6 1 862273 0.9 0.9
11 cryptoadz-by-gremplin 0x1cb1...49c6 09/2021 7025 5.4 2.1 2964440 1.7 2.2
12 cryptokitties 0x0601...266d 01/2018 2009725 0.5 2.3 421288 1.6 0
13 cryptopunks 0xb47e...3bbb 01/2018 10000 10.2 4.3 53892061 2.4 3.7
14 cryptovoxels 0x7998...cf0c 06/2018 6210 1.5 0.4 54925 0.2 0.4
15 cyberkongz 0x57a2...4f37 04/2021 4147 3.1 1.6 824246 0.7 1
16 cyberkongz-vx 0x7ea3...7c8b 08/2021 14334 2.1 0.7 326717 0.5 0.4
17 deadfellaz 0x2aca...a17b 08/2021 10000 1.4 0.6 175900 0.6 0.5
18 decentraland 0xf87e...5d4d 04/2018 92598 9.2 9.7 3312118 7.5 0
19 doodles 0x8a90...992e 10/2021 10000 2.4 1.1 757788 0.8 0.7
20 fluf-world 0xccc4...a68d 08/2021 10000 2.8 1 434361 0.8 0.7
21 foundation 0x3b3e...5405 01/2021 103251 9.6 7.8 383853 11.2 0
22 galacticapes 0x12d2...4d14 09/2021 10000 3 1 540459 1 0.8
23 galaxyeggs 0xa081...7c48 09/2021 9999 2.8 1.1 577130 1.3 0.9
24 hashmasks 0xc2c7...6928 01/2021 16384 4.6 2.3 1493358 1.8 1.5
25 jungle-freaks-by-trosley 0x7e6b...4de0 10/2021 10000 3 1.4 887701 1.3 1.2
26 koala-intelligence-agency 0x3f5f...6360 08/2021 10000 2.5 1 393869 1 0.8
27 lazy-lions 0x8943...37e0 08/2021 10080 1.4 0.5 358509 0.6 0.5
28 lootproject 0xff9c...13d7 08/2021 7779 6.6 2.5 9458899 3.6 1.6
29 lostpoets 0xa720...f466 09/2021 27515 0.4 0.2 37669 0.1 0
30 meebits 0x7bd2...6bc7 05/2021 20000 2.1 0.8 1322740 0.6 0.3
31 mekaverse 0x9a53...ca8f 10/2021 8888 2.5 1.5 2173946 1.4 0.9
32 mutant-ape-yacht-club 0x60e4...a7c6 08/2021 30003 3.4 2 7253896 1.7 0.6
33 mutantcats 0xaadb...e46a 10/2021 10000 1.3 0.4 256031 0.5 0.4
34 pudgypenguins 0xbd35...2cf8 07/2021 8888 3.2 1.1 1764016 1.3 1.5
35 punks-comic 0x5ab2...c948 05/2021 10000 67 56.4 13674620 38.7 19.1
36 rari721 0x60f8...5ee5 05/2020 155346 6.4 5.7 2905148 14 0.1
37 rumble-kong-league 0xef01...909a 07/2021 10000 1.1 0.4 151521 0.5 0.2
38 sadgirlsbar 0x335e...b2d8 08/2021 10000 1.3 0.6 17836 0.4 0.4
39 sandbox 0x50f5...6d4a 12/2019 166464 0.9 0.5 200218 0.2 0.1
40 sneaky-vampire-syndicate 0x219b...2539 09/2021 8888 3.8 1.8 928516 1.4 1.2
41 somnium-space 0x595f...a0fa 10/2019 5025 1.3 0.5 244005 1.8 0.4
42 sorare 0x629a...6205 07/2019 329383 13.4 2.3 489009 0.7 0.7
43 supducks 0x3fe1...cbc5 07/2021 10000 2.8 1.1 544447 1 0.9
44 superrare1 0x41a3...850d 04/2018 4436 3.9 1.2 92844 0.2 0.6
45 superrare2 0xb932...b9e0 09/2019 4436 3.2 0.9 419872 0.7 2
46 the-doge-pound 0xf4ee...d043 07/2021 10000 2 0.8 725137 0.9 0.7
47 the-sevens-official 0xf497...187a 09/2021 7000 3.4 1.9 878788 2.1 1.3
48 thehumanoids 0x3a50...0edd 09/2021 10000 1.7 0.7 261715 0.7 0.6
49 tom-sachs-rockets 0x1159...5d26 08/2021 2000 76.9 60.9 16907477 58.6 54.3
50 veefriends 0xa3ae...beeb 05/2021 10255 1.8 1.4 662073 0.7 0.3
51 world-of-women-nft 0xe785...5330 07/2021 10000 1.6 0.5 539001 0.7 0.5
52 wrapped-mooncats 0x7c40...3572 03/2021 8903 15 6.1 981392 6.5 3.8
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Figure C.5: Trades and unique trade partners. Each dot represents an address
trading on NFT markets, positioned by the number of trades and unique trade
partners. The size of the dot depicts the number of empirically identified
suspicious trades.
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Abstract The transformative capacity of blockchain technology is a fre-
quently debated topic in the information systems (IS) and practitioner lit-
erature. Yet, rigorous and design-driven research remains relatively uncom-
mon. We document an ongoing design process towards a blockchain-based
IT-artifact comprising financial infrastructure for stakeholders in emerging
economies. Working with a young NGO, we utilize the design-science re-
search methodology (DSR) in the design, implementation, and evaluation of
the IT-artifact. The artifact enables stakeholders to conduct basic financial
services by computing transactions, maintaining a savings account, and receiv-
ing targeted stimulus payments. Following six months of iterative design and
development, we released a global pilot version of the artifact. Over the first
nine months, the pilot generated a dataset of 6.6 million transactions amongst
189,379 verified users. By conducting design-driven research, we contribute
novel practical insights to the IS discourse on the transformative capacity of
blockchain technology and information communication technologies (ICT) in
emerging economies.

Keywords Blockchain, Design Science Research, Financial Infrastructure
in Emerging Economies
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Introduction

It is estimated that 1.7 billion people globally are unable to access the most ba-
sic financial services, a determining factor in preventing individuals in emerg-
ing economies from making the first leap out of poverty [4, 22]. The dominance
of cash-based settlement procedures in emerging economies has been shown
to impose ‘hidden tariffs’ on stakeholders throughout the value chain. Be it
via storage and withdrawal costs, predatory middlemen, corruption, or other
forms of financial exploitation, the hidden ‘cost of cash’ often levies significant
financial penalties on unbanked individuals [3]. In this paper, we document
interim results from an ongoing research project conducted in association with
a young, non-governmental organization (NGO). We explore the feasibility of
designing basic financial infrastructure for stakeholders in emerging economies,
using blockchain technology. Because blockchain technology is an inherently
transparent type of database architecture [7], we conjecture that this group
of technologies may introduce a new level of transparency and accessibility to
consumer-oriented financial services in emerging economies. We are utilizing
the design-science research methodology (DSR) in the design, development,
and evaluation of a blockchain-based IT-artifact. The artifact enables users
to send financial transactions to each other and to receive stimulus payments
from a shared pool of assets, directly to their digital wallet, which acts as a
savings account. The research design is motivated by the research question:
“How can blockchain technology support basic financial infrastructure for use
in emerging economies?”. In this paper, we document the ongoing design pro-
cess leading to the current iteration of the artifact consisting of six months of
iterative design, development, and evaluation, followed by a nine-month pilot
testing phase, in which the artifact was opened for use by a global group of
stakeholders. The pilot version of the IT-artifact presented in this research-in-
progress paper comprises a system of smart contracts deployed on Ethereum,
a public, permissionless blockchain, and Fuse, a ‘side-chain’ enabling low-cost
transaction processing and scaling. By exploring the capabilities and limita-
tions of novel information communication technologies (ICT) through empir-
ical and design-driven research, we seek to contribute to the growing body of
IS literature on the transformational capacity of ICT.

Blockchain Technology in Emerging Economies

A blockchain is a replicated database, maintaining a shared state amongst
a global network of nodes. Values, such as the balance of coins or tokens,
are assigned to addresses and public keys, denoting the value in possession
by the owner of the associated private key [7]. Nodes in the network com-
pete to append the distributed database through a decentralized consensus
mechanism. To elect the node in the network, tasked with propagating the
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next block, either computationally hard problems or randomized selection is
used [16]. The latest generations of blockchain technology have introduced
the ability to deploy and execute basic scripting, known as ‘smart contracts’
in the shared database, paving the way for multiple interesting new forms of
applications. To date, the most used applications emerged around financial
services, providing innovative ways to conduct assets swaps or borrow money
in decentralized money markets [13, 37].

In recent years, the practical and socioeconomic implications of blockchain
technology have become a frequently discussed topic in the IS literature [18].
Scholars have proposed blockchain- based IT-artifacts for a wide range of
problems in the financial industries, from shipping [23] to the settlement and
clearing of financial transactions [29] and derivatives [5, 12] to issues concern-
ing the management of sensitive data [6, 25] or ticketing [28]. Yet, the lion’s
share of contributions to the IS blockchain literature approaches the technol-
ogy from a theoretical angle [20, 30] examining how the unique properties of
blockchain technology can create value for organizations [24], innovate busi-
ness model designs [33] or operate in combination with other technologies
[15].

The transformative capacity of ICT in emerging economies is broadly rec-
ognized within the IS discipline [21, 31]. Scholars have examined commer-
cially driven financial infrastructure such as M-PESA in Kenya [1], PayTM
in India [14], and KOMIDA in Indonesia [39]. Recent studies in the informa-
tion systems genre and beyond portray an increasingly detailed picture of the
challenges faced by individuals in emerging economies, identifying the high
costs of banking and financial illiteracy as key drivers of financial exclusion
[32]. To remedy these issues, it is argued, ICT artifacts must be mobile and
scalable [27] while facilitating targeted payments to exposed minority groups
[2]. To date, the majority of work on ICT in emerging economies explores
the use of smartphones [35, 38] with little work done towards expanding our
understanding of the transformational capacity of blockchain technology in
emerging economies [19].

Methodology

The design process for the artifact is conducted in accordance with the DSR
methodology [8]. As authors, we work alongside the NGO team members as
active participants in the design and development process, while document-
ing the process throughout. At the time of the development of the present
iteration of the artifact, the foundation team comprised an emerging markets
economist, a project manager, and two software developers. The author team
primarily contributes to the software development process through an in-depth
understanding of blockchain technology and financial architecture. Prior to
the release of the present iteration of the artifact, the authors worked alongside
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Figure D.1: The cyclical DSR workflow, exemplified by the activities in the
latest cycle.

the foundation team members for a duration of six months. The day-to-day
design and development workflow was conducted in smaller sprints leading
into bi-weekly meetings in which progress within the general workflow was
discussed.

Drawing on the rich literature on artifact evaluation practices, the project
workflow was constructed with an emphasis on the iterative integration of
cyclical evaluation results [10]. Figure D.1 displays the project workflow. The
artifact design process was conducted with cyclical ex-ante stakeholder eval-
uations of the artifact requirements, alongside an ex-post evaluation cycle
following the conclusion of the present iteration [36]. The evaluation pro-
cess delineates a data-driven evaluation format in which granular blockchain
transaction data is prepared for network analysis and cursively matched with
publically available online data through non-participatory observation of users
posting about the artifact on the social media pages Twitter and Facebook.
The collection of qualitative data was conducted in accordance with the prin-
ciples of netnography [17]. We observed online communities emerging around
the artifact and gathered publicly available information, establishing context
for the quantitative analysis.

Artifact Requirements for the Pilot Project The elicitation of effective
artifact requirements [11] was subject to multiple cycles of ex-ante evaluation
cycles, resulting in the version of the requirements presented in Table D.1
[36] A target user profile was drawn from a synthesis of the extant literature
on ICT and financial inclusion in emerging economies and injected into the
requirements elicitation process [34]. The artifact requirements were initially
targeted at a small user population, believed to be able to persuasively enroll
users with similar needs [9].
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Table D.1 The artifact requirements for the present iteration

Requirement Description

A Low-cost transaction
processing and stimulus
distribution

(I) The artifact pilot must compute peer-
to-peer transactions at a low-cost ratio to
facilitate small transactions. (II) The arti-
fact must facilitate the issuance of stimu-
lus payments directly to active stakehold-
ers’ wallets.

B Usability and accessi-
bility

(I) The artifact must be accessible with low
hardware requirements in order to embrace
financial inclusion. (II) The artifact pilot
must exhibit a capacity for persuasive en-
rollment and subsequent retention of stake-
holders, through visible growth of the ac-
tive stakeholder count, using only minor
resources for dissemination and enrollment
efforts.

C Commercial viability The artifact pilot should prove commer-
cially viable through gradual integration
into real (external) commercial activities.

Artifact Demonstration and the Global Pilot Design

The current iteration of the artifact comprises a set of six smart contracts,
deployed on the Ethereum blockchain and the Fuse sidechain in parallel (Fig-
ure D.2). The Ethereum blockchain was chosen due to the high level of se-
curity and wealth of developer tooling available. The Fuse sidechain is a
replicated version of the Ethereum blockchain, utilizing a ‘delegated proof
of stake mechanism’. The Fuse sidechain requires fewer servers on the net-
work, which facilitates fast low-cost transaction processing1. In comparison,
the virtual machines of both blockchains are fairly similar, whereas the Fuse
sidechain sacrifices decentralization in order to gain a scalability advantage
over Ethereum. We balance the lower level of decentralization on the Fuse
blockchain by deploying the contracts with the largest security requirements
on the Ethereum blockchain, whilst deploying the contracts with a lot of
transactions on the Fuse blockchain. Because the Fuse blockchain is a repli-
cated low-cost environment to Ethereum, the smart contracts can communi-
cate through a ‘bridge-contract’. A simple browser-based user interface (UI)
was designed for browser and mobile accessibility. Through the UI the user
can compute (I) transactions (send and receive) of tokens, and (II) ‘claims’
of basic income stipends in tokens issued in cyclical intervals. The contract

1https://docs.fuse.io/the-fuse-chain/overview, accessed Jul 2021

https://docs.fuse.io/the-fuse-chain/overview
Viking
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Figure D.2: Artifact overview and critical flows between smart contracts

system taxonomy is constructed as follows: The token is the primary unit
of exchange for the artifact. It maintains the balance of all user’s addresses
and acts as a claim on the yield generated by the crypto assets in the Reserve
contract. Computing transactions through the UI communicates directly with
the Token contract interface. Prior to computing any transaction, the Token
checks the recipient’s address with the Identity contract, which stores a list
of approved addresses. To become approved, users must execute a signup
verification flow utilizing their email address, through which a single token is
issued to the address through the First Claim Reserve contract.

Supporters can contribute crypto assets to the Fund Manager contract
which allocates funds to third-party applications, generating interest yield
through lending the donated crypto assets on a money market2. The yield
generated by the Fund Manager is sent to the Reserve contract, where tokens

2For the current iteration of the artifact, the Fund Manager allocates funds to ‘Com-
pound’ a smart contract-based money market where borrowers of crypto assets pay a variable
interest rate to lenders. The interests generated by the Fund Manager are submitted to the
Reserve. We invite the reader to view ‘Compound’ on compound.finance.

compound.finance
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are minted at a free-floating ratio to the USD value of the assets in the reserve,
approximating an exchange rate of $0.0001 per token. Buyers, who wish to
purchase Tokens, can do so directly from the Reserve contract by sending a
transaction in any approved crypto asset to the Reserve. The Reserve contract
then allocates Tokens to the DAO contract, which submits a stipulated amount
to the Basic Income contract. The Basic Income contract stipulates an ‘active
period’ in which a given amount of tokens is allocated for claiming by verified
users. Users call the ‘claim’ function in the Basic Income contract through
the UI, triggering a transaction of the daily stipend to their accounts. For
the nine-month pilot, stakeholders were able to ‘claim’ tokens from the Basic
Income contract at a daily cadence. Additional allocations of the tokens were
made to referral contracts through which stakeholders could refer friends for
an additional sign-up bonus.

Artifact Evaluation

We follow a data-driven evaluation format in which blockchain transaction
data is prepared for network analysis and checked against qualitative user
data obtained through netnographic observational studies of user behavior
in online communities [36]. In Table D.2 we summarize the results of the
evaluation process by mapping the artifact requirements against the observed
behavior.

The current iteration of the artifact was deployed on the Ethereum and
Fuse networks and opened to use on 01.08.2020. Over the course of nine
months, the artifact processed 6.6 million transactions amongst 189,379 veri-
fied individuals. The mean transaction fee stood at $0.00001, or 1/1000 of a
cent, per transaction with an average processing time of 2.5 seconds. The aver-
age transaction value is $0.045, with a total of 151,858 participants computing
three or more transactions. Through the course of the pilot, 44 donations were
made to the Fund Manager. The contract currently holds crypto assets valued
at about $120,000 which yielded an average return of 5.56% p.a. for the du-
ration of the pilot. We explored the dataset utilizing a graph-based network
analysis, in the open-source network analysis tool Gephi, creating a network
graph with a randomized sample ratio of 1:54 of the total data set. Nodes
represent individual addresses, colored by their number of connected edges.
Edges are weighted and represent transaction volumes (Figure D.2).

As evident, most transactions on the network are computed by claimers
(6.3 million), withdrawing a daily stipend from the Basic Income contract,
indicating a dominant ‘claim and hold’ pattern where stakeholders sign up
and use the artifact to claim the tokens successively (with some stakeholders
having claimed up to 250 times). This pattern is partially confirmed by the
large number of stakeholders claiming from several generations of the Basic
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Figure D.3: Network analysis of transactions

Income contracts (BI1-BI2)3

Throughout the nine-month pilot phase, we noted the appearance of sev-
eral interesting transaction clusters. The qualitative data collected through
the netnographic method linked these clusters to organically emerging mar-
ketplaces, in which stakeholders traded items, services, or other crypto assets
against the token on decentralized exchanges (purple nodes).

This revealed several fascinating stories warranting deeper empirical study
of user behavior, including (I) a group of stakeholders organizing through Face-
book to build an online portal for the sale and listing of used items traded with
the artifact Token (Marketplace 1), and (II) a liquid market for the token on
a pre-existing decentralized exchange where stakeholders appear to be trad-
ing the token against other crypto assets, outside of the minting price range

3Please Note: Due to a technical issue, the Basic Income contract was redeployed midway
through the pilot (BI1-BI2).
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(Marketplace 2). The most recent evaluation cycle was completed following
the recent conclusion of the pilot phase. Table D.2 summarizes these results.

Discussion and Interim Conclusions

While it is not yet clear whether the group of technologies associated with
the term ‘blockchain technology’ in the IS literature, is the appropriate design
choice for financial infrastructure in emerging economies, the ongoing work
presented here provides guidance on the feasibility of implementing a basic
artifact for the emerging markets context. The ongoing work presented here
is guided by the broadly posed research question: “How can blockchain tech-
nology support basic financial infrastructure for use in emerging economies?”.
Through the design, development, and evaluation of a blockchain-based IT-
artifact, we demonstrate the feasibility of implementing a modest digital wallet
with the ability to process transactions and distribute basic-income stimulus
payments to stakeholders.

In the ongoing pursuit of the research question, we define three key prod-
uct requirements in collaboration with a small team of stakeholders at an
NGO, drawing on the DSR methodology. The product requirements were
designed in collaboration with the NGO design partners and delineated the
ideal properties for future iterations of this artifact. We find that an ideal
iteration of the artifact must (I) process transactions with a low-cost base to
facilitate direct stimulus or universal basic income payments to wallets (II) be
accessible for use on low-cost smartphones with an internet connection and
(III) facilitate commercial transactions between a large set of users, facilitating
real economic value creation. We document the current progress on achieving
these requirements through the deployment of a nine-month prototype. The
prototype utilizes blockchain side-chain architecture as a scaling mechanism,
conducting over 6.6 million transactions between 189,379 verified individu-
als across multiple emerging economies over the course of nine months. The
present iteration of the artifact utilizes a test deployment of a UBI scheme
by which stakeholders can withdraw tokens minted against a claim in a re-
serve. This appears to have introduced strong growth incentives resulting in
relatively fast adoption of the prototype amongst a wide userbase, however,
it does not appear to have generated a large amount of authentic economic
transactions between the stakeholders at this point.

Given the ongoing nature of the design process for the iteration of the
artifact presented in this preliminary paper, there are multiple limitations to
the present study. Primarily, the design risk for the viability of the present
iteration of the artifact is social and user-oriented [36]. While the artifact
is designed for organic growth through commercial adoption in emerging
economies, the present study does not address or document the user expe-
rience of stakeholders in emerging economies. As a consequence, the interpre-
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Table D.2 The artifact requirements for the present iteration

Requirement Description

A Low-cost transac-
tion processing and
stimulus distribution

The requirement was addressed: The side-
chain architecture has proven efficient in
computing transactions at a cost ratio
far below the costs on the Ethereum
blockchain. The average transaction cost
does not appear to have restrained the
distribution of basic income payments to
users’ digital wallets.

B Usability and accessi-
bility

The requirement was addressed: The ar-
tifact is accessible with an internet con-
nection via regular browsers and supports
lower-end mobiles such as featurephones.
Furthermore, the surprisingly rapid growth
of stakeholders using the pilot version of
the artifact to claim a daily stipend and the
popularity of the referral campaigns is in-
dicative of the capacity of organic growth.
We interpret the prevalence of users claim-
ing regularly as indicative that users are
reasonably comfortable using the artifact.

C Commercial viability The requirement was insufficiently ad-
dressed: The data set revealed interesting
activities conducive to minor commercial
activities settled in the artifact. Yet, the
prevalence of the passive ‘claim-and-hold’
pattern, is indicative that a large number
of passive stakeholders appear to be claim-
ing the token with the hope that it will
appreciate in value over time. This pat-
tern does not make any clear indication of
the feasibility that the artifact can support
commercial processes in an emerging econ-
omy. Evaluating the commercial viability
of the artifact is likely to require on-the-
ground empirical studies of stakeholder en-
gagement with the artifact.

Viking

Viking

Viking

Viking



CHAPTER D. BLOCKCHAIN-BASED INFRASTRUCTURE FOR
EMERGING ECONOMIES 123

tation of the provisional findings presented in this paper is liable to Type I
errors, known as false positives [26].

While the artifact provides an indication of the feasibility of implementing
financial infrastructure with blockchain technology, extensive empirical trials
in emerging economies are a requisite, if a contribution to the IS literature on
financial inclusion is to be made. Empirical trials must emphasize the path to
adoption by linking transactional data to behavioral and observational data,
contributing a new level of granularity in the collection of empirical data on
emerging economies [21]. Future work on this artifact will include an expan-
sion of the research design with a comparable study in which the artifact is
benchmarked with existing financial services in emerging economies. Addi-
tionally, we intend to conduct a variety of improvements and enhancements
whilst designing additional empirical trials to better gauge user behavior. For
the prototype presented here, we omit discussion on certain crucial qualifiers
for financial infrastructure. Given the pseudonymous nature of accounts on
Ethereum, privacy features are a necessary requirement for real-world suc-
cess.
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Abstract Blockchain-based tokens seek to overcome the friction and opa-
queness of the legacy financial infrastructure in the company funding process,
particularly in the early-stage and equity crowdfunding domain. While Initial
Coin Offerings and Security Token Offerings proposed a solution for crowd-
funding, early-stage companies still face challenges in using blockchain as an al-
ternative equity funding infrastructure. In this context, the idea of blockchain-
based equity tokens remains hypothetical. In addition, the literature lacks a
design theory for the development and implementation of blockchain-based
equity tokens. This research bridges this gap by designing, developing, and
evaluating an equity token prototype for crowdfunding, following the design
science research approach. We propose a refined crowdfunding model and
derive seven design principles that contribute to the design theory of equity
tokens. The research results show that blockchain-based equity tokens im-
prove efficiency, transparency, and interoperability while meeting regulatory
requirements and facilitating secondary market trading.

Keywords Blockchain, Design science, Equity crowdfunding, Initial coin
offering, Security token offering, Tokens
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Introduction

Entrepreneurship is a desirable goal for economies to foster innovation, stim-
ulate economic growth, and create employment [24, 11, 66]. During the early
stages of entrepreneurship, funding is often indispensable to drive forward
and implement an idea or a project. Therefore, funding as a method of rais-
ing capital outside of operating cash flow is of utmost importance to mit-
igate early-stage companies’ operational risks and secure long-term growth.
However, entrepreneurs still face various problems during and upon a tradi-
tional early-stage funding process, including geographical constraints, exclu-
sive networks, and the involvement of multiple intermediaries [24, 20, 23]. In
addition, it is slow and expensive owing to the plethora of intermediaries in-
volved [20, 13, 31]. In an endeavor to improve early-stage funding, equity
crowdfunding emerged as an alternative funding tool, reaching a total fund-
ing amount of over $1.5bn globally in 2018 [10]. Equity crowdfunding is a
crowd-based form of issuing company shares in exchange for capital via an
Internet platform giving investors equity-like rights. These rights make eq-
uity crowdfunding more similar to the issuance of shares than they mimic the
idea of donation- or reward-based crowdfunding [37, 51, 22]. Although eq-
uity crowdfunding optimizes prior forms of early-stage funding, it lacks broad
liquidity, entails bureaucracy and high administrative costs while still relying
on trusted intermediaries, such as centralized platform providers [81, 8, 63].
Initial Coin Offering (ICO) via blockchain technology proposed an alternative
approach to traditional crowdfunding and enabled more efficient crowdfunding
processes, thus, democratizing early-stage investments [37, 13]. In an ICO, in-
vestors generally trade in their cryptocurrency in exchange for a utility token,
representing the right to use a particular offered service [12, 34]. Following
substantial growth in 2017 ($6.2 bn) and 2018 ($7.8 bn), total funds raised
through ICOs decreased to $0.3 bn in 2019 [40]. Consequently, initial enthusi-
asm has turned into declining investment in ICOs, mainly because of unclear
regulation, limited configurability, and insufficient investor protection [44].
The stagnant technological improvement of the traditional funding process
and the lack of regulatory compliance of ICOs led to the latest development
of Security Token Offering (STO). A security token is a digital representa-
tion of particular security issued and managed on a blockchain using smart
contracts and computer code that executes arbitrary business logic [75, 34].
Unlike utility tokens, security tokens issued via STOs comply with regulatory
requirements by default, grant the token holder an underlying value, and,
eventually, present a more mature form of token sales [49, 50, 42]. As such,
STOs can be seen as an alternative to equity crowdfunding platforms. Thus,
we state that blockchain technology improves the efficiency, transparency, and
interoperability of conventional equity crowdfunding. In addition, the config-
urability of smart contracts allows regulatory compliance and creates liquidity,
facilitating trading in the secondary market. Even though researchers recog-
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nize the value of blockchain for equity crowdfunding, theory in this area is
limited [36]. In sum, existing research [37, 81, 1] focuses on the potential of
blockchain for equity crowdfunding but lacks design knowledge in this context.
However, design theory is a prerequisite to understanding how such systems
should be implemented and effectively foster added value [62, 6]. To address
this gap, we define the following research questions:

RQ: How can blockchain be incorporated as an alternative infrastructure
for equity crowdfunding?

Our research objective is to bridge the identified gap in the IS litera-
ture and answer the question by designing, implementing, and evaluating a
blockchain-based equity token prototype following the design science research
(DSR) paradigm [32, 38, 48]. In doing so, we aim to respond to Treiblmaier
et al. [76] call to design a security token and explore its potential to reduce
information asymmetries, improve operations, and ultimately allocate capital
more efficiently. In addition, we take up the research agenda by Kranz et al.
[42] and the call of Perdana et al. [59] and focus on a particular security token,
i.e., an equity token. This paper is the first to design a blockchain-based equity
token for crowdfunding to the best of our knowledge. Overall, we seek to make
the following primary contributions. First, developing a blockchain prototype
will allow us to gain practical insights into the opportunities and challenges of
implementing complex blockchain-based solutions, expanding the blockchain-
based equity token research, and the early-stage funding fields. Second, we
seek to deepen the understanding of mandatory requirements and the infinite
design space of blockchain-based equity tokens, contributing to design theory
in this field by developing and evaluating an instantiation of a blockchain-
based equity token for crowdfunding. Third, we extend the crowdfunding
model developed by Haas et al. [33] by outsourcing traditional financial and
operational services to smart contracts and adding new stakeholders. Fourth,
we seek to derive seven generalized design principles (DP) to guide the design
and development of blockchain-based equity tokens. The remainder of this
paper is structured as follows: In Section 2, we present the principles of tra-
ditional early-stage funding and equity crowdfunding, followed by blockchain-
based crowdfunding. Next, in Section 3, we present our DSR approach, while
in Section 4, we elaborate on the instance problem, i.e., equity crowdfunding.
Section 5 shows the derived software requirements and provides a detailed
account of the software prototype development. In Section 6, we evaluate the
prototype and the research approach. Section 7 generalizes and discusses the
results based on both the literature and semi-structured interviews and de-
rives design principles. We conclude with a summary, highlighting limitations
and outlining future research directions in Section 8.
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Background

Early-stage Funding and Equity Crowdfunding

Early-stage funding Entrepreneurship is a pursuable goal in every econ-
omy as literature has long identified the role of entrepreneurship in enhancing
innovation, economic growth, and job creation [24, 11, 66]. When looking to
thrive on an idea or project, early-stage entrepreneurial funding is often in-
evitable. However, due to the short business history, funding instruments like
loans or bonds provided by financial institutions or other market participants
are not available [31, 77]. Thus, the financing of early-stage companies takes
place in the private market through the issuance of large investment tickets,
which excludes small investors from participating in these companies. Con-
sequently, this led to the establishment of an inaccessible and concentrated
market for early-stage funding with specialized participants [18]. In particu-
lar, specialized intermediaries, which are reputed to be experienced with high
uncertainty and principal-agent problems in entrepreneurial financing, serve
the market [31, 17]. In this context, the US-style venture capital process has
been subject to criticism ever since and is regarded as one of the major con-
straints for the full exploitation of the economic potential of entrepreneurship
[24, 20, 23]. The process of entrepreneurial funding takes a substantial amount
of time, involves many different parties, leads to cumbersome bureaucracy re-
garding the preparation of contracts, and requires sound knowledge and a
personal network in the industry. In addition, it is slow and expensive owing
to the plethora of intermediaries involved [20, 13, 31, 70]. Consequently, this
stagnant funding process led entrepreneurs to look for ways to improve the
traditional venture capital funding system [7].

Equity crowdfunding Equity crowdfunding platforms are a promising im-
provement heavily discussed in the literature [51, 22]. Equity crowdfunding is
a crowd-based form of issuing company shares in exchange for capital via an
Internet platform [22]. Websites usually host these platforms, while web-based
software often facilitates interaction between entrepreneurs and investors will-
ing to fund their projects [77]. While in the traditional system, money is
provided towards selected projects, crowdfunding can be accessed by a larger
group that decides to invest a smaller contribution into a potentially suc-
cessful company [70]. For example, EquityNet offers companies a platform
to promote their venture, including business cases and financial figures. The
investment in a company is a stark contrast to well-known fundraising plat-
forms like Kickstarter and GoFundMe, which are raising money for a project
without expectation of return (i.e., they are in contrast to donation-based or
reward-based for non-monetary rewards) [37, 51]. Both conventional and eq-
uity crowdfunding share common characteristics: Early and global access via
an Internet platform makes it possible to gather a contributing community
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around the company from the very beginning. Therefore, these crowdfunding
mechanisms facilitate the attraction of investors, create a brand, and increase
media coverage [37, 77]. Yet, crowd interest is often more diverse and involves
social intent [77], and crowdfunding investments are spread across a broader
range of companies than traditional venture capital. But whereas Kickstarter
has revolutionized the fundraising space for reward-based projects, the adop-
tion of equity crowdfunding platforms is still limited [12]. In sum, our litera-
ture analysis reveals that there is no overall satisfying funding mechanism to
answer the specific needs of early-stage companies in a fast, affordable, and
equal manner. Thus, we explore a novel blockchain-based funding mechanism
that tries to address the shortfalls to bring equal benefits to entrepreneurs and
investors.

Blockchain-based Crowdfunding

Blockchain The interest of academia and practice in blockchain technology
first arose after the Bitcoin white paper by Nakamoto [52], who proposed a
peer-to-peer (P2P) digital currency. Many researchers and practitioners state
that blockchain can radically change an extensive range of business processes
[52, 55, 62]. Blockchain describes a distributed ledger that records and secures
transactions in a decentralized network [62]. A trust-free consensus algorithm,
run by the participating nodes, determines the order of all executed transac-
tions and the currently valid blockchain state [30].1 In addition, blockchain
describes an algorithmic protocol with the potential for global disintermedia-
tion through the decentralization of transaction confirmation between partic-
ipants who previously did not trust one another [72]. With its decentralized
application platform, using a virtual machine (EVM) and a built-in Turing-
complete programming language, the Ethereum blockchain facilitates the use
of smart contracts [9]. Smart contracts describe an algorithmic transaction
protocol that automatically executes the terms of a contract on a blockchain
to achieve trust between two or more unacquainted participants [73]. The
consensus protocol ensures the enforcement of these scripts and can reduce
transaction costs and improve settlement speed [6, 30, 73].

Blockchain tokens and distribution A token is a series of characters that
identifies a specific asset right or asset class [71]. Technically tokens can be
used in several cases, e.g., in an internal unit of account, in the facilitation of
transactions, or to grant token holders certain types of privileged access [9, 71].
While a native token is deeply implemented on the blockchain protocol (e.g.,
Bitcoin or Ether), tokens issued on top of the blockchain layer are usually
managed by smart contracts [39, 34]. Since the Ethereum blockchain was the

1A consensus algorithm is only purely considered trust-free if it does not rely on trusted
validating nodes, e.g., in the context of a private blockchain.
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Table E.1 ERC Token Standards on the Ethereum Blockchain.

Token type Fungible Non-
fungible

Multiple Security-
token

Characteristics Divisible Unique Divisible and
unique

Regulatorily
compliant

Use cases Currencies,
access or
voting rights

Collectibles,
tickets, dig-
ital artwork

Equity, real
estate, in-
game items

Financial
securities

first to allow for implementing business logic using smart contracts, different
standards of the token interface have emerged over the years to ensure inter-
operability on the platform. The Ethereum community, developer, and token
holders can propose improvements (EIP, Ethereum Improvement Proposals)
on smart contract functionalities, resulting in the relevant Ethereum Request
for Comments (ERC), such as ERC20, ERC721, ERC1155, and EIP1400 (see
Table E.1). Chiefly, tokens can be divided into utility and security tokens.
Utility tokens are issued via Initial Coin Offerings (ICOs) and provide access
or payment to digital services, granting the issuing company complete con-
trol over which rights and claims are connected to the token [12, 34]. The
literature confirms the benefits of ICOs as a funding alternative over tradi-
tional crowdfunding methods [29, 3] and extensively analyzes its success fac-
tors [14, 27, 46, 57]. However, ICO tokens also have drawbacks that negatively
affect the use of the platform. Although the flexibility can explain the previ-
ous dominance of utility tokens, the issuing company, regulatory loopholes, a
broad investing community, and the efficiency of blockchain [15], the majority
of ICOs may have been misguided or even fraudulent with no intention of
fulfilling the project pipeline [43] Concerns have been raised about the lack
of regulatory compliance and basic investor protections, as ICO tokens are
considered securities in disguise, owing to their reward-based character [44].
In addition, there is a lack of incorporating real-world security regulations on
the blockchain and supervising mechanisms steering the company [79]. Con-
sequently, ICO success is bound to the attractiveness of the underlying value,
e.g., the company and the granted token rights. However, often the token
issued does not inhibit rights and thus has no underlying value. Recently, the
advancement of ICOs to security token offerings (STOs) holds new promises
for token-based funding [50]. Unlike ICOs, STOs cater for the whole fund-
ing lifecycle, i.e., issuance, maintenance, dissolvment, regular communication
(e.g., quarterly reporting), voting rights, and equity-specific transactions (e.g.,
dividends). In addition, STOs apply to cross-border regulation with on-chain
and off-chain interactions by design using programmable smart contracts and
hence present a more mature form of token sales [49, 42]. Security tokens
represent tokenized ownership, i.e., a digital representation thereof, and are

Viking

Viking

Viking
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subject to security regulation [75, 34]. Equity tokens are a subclass of security
tokens and represent ownership of equity that entails rights and obligations
under equity legislation, e.g., the right to dividends or voting rights. Thus,
equity tokens are digital representations of shares on a blockchain [34] On the
other hand, a vast number of decentralized finance (DeFi) projects, such as
Uniswap, Aave, or Curve, primarily emulate ownership by issuing governance
tokens. However, these governance tokens only grant utility token-like rights
to these DeFi protocols, i.e., voting rights in project development, and thus
do not represent a regulated form of a security, or more specifically, an equity
token for these projects [65]. Both utility and security tokens are fungible
and tradable, but their value is derived differently from the underlying asset
or service they represent [75]. Due to the infinite design options and legal
complexity, it is not easy to classify tokens, and in fact, many tokens are be-
tween the categories of utility and security. If a token is either a utility or
security is commonly tested by a legal precedent determining security status.
In this context, the Security Exchange Commission (SEC) in the U.S. has
developed the Howey test to assess whether a token can be classified as a
security and thus needs to be regulated. The SEC Howey Test has evolved
as a de facto simplifying standard within the blockchain community once a
token is considered a security. According to the test, a token will be classified
as security if all four of the following requirements are fulfilled: (i) invest-
ment of money, (ii) common enterprise, (iii) profit expectation, and (iv) solely
on the effort of others. The legal status of utility tokens is surrounded by
controversy due to the grey area of their true economic value. Accordingly,
regulation across the globe has been different, ranging from pending regula-
tion to promotion on a case-by-case evaluation to outright ban [43] Security
tokens go along with a more expensive initial registration, more obligations
to investors during the lifecycle of the security, and potential fines if investor
rights are not met [15]. In what follows, we take the U.S. law as our starting
point and therefore cannot ensure that it applies to early-stage companies in
other jurisdictions. An early-stage company could circumvent traditional eq-
uity funding vehicles like venture capital or private equity by issuing equity
tokens through blockchain. The token issuance process purely relies on P2P
mechanisms instead of the matchmaking process by crowdfunding platforms
and banks between campaign creators and potential investors [33, 67]. Unlike
conventional crowdfunding, token sales offer common advantages that make
it more attractive to global investors. There is a deeper pool of liquidity, and
ownership becomes divisible and thus tradable [2]. Companies can develop
their proprietary blockchain protocol to issue and sell native tokens [29] or
use existing infrastructure, e.g., the Ethereum blockchain, and sell on-chain
utility tokens [2, 14]. Even though researchers recognize the merits of token
sales, the literature on blockchain-based crowdfunding is limited. Arifin et
al. [1] propose that blockchain-based crowdfunding can leverage financial in-
clusion and reduce challenges associated with platform operators. Zhu and
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Zhou [81] analyze blockchain-based equity crowdfunding in China and find
that blockchain can reduce friction, thus facilitating the circulation of equity
shares. In addition, blockchain enables P2P transactions, improves gover-
nance, and provides regulators with necessary market information [81] In a
Delphi Study, Heieck [37] confirmed driving the merits of blockchain-based
equity crowdfunding. They find that specific driving forces positively (e.g.,
costs from equity funding) and negatively (e.g., asymmetric information) af-
fect equity funding. While Hartmann et al. [36] reveal success factors for
conventional and blockchain-based crowdfunding and propose future research
in this area, Stekli and Cali [69] show that equity crowdfunding via blockchain
facilitates the financing of clean energy projects. Overall, blockchain technol-
ogy has given entrepreneurs the capability of creating and issuing tokens for
fundraising. Regulatory-compliant security tokens, including equity tokens,
reduce the trust barrier that ICOs and traditional equity crowdfunding strug-
gled with. However, equity tokens are nascent and must be designed correctly
to comply with laws and regulations, ultimately reshaping the landscape of
funding, entrepreneurship, and innovation [67, 80].

Method

To develop an equity token, we followed the DSR approach [32, 38, 5]. DSR
generally seeks to solve an identified problem in a build-and-evaluate process
that ultimately produces purposeful design artifacts [38]. Further, DSR’s out-
put can be constructs, models, methods, and instantiations, while a prototype
is a typical instantiation [48]. In the end, the derived knowledge should be
generalizable and, therefore, applicable to similar settings. To achieve this, we
drew on both the early-stage funding and the blockchain literature when de-
veloping our blockchain prototype, deriving generalizable knowledge in a two-
step evaluation. We addressed the shortfalls of the crowdfunding process and
ICOs by developing and evaluating an instantiation of a blockchain-based eq-
uity token. We applied Peffers et al.‘s [58] widely accepted research approach
to structure our research (see Figure E.1). We iteratively used the design
and development, demonstration, and evaluation steps [5, 58] The following
steps guide this research: Our research is motivated by a lack of knowledge
on the design of equity tokens and their applicability. We identified tradi-
tional early-stage funding as a practically relevant problem that blockchain
technology could improve [23, 31, 22, 81, 8]. We analyzed traditional equity
crowdfunding problem areas and the first wave of blockchain-based solutions,
i.e., ICOs. Major problems in the traditional equity crowdfunding domain
include the credibility of crowdfunding platforms, a lack of secondary market
trading, and high administration costs [81, 8, 63]. In contrast, ICOs pose
great challenges, including missing underlying value, the need to comply with
current regulations, and allowing for higher interventions [15, 79]. To address
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Figure E.1: Research process (adapted from Peffers et al. [58])

the identified challenges, we use both the areas for improvement of equity
crowdfunding (EC-AfI) and ICOs (ICO-AfI) to derive design objectives (DOs)
that an improved solution must fulfill. Furthermore, we built our derivation
of DOs on the literature on equity crowdfunding and blockchain technology
and the examination of past ICOs. Accordingly, we elaborate on 14 DOs
for the software prototype design, implementation, and evaluation. The DOs
were a starting point for the development stage. As is standard in software
development, we defined the required data types and the intended solution
methods. Based on the defined DOs, we implemented our equity token with
additional emission and transaction protocols. We developed the prototype
in an Ethereum environment since it is considered a matured platform for
smart contract development [78] Finally, we conducted seven semi-structured
expert interviews. This procedure allowed us to get feedback from experts on
our reference implementation and the application of blockchain technology for
equity tokens, which was fundamental to generalize from an instance solution
to an abstract solution (see Figure E.2).

Problem Identification and Design Objectives

Limitations in the early-stage funding process are regarded as one major con-
straint for better exploitation of the economic potential of entrepreneurship
[24, 20, 23]. In the background section, we point out several problems for
early-stage equity funding raised in the equity crowdfunding literature. We
argue that blockchain technology—a technology that enables trust among par-
ticipants and automates business logic [30]—has the potential to address the
raised deficits. ICOs promise to offer a blockchain-based alternative for crowd-
funding but do not use the tokenization of equity.
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Figure E.2: Design science research: concretization and abstraction

Dimension Area for im-
provement

Description of the status quo

Trust EC-AfI01:
Credibility of
crowdfunding
platforms

Shares of a crowdfunding company are not
registered at a credible registry or traded on
a reliable settlement system like public stock
exchange systems. Equity crowdfunding in-
stead relies on centralized organizations that
typically have lower levels of regulation than
the conventional stock market. Hence, eq-
uity crowdfunding registration and manage-
ment are less secure, jeopardizing investment
capital [81]
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Infra-
structure

EC-AfI02:
Missing
secondary
market

In equity-based crowdfunding, investors only
have limited exit options, e.g., share buy-
back schemes, trade sales, or sales on the
stock market after an initial public offering.
In traditional stock markets, investors can
sell their assets through secondary markets
to other investors [68], often lacking in eq-
uity crowdfunding [28]. Thus, investors face
much higher lock-in effects, limiting effective
equity circulation and ultimately discourag-
ing potential investors [81, 63]

Costs EC-AfI03:
High admin-
istration/
transaction
costs

Administrative processes in crowdfunding are
generally based on paper documents, e.g.,
for registering shareholders. As investors
are usually distributed regionally, there is a
strong reliance on signatures and postal mail
to exchange relevant documents. Such pro-
cesses are time-consuming and correspond-
ingly expensive [8, 68]

Compliance ICO-AfI02:
Not com-
pliant with
current regu-
lations

Utility tokens do not have standard investor
protections, including the ability to track
ownership and identity. However, profes-
sional investors generally demand these prop-
erties [79]. In addition, existing ICOs and
their token architecture on the Ethereum
platform offer no built-in mechanisms for
regulatory enforcement, e.g., Know-Your-
Customer (KYC), Anti-Money-Laundering
(AML), or token-level restrictions [64]. Al-
though certain ICOs implemented legitima-
tion processes, there was a lack of built-in
regulation for selling these tokens to other
unverified market participants [15]

Compliance ICO-AfI03:
Incompatible
with higher
interventions

There is a lack of operating tokens by third
parties. There are several arguments for
higher interventions: lost keys, unauthorized
ownership, fraud, or crime—requiring access
by third parties [14]
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Compliance ICO-AfI04:
No reporting
standards

ICO projects are often subject to an openly
accessible crowd due diligence before token
issuance, helping auditors retrieve transac-
tion data early on [80, 16]. However, there is
no requirement to broadcast the company’s
performance upon successful funding, e.g.,
through quarterly financial statements, KPIs,
or ad hoc messages [79]. Therefore, a multi-
tude of ICOs does not include reporting stan-
dards

Governance ICO-AfI05:
Conflict
with the en-
trepreneurial
funding cycle

Traditionally, early-stage funding comes with
a system of checks and balances to align the
interests of investors and companies. In con-
trast, ICOs are the only funding event, with
tokens often capped to realize maximum re-
turns [12]. Thus, this model incentivizes
founders to raise too much money too early,
presumably leading to a waste of resources
[60]

Technology ICO-AfI06:
Inflexible
architecture

ICOs lack upgradability. This inflexibility in
smart contract design leads to vulnerabilities.
Creating future-proof smart contracts will re-
quire the ability to easily upgrade for vulner-
abilities [4]

Technology ICO-AfI07:
Limited con-
figurability

The characteristics of an investment con-
tract for early-stage equity are manifold, ow-
ing to the variety of business models, team
compositions, and different environments.
ICOs—and utility tokens—offer minimal de-
sign options

Technology ICO-AfI08:
Risks in the
code

The security of blockchain-based applications
depends not only on the base layer but also on
the smart contract. Largely, ICOs did not fol-
low audited token standards beyond ERC20
as they were not in place [35]. Equity tokens
could implement country-specific regulatory
standards, which once audited enforce trans-
action regulations and be shared openly

Table E.2: Areas for Improvement

As the funding mechanisms show potential for improvement, we derive
several AfIs from the relevant literature (see Table E.2). To ensure a practical
improvement compared to conventional funding, we enrich the shortfalls de-
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rived in the literature with case-specific insights from real-world funding. In
particular, one of the authors conducted a conventional funding process over
twelve months as the leading manager in a startup. Please note that we follow
U.S. regulations when considering compliance.

Dim-
ension

Design
objective

Description Evaluation
criteria

Addressed
AfI

Business
Logic

DO01:
Define and
enforce
specific
character-
istics of
equity

The prototype should in-
clude the key character-
istics of equity regarding
the entire lifecycle, e.g., is-
suance, maintenance, dis-
solvent, regular communi-
cation (e.g., quarterly re-
porting), voting rights, and
equity-specific transactions
(e.g., dividends)

Implemen-
tation and
enforce-
ment

ICO-AfI01
ICO-AfI02
ICO-AfI04
ICO-AfI05

Com-
pliance

DO02:
Define and
enforce
regulatory
require-
ments

The prototype must com-
ply with current regulatory
requirements. In partic-
ular, it must implement
personal identification
processes (KYC/AML)
and token-level restric-
tions. These restrictions
consist of pre-transaction
checks for authorized and
accredited investors and
require the implementation
of nonfungible tokens

Implemen-
tation and
enforce-
ment

ICO-AfI01
ICO-AfI02

Tech-
nology

DO03:
Provide
global ac-
cess to all
investor
types

The prototype should tech-
nically allow for small in-
vestments without regional
censorship or discrimina-
tion since it is crucial to de-
mocratize investments into
startups, thereby enabling
funding [24]

The pos-
sible
number
of min.
invest-
ment and
fulfillment

Key re-
quirement
EC-AfI02
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Com-
pliance

DO04:
Provide a
framework
to hamper
fraud via
crowd due
diligence

Investors perform time
and resource-consuming
due diligence to assess
an early-stage company’s
potential value owing to
the large investment size.
Blockchain technology
allows for fragmented
investments, leading to a
decrease in the average in-
vestment ticket. Since this
development could reduce
due diligence efforts [24],
the solution must allow
for a uniform structured
discussion and review of a
venture for participants

Implemen-
tation and
enforce-
ment

EC-AfI01
ICO-AfI04

Tech-
nology

DO05:
Store and
process
data trans-
parently,
immutably,
and perma-
nently

Data should be as trans-
parent as possible to im-
prove audits. Nonethe-
less, regulatory and data
privacy considerations set
reasonable boundaries for
transparency. Further, to
avoid malicious changes in
related data, the prototype
must also process transac-
tions in a tamper-proof way
and store data persistently
and immutably

Fulfillment,
trans-
parency,
and trust
mecha-
nisms

Key re-
quirement
EC-AfI01
ICO-AfI02
ICO-AfI04

Techn-
ology

DO06: Re-
duce man-
ual activi-
ties

The manual activities in-
volved during the issuance
and management of the eq-
uity lifecycle should be au-
tomated to reduce costs
and the possibilities of
fraud

Manual
activities

Key re-
quirement
EC-AfI03

Techn-
ology

DO07:
Sufficient
transac-
tions

In an improved solution,
the number of transac-
tions should be manageable
without constraints

Throughput
rates

Key re-
quirement
EC-AfI02



CHAPTER E. KICKSTARTING BLOCKCHAIN: BLOCKCHAIN-BASED
EQUITY TOKEN 142

Gover-
nance

DO08: Al-
low process
interac-
tions

Blockchain technology en-
tails the ability to cut
intermediaries while still
incorporating governance.
Thus, the solution must al-
low for decentralized inter-
actions

Fulfillment Key re-
quirement
EC-AfI03

Techn-
ology

DO09:Ensure
liquidity
through
interoper-
ability

The entire infrastructure
stack must be fully func-
tional before tokens can be
issued and traded on sec-
ondary crypto exchanges.
The development should
comply with the ERC20
standard and state-of-the-
art EIPs to ensure interop-
erability

Interopera-
bility and
tradeabil-
ity

Key re-
quirement
EC-AfI02
ICO-AfI01

Gover-
nance

DO10:
Align in-
terests
by imple-
menting
supervision

The prototype must is-
sue funds with a system
of checks and balances as
an instrument to align the
interests of different par-
ties, e.g., voting mecha-
nisms for board-like deci-
sions or vesting periods

Fulfillment EC-AfI01
ICO-AfI04
ICO-AfI05
ICO-AfI07

Business
Logic

DO11: Al-
low multi-
stage fund-
ing

Subsequent tranches and
multistage funding allow
the alignment of interests
via conditional investments
and further erase full fund-
ing by integrating flexible
minting schemes. For mul-
tistage funding, the proto-
type must additionally in-
corporate common recapi-
talization mechanisms such
as pro-rata

Fulfillment ICO-AfI01
ICO-AfI05
ICO-AfI07
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Tech-
nology

DO12:
Design
the solu-
tion with
sufficient
flexibility

To allow for the individ-
ualization of investment
contracts in early-stage
companies, customization
of the contract during
the issuance process must
be possible. In addition,
upgradability features
for unforeseeable prob-
lems avoid later-stage
vulnerabilities

Usage
of stan-
dards and
proposals

ICO-AfI06
ICO-AfI08

Com-
pliance

DO13: Al-
low escrow
and higher
interven-
tions

The prototype should al-
low for third pary opera-
tions of accounts and thus
specific methods to autho-
rize third parties. While
higher intervention is nec-
essary for securities, escrow
is a common steering mech-
anism for special business
arrangements

Fulfillment EC-AfI01
ICO-AfI02
ICO-AfI03

Tech-
nology

DO14:
Embrace
standards
and sim-
plicity

Simplicity is vital to reduce
the risk of bugs and to
facilitate the possibility of
future adjustments. Thus,
the prototype should use
reviewed open-source stan-
dards (e.g., ERCs, white
papers) and proposals.
This enhances interop-
erability, community
interaction and reduces the
risk of untested code on
the application layer

Use of
stan-
dards and
proposals

EC-AfI01
ICO-AfI06
ICO-AfI08

Table E.3: The Design Objectives

Based on the identified AfIs of equity crowdfunding and ICOs, we followed
an iterative cycle of deriving DOs. Thus, a DO addresses one or multiple issues
(AfIs) raised in the application domain. We discussed possible DOs internally
and with other researchers and finally aggregated 14 DOs for our approach,
which directly informs the prototype development like software requirements.
For each DO evaluation, we defined criteria to evaluate the goodness of the
prototype, an essential requirement for rigorous DSR research (see Table E.3).
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Figure E.3: Class diagram of core building blocks

Design and Development

Prototype Design and Architecture

We implemented the prototype utilizing the public and permissionless Ethereum
blockchain [9]. A set of Ethereum smart contracts represent the necessary
business logic. Further, we used the InterPlanetary File System (IPFS) as
distributed storage technology [41] to facilitate effective document-sharing
(necessary for KYC/AML). Figure E.3 illustrates the building blocks of the
blockchain-based equity crowdfunding service ecosystem as a class diagram.
We emphasize a core token smart contract, handling critical functionality such
as transactions and accounting. Additionally, we deployed app-like smart con-
tracts addressing the needs of different agents (issuing company, attorney, in-
vestor), such as Know-Your-Customer (KYC) and equity prospectus. As seen
in Figure E.3, the core equity token implements basic functions for transfer-
ring tokens, obtaining account balances, getting the total supply of tokens,
and allowing approvals. Notably, the token standard informs the core token,
including the authorization layer of specific actions (modifier) [26] Each token
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is implemented and deployed in a separate smart contract. This practice is
common in smart contract design [25] and has several implications. Primarily,
it ensures the security aspect that each funding is independent of another—a
loss of access to one smart contract would not affect another. Companies
can issue multiple token types over time, each with different characteristics
for investors (e.g., class A or B shares), thereby addressing different investor
groups. The token type is traceable by a unique identification number and
is defined by pivotal metadata such as totalAmount and categoryShare, or to
which companyOwner the token belongs. Further, a company can increase
or reduce the number of previously issued tokens by issuing or burning them.
The architecture ensures backward compatibility with Ethereum token stan-
dards, such as ERC20, and relatively new proposals such as EIP1400 and
EIP1410 [25]. This compatibility is essential if one is to interoperate with
other implementations on Ethereum. The backward compatibility can be
turned on and off if new standards emerge. Once the smart contracts are de-
ployed on the Ethereum blockchain, it assigns addresses that make the smart
contracts publicly accessible. Multiple parties can then use the prototype.
Only the contracts’ addresses and knowledge of the public core functionalities
are required to interact with the prototype. Section 6.2. describes the token
issuance and token transaction in detail. To ease the interaction with the eq-
uity token we deployed app-like smart contracts for each party. For example,
the issuing company can provide necessary documents supporting the equity
issuance. The documents are uploaded on IPFS and linked to a transaction
on the blockchain. Furthermore, the investor can provide documents identify-
ing himself (KYC), a necessary process that we will elaborate on in the next
section.

Development and Prototype Features

Guided by Peffers et al.’s [58] DSR process and the software requirements
(DOs), we developed the prototype in iterative steps following a build-and-
evaluate process. For the sake of simplicity, within this paper, we demonstrate
three relevant prototype features: the KYC process, the issuing process, and
the transaction protocol. We selected these three features as the KYC process
is a distinctive feature for equity crowdfunding in contrast to ICOs, and the
token issuing process is relevant for crowdfunding in general. The last in-depth
feature, token transactions, are a technical core element for transferring value
on the blockchain and are of increasing importance owing to the transaction
restrictions required for equity tokens. All further functionality is described
in the appendix as well as documented in the open code repository.

The know-your-customer process The KYC process gains center stage
for equity crowdfunding: token ownership must be continually tracked in many
jurisdictions, and all investors must disclose their identities. Traditionally,
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passing a KYC process conducted by a third party such as a bank or an ex-
change requires a potential investor for identification and final authorization.
The KYC principle is crucial to fighting money laundering. Implementing the
process requires that investors upload certain documents (e.g., identification
documents, proof of residency), which the third party consequently autho-
rizes. To store uploaded documents, we used IPFS, which offers the benefits
of blockchain technology and is an efficient way to record documents per-
manently, securely, and transparently. Uploading encrypted documents with
IPFS returns a hash and a key. The investor uploads the document’s hash
and authorizes a third pary provider. Together with this message, they must
send a certain fee to pay for the KYC service. The third pary provider—in
our example, an attorney—retrieves the documents, audits them off-chain,
and either authorizeRequest or rejects the request. In both cases, the ac-
creditationFee is automatically transferred to the third party. After approval,
the investor’s status code changes to authorized. The protocol consistently
ensures that the documents can only be retrieved and encrypted by the au-
thorized attorney. Through IPFS the investors’ documents are immutably
linked to the blockchain and can be tracked with the investors’ address.

Token issuance At the outset, the issuer creates a token shell that deter-
mines key characteristics of the equity token, such as tokenTicker, catego-
ryShare, and defaultOperator. The shell is a template for a customized equity
token. Initially, the token’s totalAmount is zero since the shell is pending,
waiting for approval from a third party. For the emission of the token, doc-
uments (e.g., annual statement, prospectus) must be uploaded and audited.
Again, the request passes a payable on-chain off-chain process similar to the
KYC procedure. However, the required documents and audits by the attorney
differ and are far more extensive. The attorney audits the shell and classifies
the equity. Upon approval, the company can mint multiple rounds of this
specific token, depending on its strategy, business model, and investors (see
Figure E.4).

Token transaction Finally, we illustrate a transaction in detail. The trans-
action protocol is a key feature since equity tokens incorporate several token-
level restrictions that ensure compliance with predefined regulations during
the entire transaction. Thus, this design prevents accounts from transfer-
ring security tokens to unauthorized parties. Figure E.5 demonstrates the
sequence diagram for a successful transaction. The issuer allocates the tokens
in a primary distribution directly to the investor. Every batch of tokens in
the wallet collected and controlled by an owner belongs to a unique tranche.
The attached metadata describe each tranche and store information for token-
level restrictions, such as a lockup period. For sending tokens, the sender can
include a specific tranche for the payment or a first-in-first-out logic auto-
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Figure E.4: Sequence diagram for the token issuance

Figure E.5: Sequence diagram for a token transaction
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matically selects a tranche. The sender calls sendByTranche and includes
the receiver, amount, and tranche. The protocol then checks for both autho-
rization (KYC/AML) and accreditation (e.g., implementing US regulations,
where accreditation is conditional on the receiver’s wealth) of the receiver.
After the first successful check, the protocol controls whether the sender’s
balance is equal to or larger than the sending amount. Further, the proto-
col accesses both the trancheMetaData and general information of the token.
While the tranche’s metadata is necessary to check whether the lockup pe-
riod has expired since the last trade, further general information allows one
to check for regulatory restrictions. In our prototype, we restricted the max-
imum number of investors per company. The transaction protocol enlarges
the public record of ownership and deletes an owner if their stake in the com-
pany is zero after a successful transaction. The receiver’s wallet receives the
token if all checks pass and calculates the new balance of both the sender and
receiver. In the receiver’s wallet, the tokens build a new tranche that gets a
new specific trancheMetaData. As a final step, the blockchain broadcasts a
successful transaction event to the network. All transactions are atomic. If
only one check is unsuccessful, the blockchain will perform a rollback to the
original state. A transaction can also generally be executed by an authorized
operator. Only the token owner can authorizeOperator and revokeOperator,
which functions as trustees to manage a portfolio. By default, a governmental
address is also an authorized operator. The possibility of intervention is one
mechanism to prevent fraud or crime and is a key design objective.

Evaluation

Following DSR, thoughtful evaluation of the proposed design artifact is a
key request [38]. The proposed design artifact should demonstrate utility,
quality, and efficacy. That is, the artifact solved the intended purpose [21].
The prototype has been fully implemented and deployed on an Ethereum test
network, satisfying the core utilities in a testing environment. We proceed
with a comprehensive evaluation in two steps to gauge the efficacy; each step
broadened the evaluation’s scope [21]. As Gregor and Hevner [32] proposed,
we foremost strove for a comparative assessment, analyzing whether equity
tokens are beneficial compared to the previous blockchain solution (efficacy).
Thus, we applied a criteria-based evaluation and compared the prototype to
the addressed AfIs. Finally, we presented our research approach and prototype
to industry experts in seven semi-structured interviews to evaluate the quality
and derive more general insights.

Criteria-based Evaluation

We presented our prototype to the derived AfIs and assessed whether the
implementation of our DOs showed that an equity token improved the existing
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solution (see Table E.4).

Area for
improve-
ment

Targeted
DOs

Evaluation of prototype

EC-AfI01:
Credibility of
crowdfunding
platforms

DO04
DO05
DO13
DO14

Currently, the services of platform providers
conduct equity crowdfunding and thus require
a significant level of trust. Given the trustless
nature of Blockchain [17], participating parties
can use equity crowdfunding without relying
on a central intermediary

EC-AfI02:
Missing
secondary
market

DO03
DO07
DO09

In contrast to many traditional equity crowd-
funding platforms, the developed equity token
enables trading on secondary markets. The
prototype is based on the ERC20 interface
standard and supports functions for transfer-
ring tokens to other market participants [7, 54].
The interoperability of the equity token with
existing crypto exchanges and other services
and existing wallets is easily realizable [54]

EC-AfI03:
High admin-
istration/
transaction
costs

DO06
DO89

The artifact supports the digitization of the
equity crowdfunding process using equity to-
kens as digital financial contracts. Build-
ing on IPFS allows the distribution of digi-
tal documents among the required stakehold-
ers efficiently [41]. Therefore, especially KYC
and AML-related processes could become more
streamlined [47]

ICO-AfI01:
Price discov-
ery

DO01
DO02
DO09
DO11

Currently, market mechanisms drive the
volatility of tokens rather than specific token
designs [12]. However, the equity should be-
come easier to price with increased market ma-
turity, as traditional valuation models are ap-
plicable. The prototype considers the key char-
acteristics of equity, supports the management
of investor relationships during the equity’s
lifecycle, and ensures regulation enforcement
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ICO-AfI02:
Not com-
pliant with
current
regulations

DO01
DO02
DO05
DO13

Equity tokens generally improve investor pro-
tection since the issuance comes with legal obli-
gations for the issuing companies. Through
the programmability of equity tokens, regula-
tory requirements can be efficiently enforced
ex-ante the transaction, saving the need to
audit afterward. The prototype incorporates
token-level restrictions (KYC/AML, accredita-
tion) and provides a seamless process for in-
vestor identification. The ownership of every
equity token can be continually tracked owing
to partial fungibility. The prototypes offer var-
ious mechanisms to align investors’ and fund-
ing seekers’ interests, such as voting, vesting,
multistage funding, and escrow services

ICO-AfI03:
Incompatible
with higher
interventions

DO13 We implement the possibility of access by
a third pary operator into the equity token
prototype. This optional mechanism enables
higher interventions in instances of fraud or
unauthorized ownership. Our prototype also
allows for the authorizing and revoking of op-
erators

ICO-AfI04:
No reporting
standards

DO01
DO04
DO05
DO12

Our prototype enables ad hoc messages by the
issuing company but does not enforce them
regularly with oracles. Nonetheless, we argue
that it should be discussed whether communi-
cation must be stored on-chain or can be man-
aged off-chain

ICO-AfI05:
Conflict with
the equity
funding cycle

DO12
DO13
DO13

Through increased rights and obligations, eq-
uity tokens provide a higher level of alignment.
Equity tokens can be used to financially incen-
tivize through tranches, different equity token
types, as well as multiple batches of one type,
can be issued conditionally on specific mile-
stones

ICO-AfI06:
Inflexible
architecture

DO12
DO14

The prototype implements a proxy logic to
swap smart contracts in case of updates. How-
ever, this is not optimal as smart contracts’
upgradability on a blockchain is a general prob-
lem [74], providing future research opportuni-
ties

ICO-AfI07:
Limited con-
figurability

DO10
DO11

Through programmability, equity tokens offer
an infinite design space for securities’ financial
engineering and technical implementation [17]
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ICO-AfI08:
Risks in the
ICO code

DO12
DO14

Most utility tokens follow the same token stan-
dard (i.e., ERC20). This standard can also be
applied to equity tokens. On the other hand,
the increased complexity of equity tokens in-
creases the risk of malicious code. Our pro-
totype incorporates state-of-the-art proposals
(e.g., ERC20, ERC777, EIP1400) and thus also
helps to standardize equity tokens

Table E.4: Criteria-based Evaluation of AfIs and DOs

In sum, many DOs seek to enhance trust and reduce adverse selection im-
pacts by dismantling the asymmetrical information between interacting par-
ties, aligning interests, and minimizing the regulatory uncertainty about an
equity token. Equity tokens reduce the overall transaction costs of early-stage
funding. Decentralization is a fundamental benefit of blockchain, reducing the
middlemen and expenses required to conduct transactions on the Ethereum
blockchain.2, at more than 20 transactions per second [6]. In general, we
propose that token funding changes the market’s perspective: traditionally,
funding-seekers must discuss funding terms with every single potential in-
vestor. Using equity tokens improves efficiency since the issuers’ terms are
broadcasted worldwide via the blockchain and accompanied by real-time set-
tlement. Overall, the implemented DOs reduced transaction costs for pur-
chasing and trading in equity and technically granted access to investors type
globally. Furthermore, small investments become economically viable owing
to lower transaction costs. Token-level restrictions and investor identification
ensure high compliance levels and thus secure the underlying value of a secu-
rity on the blockchains. Overall, the transparency increases since each update
of the equity token’s implementation include a timestamp recorded on the
blockchain and stores key documents publicly.

Semi-structured Interviews

We conducted seven semi-structured interviews with industry experts to eval-
uate our prototype for quality and derive generalized design principles for
equity tokens. For our research approach, semi-structured interviews are a
natural fit since they are a flexible evaluation technique. On the one hand,
the interviewer sets up a general interview structure and covers the main
questions, deciding in advance on the direction to be covered; on the other
hand, the interviewee has a fair degree of freedom on how to answer and to
what extent [19, 56] We reached out to potential interview partners from the
authors’ network. In general, we aimed to gather a heterogeneous interview

2The test scenarios yielded average computational costs of 821,000 gas for creating and
minting tokens (without one-time KYC and AML)
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Table E.5 Overview of the interviewees

Expert
ID

Professional
title

Field of exper-
tise

Organization
type

Relevant
experi-
ence

EXP1 COO & En-
trepreneur

Blockchain early-
stage funding

Research in-
stitute

>8y

EXP2 Fund Manager Early-stage fund-
ing, crowdfunding

Investment
bank

>3y

EXP3 COO & Consul-
tant

IT platform,
Blockchain

Crypto ex-
change

>5y

EXP4 Research Assis-
tant

Blockchain Research in-
stitute

>3y

EXP5 Senior Consul-
tant

Technology trans-
formation

IT Consul-
tancy

>5y

EXP6 Business Devel-
oper

Blockchain Blockchain
community

>3y

EXP7 Head of Sales Blockchain, crowd-
funding

Blockchain
fintech

>8y

panel, including academics, practitioners, and technical or business experts.
In total, we conducted two rounds of interviews: starting with three inter-
viewees and adding four more experts in the second iteration (reducing the
interviewees’ time commitment). The interviews took place at the end of 2020,
and the participants are listed in Table E.5. Beforehand, all the interviewees
received a summary presentation about the research approach, the underly-
ing problem domain, and crucial working definitions to foster open discussion
and maximize the output. In the structured part of the interviews, we dis-
cussed the lists of AfIs and DOs. The interviewees assessed the AfIs and DOs
according to agreement, performance, prioritization, and completeness. We
included the results of this feedback directly into our design artifact, utiliz-
ing the iterative nature of our research approach (see Figure E.6), which has
proven beneficial multiple times in IS research [5, 58]]. The semi-structured
part of the interview consisted of a set of open questions to allow for open
discussion of all aspects. The twelve questions have been created in multi-
ple workshops among the author team. Questions included the advantages
and disadvantages of blockchain-based tokens for equity crowdfunding, the
value-add of blockchain technology within the crowdfunding process, and the
technology’s maturity and biggest remaining hurdles. We sought to achieve a
more general understanding of blockchain-based equity crowdfunding, facili-
tating a higher abstraction level and deriving more general applicable knowl-
edge. We recorded the interviews and used qualitative techniques, such as
the transcription and coding of the interviews. Later, the authors discussed

Viking

Viking

Viking
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Figure E.6: Iterative design, development, and evaluation of the artifact
(based on Peffers et al. [58]

the results of the analysis until a common understanding was reached. All
interviewees emphasized that blockchain technology can play a crucial role in
early-stage equity funding if the funding seekers’ applicability becomes more
convenient and fully exploits blockchain technology’s benefits. In addition,
the interviewees agreed that the following key attributes exploit tokenization’s
potential fully: increased liquidity, divisibility, reduced friction, disintermedi-
ation, removed geographical barriers, and more transparency. Interestingly,
every expert acknowledged that the Ethereum blockchain provides a matured
infrastructure for developing equity tokens. EXP7 stated that this is particu-
larly true since Ethereum enables the implementation of smart contracts, has
a larger development community, features more robust IT security, and allows
for the compatibility of token standards. Concerning privacy, EXP4 agreed
to use Ethereum and recommended considering a permissioned blockchain
such as Hyperledger Fabric since it provides built-in privacy features. To
address the prototype’s applicability, they called for reducing the technical
entry barriers of equity tokens through a customer-friendly user experience
and further standardization of protocols. The interviewees mentioned unclear
and fragmented regulations as one primary challenge to exploiting the full
potential of equity tokens calling for a clean regulatory environment without
limiting innovation in this space. Concerning the transformation from ICOs
to equity tokens, all are seeing a considerable improvement compared to the
first wave of blockchain funding and agreed to strict definitions determined
by the token characteristics. All the interviewees valued improved investor
protection, token-level regulations, and the underlying value of security to-
kens. In this context, EXP2 stated that volatility and speculation owing to
immature valuation was also a phenomenon in equity during the Dot-Com
bubble. But with a maturing market, the valuation methods and experience
improved. Regarding ICOs, EXP3 stated that the financial success was faster
than the technology’s maturity and emphasized that ICOs addressed “retail
investors without time or an interest in doing due diligence.” While the pub-
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lic has pushed ICOs, he expects that the established industry’s equity tokens
will be valued more rationally. Indeed, EXP3 called it a “desirable develop-
ment” since “retail investors should not be in that space.” Market liquidity
for equity tokens was another key discussion with all the interviewees. EXP7
supported stated that tokenization is especially useful when considering asset
classes with low trading volumes as large assets are already trading efficiently.
In this context, EXP6 said that tokenization ”makes dead capital” (i.e., illiq-
uid asset classes, such as crowdfunding) more liquid, and allows for fractional
ownership, ultimately granting access to a broader investor base. Also, the
regulation of equity tokens was a controversial topic among the interviewees.
While they all agreed that a certain level of regulation is necessary for equity
tokens, the optimal level of regulation they proposed was diverse. EXP4 noted
that, in this context, it is crucial to grant access to various participants, such
as tax authorities, brokers, exchanges, and other financial services, and to set
standards that are supported by public authorities. Such an approach could
also include the use of master keys, allowing for the freezing of assets. EXP6,
on the other hand, denied the meaningfulness of allowing central entities to
take corrective actions: “this would counteract the whole idea of blockchain,
making a decentralized system central again.” EXP5 eventually pointed out
that regulating equity tokens is a mixed bag. While handling AML requires
master keys, over-regulation can lead to tokens losing their benefits compared
to conventional systems. Following EXP5, technical standards are strictly
required to allow for the mass adoption of equity tokens. Remarkably, the
ERC20 demonstrates the effect of agreeing on a specific standard, facilitating
a substantial number of ICOs. Further, standards are necessary to integrate
third parties, such as exchanges. This interviewee emphasized the nascent
status quo and called for further development in this field.

Discussion

Our design has introduced an approach for automated, secure, and customized
issuance of an equity token on the Ethereum blockchain, aiming to provide a
novel approach for equity crowdfunding. Thus, we contribute to the body of
knowledge on the developing blockchain-based equity crowdfunding domain
[37, 81, 36, 1, 69].

The literature on equity crowdfunding points out that investors only have
limited exit options, leading to higher risks and despair [81, 68, 28] Conversely,
our system allows an early-stage company to create and distribute their shares
on a primary issuance platform and facilitates interfaces to exchanges for sec-
ondary market trading. In addition, investor relationships can be managed by
the issuing company on-chain throughout equity lifecycle applications. Since
every successful transaction of tokens is automatically recorded, the system
provides a complete and tamper-proof transaction history and distribution
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of the equity token ownership. The system operates without institutional
involvement through decentralized protocols and complies with a predefined
regulatory framework, owing to self-regulating tokens. We find that by using
an instance of a blockchain-based equity token for crowdfunding, the advan-
tages of tokenizing equity can be realized, as demonstrated with our prototype,
and therefore agree with Chen [13] and Roth et al. [63].

From a technological perspective, applying blockchain technology in the
equity domain constitutes multiple benefits. First, due to decentralized pro-
tocols, trusted institutional intermediaries are not necessary to manage the
system infrastructure like accounts and transactions, thereby largely reducing
friction [45] Not a single participant in the system needs to be trusted be-
cause the inherent consensus mechanism of blockchains ensures the network’s
administration and follows smart contracts’ logic. Inadequate use is still possi-
ble but is lowered to a minimum since the deployed algorithms govern human
behavior [6, 81]. Second, blockchains’ decentralized structure allows us to
store all the relevant data on the network’s nodes [16]. Thus, our prototype
enhanced general reporting and auditability since the nodes store all relevant
data transparently and allow regulatory entities or third pary providers to
retrieve them easily. Due to its high level of redundancy, the system becomes
resilient against potential cyberattacks and prevents single points of failure
[6]. The inherent security features of our equity token reduce the trust barrier
in crowdfunding, which remained a major concern in traditional, centralized
equity crowdfunding [81] Overall, our system works like a transparency device
that assures the availability of a complete, valid, and public record of both his-
torical and present equity ownership, thereby encrypting and attaching key
documents (e.g., KYC) [53, 61]. Third, the prototype significantly reduces
transaction processing time since blockchain uniquely combines the recording
and value transaction. Traditional equity crowdfunding suffers from cum-
bersome administration processes. These include paper-based documentation
and global distribution by mail, which dramatically slows down the transfer of
ownership and thus increases dependencies on intermediaries [68]. Our equity
token clears initial transactions in seconds, thus fostering the rapid exchange
of ownership.

Overall, our understanding of blockchain-based equity crowdfunding dif-
fers from traditional equity crowdfunding. Thus, we extend the traditional
crowdfunding model proposed by Haas et al. [33] by redesigning the service
ecosystem holistically through the introduction of blockchain in the context
of equity crowdfunding. Our model extension reveals the elimination of pay-
ment providers and banks through blockchain, which now covers all services
provided by the former intermediaries (see Figure E.7). To consider the regu-
latory requirements of equity crowdfunding, we also include attorneys, regula-
tory authorities, and external auditors as vital stakeholders within the system.
We correspondingly note that our model also differs from the one proposed
by Schweizer et al. [67]. While there are differences, as Schweizer et al. [67]
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Figure E.7: Blockchain equity crowdfunding service ecosystem (based on Haas
et al. [33]

describe their model in the context of crowdlending, we disagree with the gen-
eral conception that blockchain entirely cuts out intermediaries and all tasks
can be outsourced. In essence, their model shows that smart contracts can be
responsible for all services provided by the crowdfunding partner, including
crowd activation and customer support. Although it is theoretically possi-
ble to outsource these tasks to very complex smart contracts, we still see the
crowdfunding partner as an essential stakeholder to provide the mentioned
services. Similar to exchanges providing services on top of ICO tokens, we
propose that crowdfunding partners offer services on top of equity tokens,
e.g., due diligence. Besides, operations that financial institutions previously
managed, such as authentication, custodial services, and dividend payouts,
are now automated through smart contracts. Furthermore, blockchain fa-
cilitates instant clearance and settlement of payments, removing transaction
friction. Design science should provide archival knowledge [38], and, thus,
contributing to design theory is a vital part of conducting DSR [32]. Follow-
ing Beck et al. [6], we propose design principles (see Table E) to contribute
to the body of knowledge on designing blockchain-based systems [6, 32]. Due
to extensive prototyping, rigorous evaluation, and semi-structured interviews,
we generalize our findings and thus argue applying equity tokens beyond the
equity crowdfunding domain. Accordingly, they could act as comprehensible
guidelines for the effective design of equity tokens.

DP1: Lever a combination of blockchain and other distributed
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Table E.6 Design Principles for Blockchain-based Equity Tokens

Design Principle Addressed AfIs

DP1 Lever a combination of blockchain and
other distributed technologies

EC-AfI01, EC-AfI03, ICO-
AfI02, ICO-AfI04

DP2 Lever token metadata to include gran-
ular transaction requirements

ICO-AfI01, ICO-AfI02,
ICO-AfI07

DP3 Follow token standards and standard
interfaces to increase interoperability

EC-AfI01, EC-AfI02, EC-
AfI03, ICO-AfI02, ICO-
AfI04, ICO-AfI08,

DP4 Central administration should only be
incorporated as a last resort

EC-AfI01, ICO-AfI02,
ICO-AfI03, ICO-AfI08

DP5 Allow for multiple tranches over the to-
ken life cycle

EC-AfI02, ICO-AfI01,
ICO-AfI02, ICO-AfI05,
ICO-AfI07

DP6 Use a public blockchain to facilitate
transparency

EC-AfI01, ICO-AfI04,
ICO-AfI08,

DP7 Give power to the machine EC-AfI01, ICO-AfI03,
ICO-AfI04, ICO-AfI06,
ICO-AfI08

technologies Off-chain physical documents are often needed to assess a claim
of ownership. Notably, progressive jurisdictions are moving forward to replace
physical documents with digital ones. To minimize the data necessary to be
stored on a blockchain (and thus costs), we advise storing a pointer (i.e.,
hash) toward a set of documents instead of storing the documents. In partic-
ular, distributed systems such as IPFS can build a suitable balance between
the complete centralization of legacy systems and highly decentralized public
blockchains.

DP2: Lever token metadata to include granular transaction re-
quirements Every equity token should include metadata. Thus, equity tokens
can become fungible. Metadata is a pre-requirement to set up very granular
transaction conditions, which can be asserted with every transaction. Incor-
porating transaction requirements in smart contracts allows checking require-
ments before a transaction is executed. This assertion renders post-transaction
audits completely obsolete. Typical examples are the accreditation status, the
token creation date, or the emitting jurisdiction.

DP3: Follow token standards and standard interfaces to increase
interoperability The blockchain, a single infrastructure layer, powers crypto
tokens. In applying the same standards to the token, these assets can interact
with one another. Standards can be established by open-source communities,
corporate alliances, and academia or can be determined by governments. For
instance, in our Ethereum prototype, ERC20 (token standard) and EIP1400

Viking

Viking

Viking



CHAPTER E. KICKSTARTING BLOCKCHAIN: BLOCKCHAIN-BASED
EQUITY TOKEN 158

(security token standard) received significant community support. Interop-
erability eventually increases the entire ecosystem’s efficiency. Additionally,
open standards reduce the chances of security flaws through peer code reviews.

DP4: Central administration should only be incorporated as a
last resort The reason for central administration is manifold. Regulation
(e.g., AML) and security flaws (e.g., as it happened with the DAO hack)
require centralized entities to intervene. As such, we implemented options
to register public keys, which allows the owner to pause tokens. While we
acknowledge the necessity for such centralized administration, we still con-
sider it a last resort method since it directly goes against a vital feature of a
blockchain—decentralization.

DP5: Allow for multiple tranches over the token life cycle The
practice of attaching metadata to equity tokens and technically structuring the
tokens according to their metadata, i.e., tranching, is beneficial to allow very
granular token transaction requirements (see DP2) and supports the issuance
of differently designed equity tokens over the lifecycle of a company. As early-
stage companies are dynamic and have multiple funding rounds, each round
could be represented by a new tranche of equity tokens.

DP6: Use a public blockchain to facilitate transparency Public
blockchain technology is inherently transparent as it stores transactions pub-
licly and immutably on a distributed register. By design, this transparency
results in the public recording of all equity token transactions. The companies’
equity management, such as dividend payments or issuance of new tokens, is
stored throughout the lifecycle. This implementation potentially decreases
the burden on reporting and auditing of the company.

DP7: Give power to the machine Smart contracts allow the automa-
tion of arbitrary business logic securely. Therefore, we promote their use to
automate recurring tasks of equity tokens. For example, in the prototype,
we used sophisticated transaction restriction assertions: It is technically in-
feasible to send the equity token to a non-compliant receiver. Outsourcing
automation to smart contracts potentially increases efficiency as well as sys-
tem robustness. Thorough one-time audits ensure that smart contracts are
always executed correctly.

We position our research to fill the gap in the IS literature on the design
theory of blockchain-based equity tokens. We used a rigorous DSR approach
to the design, development, and evaluation of a blockchain-based equity token
prototype for crowdfunding [32, 58]. Thus, we answer our research questions
on how blockchain can be incorporated as an alternative infrastructure for
equity crowdfunding. In addition, we extended an established crowdfunding
model and developed seven principles for the effective design of equity to-
kens. Overall, we embedded our theoretical insights in the current academic
discourse, thereby following the calls by Treiblmaier et al. [76], Kranz et al.
[42], and Perdana et al. [59] to contribute to the design theory on blockchain
tokens.
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Conclusion

The developed blockchain prototype sought to offer new insights into the de-
sign of equity tokens. We designed an instance solution for the problem areas
of equity crowdfunding and ICOs, developing an equity token that covers the
entire equity lifecycle. We derived general knowledge that is eventually ap-
plicable to blockchain-based equity beyond equity crowdfunding through the
development, evaluation, and expert interviews. We sought to make several
contributions to the body of knowledge. First, by focusing on a specific form
of company funding and presenting the solution design, we provided an answer
to effectively tokenizing equity for crowdfunding. Second, the research pro-
cess helped us better understand whether a particular type of crowdfunding
could benefit from the characteristics of blockchain. Third, we provided an ex-
tended model for the blockchain-based equity crowdfunding service ecosystem.
Fourth, we derived generalized design principles to guide the design and de-
velopment of blockchain-based equity tokens. In addition, our research offered
various practical implications. First, early stagy companies can use the source
code of our prototype to build an equity token to fund their business, thus, im-
proving the funding process holistically. Second, we showed that certain third
parties will still play an essential role in the early-stage funding ecosystem
regarding the complex regulatory requirements. Third, the prototype demon-
strated how using the token ecosystem could increase the liquidity of equity
shares and encourage secondary market trading, opening the equity market
to new investors. Also, this study had limitations. We used the Ethereum
blockchain as an instantiation reference. However, public blockchains could
function as an infrastructure with improved privacy features and performance.
Although we have provided an instantiation example, our design principles re-
quired additional validation with qualitative interviews backing our findings.
We, therefore, call for future research into understanding the relationships be-
tween company funding and the benefits equity can gain from being tokenized.
In addition, future design-oriented research could apply our design principles
in different contexts, e.g., private equity or venture capital, and can thus as-
sess their general applicability. Equity token will establish their places in the
blockchain ecosystem considering the rapid development and increased inter-
est in the equity token ecosystem. In the following years, we expect that many
equity tokens will enter the market. From a technological perspective, equity
tokens have substantial potential to improve legacy financial infrastructures
vastly. From a business perspective, equity tokens will facilitate the funding
process.
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Abstract Perpetual futures, swap contracts that never expire, are the
most popular derivative traded in cryptocurrency markets, with more than
$100 billion traded daily. Perpetuals provide investors with leveraged expo-
sure to cryptocurrencies, which does not require rollover or direct cryptocur-
rency holding. To keep the gap between perpetual futures and spot prices
small, long position holders periodically pay short position holders a funding
rate proportional to this gap. The funding rate incentivizes trades that tend
to narrow the futures-spot gap. But unlike fixed-maturity futures, perpetuals
are not guaranteed to converge to the spot price of their underlying asset at
any time, and familiar no-arbitrage prices for perpetuals are not available, as
the contracts have no expiry date to enforce arbitrage. Here, using a weaker
notion of random-maturity arbitrage, we derive no-arbitrage prices for per-
petual futures in frictionless markets and no-arbitrage bounds for markets
with trading costs. These no-arbitrage prices provide a valuable benchmark
for perpetual futures and simultaneously prescribe a strategy to exploit diver-
gence from these fundamental values. Empirically, we find that deviations of
crypto perpetual futures from no-arbitrage prices are considerably larger than
those documented in traditional currency markets. These deviations comove
across cryptocurrencies and diminish over time as crypto markets develop and
become more efficient. A simple trading strategy generates large Sharpe ra-
tios even for investors paying the highest trading costs on Binance, which is
currently the largest crypto exchange by volume.
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Introduction

Perpetual futures are, by far, the most popular derivative traded in cryptocur-
rency markets, generating a daily volume of more than $100 billion. Prior to
the recent collapse of FTX, perpetual futures were among the most actively-
traded products on the exchange, with the now-bankrupt hedge fund Alameda
Research taking the other side of many such leveraged trades. Despite their
central role in crypto markets, there is relatively little work studying these
derivatives. In this paper we ask: what are the theoretical fundamental val-
ues of perpetual futures, and how large are deviations from these fundamentals
empirically?

Perpetuals are a derivative that allows investors to speculate on or hedge
against cryptocurrency price fluctuations using high leverage, without taking
delivery of cryptocurrencies and without needing to roll them over. In essence,
perpetuals are agreements between long and short counterparties. The party
on the short side is required to pay the long side a sum based on the increase in
the futures price between when they enter and exit the contract. Meanwhile,
the long side pays the short side an ongoing cash flow called the ‘funding
rate’. Different from traditional futures, perpetual futures do not have an
expiration date. Both parties can enter or exit the contract at any time, and
profits or losses are continually calculated and allocated to each side’s margin
account. This setup improves the liquidity of the contract because there is no
staggering of contracts with different maturities traded on the exchange and
only a single perpetual futures contract per underlying is traded. Furthermore,
this instrument does not require market participants to deal with rolling over
of their futures positions and is traded 24/7.

Unlike fixed-maturity futures, perpetuals are not guaranteed to converge to
the spot price of their underlying asset at any time, and familiar no-arbitrage
prices for perpetuals are not available. To keep the gap between perpetual
futures and spot prices small, long position holders periodically pay short
position holders a funding rate proportional to this gap to incentivize trades
that tend to narrow it. For example, when the futures price exceeds the
spot price, arbitrageurs who borrow cash to long the spot and simultaneously
short the futures would collect the funding rate. Their trades would tend to
increase the spot price and decrease the futures price. A narrow gap means
that perpetual futures provide effective exposure to variation in the spot price
of the underlying asset to hedging and speculating investors. In practice,
the funding rate is typically paid every eight hours and approximately equals
the average futures-spot spread over the preceding eight hours. Note that the
strategy just sketched, commonly referred to as ‘funding rate arbitrage’, is not
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risk-free even if one ignores margin requirements and trading costs, simply
because there is no predetermined maturity date when the trade would be
unwound at a profit.

We derive no-arbitrage prices for perpetual futures in frictionless markets
and derive no-arbitrage bounds in markets with trading costs. The theoretical
perpetual futures price is proportional to the spot price of the underlying, with
a constant of proportionality that increases in the ratio of the interest rate
to the funding rate. The interest rate captures the cost of borrowing cash to
finance holding the underlying, while the funding rate captures the benefit of
shorting the futures. Thus, intuitively, the future-spot spread is larger when
the cash borrowing interest rate is large relative to the funding rate.

Our derivation relies on a weaker notion of arbitrage that we call random-
maturity arbitrage. As its name suggests, unlike traditional riskless arbitrage,
we allow the strategy’s time-to-maturity to be random. At first glance, one
might object that such prices are not truly based on riskless arbitrage. Note,
however, that riskless no-arbitrage pricing is usually just a useful fiction [23].
For example, in real-world futures markets, arbitrageurs must maintain a mar-
gin account during the entire period in which the arbitrage trade is open.
Temporary worsening of apparent arbitrage opportunities can lead to liqui-
dations and losses. As the saying goes, an arbitrageur must remain liquid
longer than the market stays irrational. Thus, even arbitrage opportunities
that appear to be riskless in theory, may be risky in practice.

These no-arbitrage prices provide a useful benchmark for perpetual futures
and simultaneously prescribe a strategy to exploit divergence from these fun-
damental values. Motivated by the theoretical understanding, we study the
empirical deviations of the perpetual futures price from the spot. The mean
absolute futures-spot spread is about 60% to 100% per year across different
cryptocurrencies, which is considerably larger than the deviations documented
in traditional currency markets by [12]. We find strong comovement of the
futures-spot gap across different cryptocurrencies. This comovement can be
due to commonality in funding and market liquidity faced by arbitrageurs who
operate in multiple cryptocurrencies. Common sentiment could also drive the
difference in futures demand relative to the spot. Overall, the magnitude of
the deviation is comparable to our theoretic no-arbitrage bound calibrated to
actual trading fees.

The spread narrows considerably in 2022, suggesting a decrease in ar-
bitrage frictions in the market and an increase in competition among ar-
bitrageurs. The narrowing gap provides an additional perspective on the
downfall of Alameda Research and Three Arrows Capital. According to news
reports and interviews, both hedge funds seem to have pivoted from such
arbitrage activity around late 2021 to early 2022 and started taking more di-
rectional bets on cryptocurrencies, with both direct unhedged crypto holdings
and investments in crypto startups. The large declines in crypto prices in
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2022 subsequently exhausted their capital and led to their bankruptcies1,2,3.
To understand the economics of the futures-spot spread, we consider a trad-
ing strategy motivated by the random-maturity arbitrage theory. Whenever
the futures-spot spread exceeds the theoretical bound under certain trading
cost tiers, we open the trading position and close it when the futures-spot
spread returns to its theoretical relationship under no trading costs. We find
that empirically, the random maturity arbitrage strategy generates a sizable
Sharpe ratio even under high trading costs. For example, for Bitcoin per-
petual futures, the strategy can generate a Sharpe ratio of 1.92 under high
trading costs typical of retail investors, and up to 3.94 for highly-active mar-
ket makers who pay no such fees. The performance is even better for ETH
and other cryptocurrencies. The strategies deliver significant alphas relative
to the 3-factor model of [20] and the 5-factor model of [9].

What explains these large no-arbitrage deviations? One natural expla-
nation is that liquidity in crypto markets is insufficient for arbitrageurs to
eliminate such violations. Our finding that the spreads decline over time is
consistent with liquidity improving as these markets develop, and leaves open
the possibility that they will narrow going forward. We also find, however,
that past return momentum significantly explains the futures-spot gap with
a time-series regression R2 of more than 50%. When past returns are high,
futures tend to be traded at a higher price relative to the spot. This indicates
positive feedback or momentum trading behavior in the perpetual futures
market. This correlation may linger even as crypto markets become more
efficient.

The existing literature on perpetual futures mainly focuses on descriptive
evidence. See e.g. [3], [24], [11], [14], and [26]. [5] provide a theoretical no-
arbitrage analysis of the perpetual but they make over-simplifying assump-
tions by assuming the payoff from the perpetual is a fixed function of the
underlying spot price. Compared to the existing literature, we illustrate the
fundamental mechanism behind the perpetual design and derive theoretical
no-arbitrage prices and bounds for this instrument.

Also related is recent literature on fixed maturity futures in the crypto
space. [24] provides a comprehensive analysis of the carry of crypto futures,
with the carry defined following the general definition of [18]. [24] document
a volatile convenience yield in the crypto space driven by high leverage from
trend-chasing small investors and the relative scarcity of arbitrage capital. [8]

1See, for example, Forbes, November 19, 2022, on https://www.forbes.com/sites/j

effkauflin/2022/11/19/how-did-sam-bankman-frieds-alameda-research-lose-so-muc

h-money How Did Sam Bankman-Fried’s Alameda Research Lose So Much Money?
2Odd Lots, November 17, 2022, on https://www.bloomberg.com/news/articles/2022

-11-17/odd-lots-podcast-understanding-sam-bankman-fried-s-ftx-crypto-collaps

e Understanding the Collapse of Sam Bankman-Fried’s Crypto Empire
3Hugh Hendry’s interview on December 3 2022 of Kyle Davies on the https://www.yo

utube.com/watch?v=TzGdkB0xbCE Collapse of Three Arrows Capital

https://www.forbes.com/sites/jeffkauflin/2022/11/19/how-did-sam-bankman-frieds-alameda-research-lose-so-much-money
https://www.forbes.com/sites/jeffkauflin/2022/11/19/how-did-sam-bankman-frieds-alameda-research-lose-so-much-money
https://www.forbes.com/sites/jeffkauflin/2022/11/19/how-did-sam-bankman-frieds-alameda-research-lose-so-much-money
https://www.bloomberg.com/news/articles/2022-11-17/odd-lots-podcast-understanding-sam-bankman-fried-s-ftx-crypto-collapse
https://www.bloomberg.com/news/articles/2022-11-17/odd-lots-podcast-understanding-sam-bankman-fried-s-ftx-crypto-collapse
https://www.bloomberg.com/news/articles/2022-11-17/odd-lots-podcast-understanding-sam-bankman-fried-s-ftx-crypto-collapse
https://www.youtube.com/watch?v=TzGdkB0xbCE
https://www.youtube.com/watch?v=TzGdkB0xbCE
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provide a novel link of the volatile convenience yield to the staking, service
flow, and transaction convenience of the underlying tokens. They show that
the large deviation from uncovered interest rate parity can be reconciled with
transaction convenience. Our paper focuses on perpetual futures rather than
fixed maturity futures and extends fixed-maturity to random-maturity no-
arbitrage pricing.

More broadly, our paper contributes to the understanding of the frictions
and arbitrage in cryptocurrency markets. [22] study price deviations across
exchanges. They find large gaps across countries, highlighting the important
role played by capital controls and slow-moving arbitrage capital as in [13].
Our analysis focuses on the price wedge between the spot and the futures mar-
ket. We find that even within an exchange, futures prices deviate from their
theoretical arbitrage-free values. These results indicate there are significant
limits to arbitrage as in [16] for cryptocurrencies in the early years.

The rest of the paper is organized as follows: Section 2 provides the insti-
tutional details and history of perpetual futures. Section 3 presents the no-
arbitrage analysis of the perpetual futures market and derives the theoretical
price of perpetual futures. Section 4 demonstrates the empirical futures-spot
deviation and presents the simple theory-motivated trading strategy that can
exploit the arbitrage opportunity. Section 5 provides some explanation for the
deviation between futures and the spot. Section 6 concludes.

An Introduction to Perpetual Futures

The idea of perpetual futures was first introduced by [25]. The goal was to
set up a perpetual claim on the cash flows of an illiquid asset. For example,
the cash flow can be house rents and the underlying illiquid asset can be
the real estate market. The purpose of the perpetual futures is to enable
price discovery for the underlying with an illiquid or hard-to-measure price.
Perpetual futures have no expiration date but cash is exchanged between the
long and the short side: after buying the perpetual futures, the long side is
entitled to receive the flow cash flow from the short side and they settle the
price difference when exiting the position.

Perpetual futures in crypto markets similarly have no expiration date and
cash is exchanged between the long and the short side, but their purpose is
different from Shiller’s original idea. First, unlike, e.g. real estate market,
crypto has no inherent dividend or cash flow. Second, the price discovery
argument of Shiller is most applicable to settings where spot prices are diffi-
cult to measure. Crypto spot prices, however, can be measured from active
trading on different exchanges, and decentralized exchanges such as Bancor
[17] or Uniswap [1] can offer price discovery for assets with minimal liquid-
ity. The major role perpetual futures play in the crypto space is to offer an
effective leveraged trading vehicle to hedge or speculate the underlying spot
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Figure F.1: Total trading volumes of perpetual futures across exchanges

The figure displays the 7-day moving average daily traded volume for perpetual fu-
tures across all exchanges in blue. The median daily volume is $17.8 bn. (2020),
$132.0 bn. (2021) and $101.9 bn. (2022). This translates to a yearly volume of
$8,551 bn. (2020), $51,989 bn. (2021) and $39,306 bn. (2022) respectively. Addi-
tionally, the grey line depicts the ratio between the traded volume in perpetuals and
spot markets. In 2022 the Perpetual markets are consistently trading between 2x or
3.5x the spot volume. The data is obtained from CoinGecko, a crypto data specialist.
We exclude exchanges that are known for misrepresenting data (e.g. forms of wash
trading).

price movement, which makes the market more complete. It also serves as an
effective tax payment optimization tool for investors.

Crypto perpetual futures were first introduced by BitMEX in 2016, which
gained great popularity in the crypto space since its inception. It initially
served as an effective hedging tool for crypto miners. It was later adopted by
crypto speculators interested in leveraged exposure. Nowadays, based on data
from CoinGecko, the median total daily trading volume of perpetual futures
across all exchanges is 101.9 billion in the year 2022 which is about 2× to 3×
the total spot trading volume across these exchanges. Figure F.1 presents the
7-day moving average of the total trading volume of perpetual futures across
all exchanges. We see a significant rise in trading of perpetual futures around
January 2021 and the total volume stabilizes at a level above $100 billion per
day following the rise.

[10] document significant wash trading behavior among crypto exchanges
because of competition, the ranking mechanism, and lack of regulation. They
estimate that over 70% of crypto trading volume is not real. [4] confirm this
conclusion using new data and an extended methodology. Therefore, in calcu-
lating trading volume, we exclude exchanges that are known to misrepresent
data.

A key feature of crypto perpetual futures is the funding rate, which is
the cash exchanged between the long and short counterparties. Its goal is to
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Figure F.2: Bitcoin annualized funding rate across exchanges

The figure presents the 7-day moving average annualized funding rate for Bitcoin
(BTC) across exchanges. The data is obtained from glassnode, an analytics platform.
The data covers two major market turbulences: the COVID stock market crash from
February to April 2020, and the FTX insolvency in November 2022. The FTX collapse
led to significant negative funding rates on all solvent exchanges, thus the perpetual
future prices were lower than the spot prices on the solvent exchanges. Vice versa on
the insolvent FTX. The funding rates become more volatile after the event, indicating
increased uncertainty for the market participants.

keep the futures price close to the underlying spot so that the futures can
be an effective hedging tool for spot price movement. The funding rate is
typically paid every 8 hours. Its value is approximately a weighted average of
the prior 8 hours’ price gap of the futures and the spot. If the futures price
is above the spot, the funding rate will be positive, meaning the long side of
the futures needs to pay the short side. This incentivizes traders to short the
futures, and in doing so, to move its price back in line with the spot. On the
other hand, when the futures price is below the spot, the funding rate turns
negative, which means the short side needs to pay the long side. Therefore,
the funding rate is the key mechanism for keeping the futures price close to the
spot price.4 Note that perpetual futures cannot be replicated by rolling over
8-hour maturity futures. For the latter, every 8 hours, the price is guaranteed
to converge to the underlying spot, while for the perpetual futures this is not
the case.

Figure F.2 presents the annualized 7-day moving average of Bitcoin per-
petual funding rates across leading exchanges from January 2020 to December
2022.

The funding rate is positive when the futures-to-spot spread is positive,
and negative otherwise. Funding rates tend to be similar across exchanges due

4https://www.binance.com/en/support/faq/360033525031 provides a detailed
explanation of how the funding rate is calculated.

https://www.binance.com/en/support/faq/360033525031
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to cross-exchange arbitrage activity, but can diverge during extreme liquidity
episodes. During March 2020, as Covid-19 started to spread and liquidity
evaporated, funding rates turned substantially negative in most exchanges.
Funding rates turned highly positive during the crypto bull run of early 2021.
The last episode highlighted is the collapse of FTX, which was the 4th largest
crypto exchange at the time. The figure shows that Bitcoin futures prices
were substantially higher than spot prices at FTX, but the opposite was true
on other exchanges. This pattern is consistent with FTX investors liquidating
their short futures positions quickly, either voluntarily to reduce their expo-
sure to the failing exchange, or involuntarily as the exchange liquidated their
underfunded positions.

Arbitrage in Perpetual Futures

We next derive no-arbitrage prices for perpetual futures prices relative to spot
prices. Unlike traditional futures, perpetual futures have no expiration date.
To analyze arbitrage in this market, we extend the traditional notion of risk-
free arbitrage where arbitrageurs have a guaranteed positive payoff at a certain
time in the future. We first describe the payoff structure of perpetual futures.
We then introduce a generalized notion of an arbitrage opportunity with a
certain positive payoff but at an uncertain future time.

Definition 1. A perpetual future {Ft}∞t=0 written on {St}∞t=0 is an agreement
between the long and the short side. There is 0 cost to enter the agreement.
After entering, both the long side and the short side can terminate the contract
at any time t. Before termination, for each unit of perpetual future, the long
must pay the short an Fs−adapted cash-flow κ(Fs − Ss)ds, s ∈ (0, t), referred
to as the funding value. κ is a scaling parameter determining the magnitude
of the funding rate relative to the price gap. At termination, the short needs
to pay the long Ft − F0 for each unit shorted.

This definition is an approximation of real-world perpetual futures. In
most exchanges, the funding value for perpetual futures is paid every 8 hours
and approximately equals the difference between the futures price and the
spot. If we measure time units in years, this setup would correspond to κ =
1095. Consider the case where the gap is constant Ft−St = G over the 8-hour
interval. The total funding rate payment over the 8 hours would be κG

3×365 ,
which equals the price gap G in the empirical setting. Therefore, we have
κ = 1095.

The traditional notions of arbitrage typically consider a guaranteed posi-
tive payoff at a certain future date.

Definition 2. A (riskless) arbitrage opportunity is defined with respect to pay-
off x at a certain future time τ and its price p(x). If the following conditions
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are satisfied: (1) x ≥ 0 almost surely, (2) x > 0 with some positive probability,
and (3) its price satisfies p(x) ≤ 0, then this payoff is an arbitrage opportunity
[7].

There is no expiration date in the perpetual futures market. Therefore, a
generalized notion of arbitrage is required. Suppose the risk-free rate is con-
stant. We define random-maturity arbitrage opportunities as zero-cost strate-
gies with a guaranteed positive payoff at an uncertain future time. Stated
formally:

Definition 3. A random-maturity arbitrage opportunity is defined with respect
to a random payoff x at a future random time τ̃ , τ̃ ∈ (0,∞), and its price p(x).
If the following conditions are satisfied: (1) x ≥ 0 almost surely, (2) x > 0
with some positive probability, and (3) its price satisfies p(x) ≤ 0, then this
payoff is a random-maturity arbitrage opportunity.

Definition 3 generalizes traditional arbitrage in the sense that there is a
guaranteed positive payoff but at an uncertain future time. The following
corollary specializes this definition for perpetual futures:

Corollary 1. In the perpetual futures market, if a strategy (1) has 0 cost at
time 0, and (2) for any price path of the futures and the spot, {Ft}∞t=0 and
{St}∞t=0, there exists an unwinding time τ̃ such that its discounted payoff at
time t = τ̃ is positive, then this strategy is a random-maturity arbitrage.

We next show that when there is no random-maturity arbitrage, the gap
between futures and spot prices is bounded by a constant. We make the two
following assumptions:

Assumption 1. The gap between the perpetual futures and the spot satisfies
the following condition: lim inft→∞ |Ft(ω)− St(ω)| <∞, ∀ω

Assumption 2. The risk-free rate r for arbitrageurs is constant.

Assumption 1 is a no-bubble condition. lim inf represents the greatest
lower bound as t→∞. In other words, we can always find Ft and St that lie
within a finite bound as t→∞. This condition allows for the gap between Ft

and St to explode in the limit as long as it shrinks at some subsequent time.
Assumption 2 guarantees that there is no roll-over risk for the arbitrageurs.
With these two assumptions, we can state the conclusion as follows.

Proposition 1 (No-arbitrage bound). Under Assumptions 1 and 2, when
there is a constant trading cost C when terminating the position, arbitrageurs
will trade the perpetual futures until it lies within a bound of the spot:

St

(
1 +

r

κ

)
− C ≤ Ft ≤ St

(
1 +

r

κ

)
+ C . (F.1)
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Proof. To prove this proposition, we consider the following two scenarios in
Table F.1. (1) F0 > S0(1 + r

κ) + C; (2) F0 < S0(1 + r
κ)− C. We show in the

first case, the arbitrageurs want to long the spot and short the futures because
this is a random-maturity arbitrage opportunity and vice versa for the second
case.

Table F.1 Discounted payoffs to arbitrage strategies in perpetual futures and
spot markets

F0 > S0

(
1 + r

κ

)
+ C F0 < S0

(
1 + r

κ

)
− C

Actions Long spot, short
futures

Long futures, short
spot

Futures 0 0
Time 0 Spot −S0 +S0

Cash +S0 −S0

Time t

Futures F0 − Ft Ft − F0

Spot +St −St

Cash −S0e
rt +S0e

rt

Funding κ
∫ t
0 (Fs − Ss)e

r(t−s)ds −κ
∫ t
0 (Fs−Ss)e

r(t−s)ds
Trading Cost −C −C

Payoff
e−rtF0 − e−rt(Ft −

St)− S0

e−rt(Ft − St)−
e−rtF0 + S0

+κ
∫ t
0 (Fs − Ss)e

−rsds− −κ
∫ t
0 (Fs − Ss)e

−rsds−
e−rtC e−rtC

This table presents the costs and benefits of two arbitrage trading strategies:
(1) when F0 > S0

(
1 + r

κ

)
+ C, long the spot and short the futures; (2) when

F0 < S0

(
1 + r

κ

)
−C, long the futures and short the spot. In the last row, the

payoff from exiting the position is the discounted payoff from future and spot
price changes, proceeds from the cash market, and the funding rate.

Scenario 1: If F0 > S0

(
1 + r

κ

)
+ C, consider the strategy of longing the

spot and shorting the futures. We want to show that for any price path of
the perpetual futures and the spot, there exists a future unwinding time t
such that the strategy’s payoff is positive, that is, this is a random-maturity
arbitrage. Suppose to the contrary that there exists a price path {Ft}∞t=0 and
{St}∞t=0 such that ∀t, the discounted payoff from the strategy is negative, or
equivalently that:

e−rtF0 − S0︸ ︷︷ ︸
traditional spread

+κ

∫ t

0
(Fs − Ss)e

−rsds︸ ︷︷ ︸
funding payments

≤ e−rt(Ft − St)︸ ︷︷ ︸
spread at unwinding

+ e−rtC︸ ︷︷ ︸
trading cost

. (F.2)
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Viking
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Denote (Ft − St)e
−rt ≡ ut, the inequality changes into:

ut ≥ e−rt(F0 − C)− S0 + κ

∫ t

0
usds .

ut = e−rt(F0−C)−S0 + κ
∫ t
0 usds provides a lower bound for all processes ut

satisfying the above inequality. Solving this integral equation, we have:

ut =
F0re

−rt

κ + r
+

(
F0 − C

1 + r
κ

− S0

)
eκt .

When F0 > S0

(
1 + r

κ

)
+ C, limt→∞ ut = ∞. This contradicts Assumption

1, because it implies: lim inft→∞(Ft − St)e
−rt ≥ limt→∞ ut → ∞. Therefore,

when F0 > S0

(
1 + r

κ

)
+ C, longing the spot and shorting the futures would

be a random-maturity arbitrage opportunity.
Scenario 2: Next, if F0 < S0

(
1 + r

κ

)
−C, consider the strategy of longing

the futures and shorting the spot. Similarly, we want to show for this strategy,
for any price path of the perpetual futures and the spot, there always exists
a future time t such that the strategy payoff is positive, i.e. this is a random-
maturity arbitrage. Suppose not, then there exists price path {Ft}∞t=0 and
{St}∞t=0 such that ∀t, the discounted payoff is negative:

ut ≤ e−rt(F0 + C)− S0 + κ

∫ t

0
usds .

ūt = e−rt(F0 + C)− S0 + κ
∫ t
0 ūsds provides an upper bound for all processes

ut satisfying the above inequality. This is the same integral equation as we
see in the first case. We have:

ūt =
F0re

−rt

κ + r
+

(
F0 + C

1 + r
κ

− S0

)
eκt .

When F0 < S0

(
1 + r

κ

)
− C, limt→∞ ūt = −∞. This contradicts Assumption

1, because lim inft→∞(St − Ft)e
−rt ≥ limt→∞(−ūt) → ∞. Therefore, when

F0 < S0

(
1 + r

κ

)
−C, longing futures and shorting the spot would be a random-

maturity arbitrage opportunity.

No arbitrage prices are usually derived assuming away trading costs. For
completeness, the following result considers this special case and provides the
fundamental value of perpetual futures.

Proposition 2 (No-arbitrage price). When there is no trading cost (C = 0),
arbitrageurs will trade perpetual futures toward:

Ft = St

(
1 +

r

κ

)
. (F.3)

Proof. The proof follows that of Proposition 1 by setting C = 0.
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To gain an intuition for this result consider the first three terms of Equa-
tion (F.2). The first is the traditional spread familiar from fixed-maturity
futures pricing. Equating it to zero generates the usual no-arbitrage price for
futures that pay no dividends and without carrying or storage costs. The sec-
ond term is the present value of cumulated funding payments from initiation
to unwinding. The first two terms are the gains to the arbitrageur in this sce-
nario. The third term on the right-hand side of the inequality is the present
value of the futures-to-spot spread at the random unwinding time and is the
source of tension here. For fixed-maturity futures this gap is guaranteed to be
zero at expiration, but an arbitrageur in perpetual futures faces the risk that
when they wish to unwind the trade the spread explodes.

Our key insight is that a positive and even modestly large spread can still
leave the arbitrageur with a positive payoff because funding payments also
increase with the spread. As long as the spread does not diverge to infinity,
there will be some future unwinding time t when the accumulated funding
rate payments overcome any finite potential losses at unwinding. Arbitrage
is absent when the accumulated benefits due to the funding rate κ exactly
balance against the accumulated costs due to the borrowing interest rate r.
The no-arbitrage price (F.3) captures this intuition and says that the futures-
spot gap increases with the ratio r/κ.

Note that if we relax the assumption that the short rate is constant for
arbitrageurs, this may introduce some additional risk to the payoff: (1) the
arbitrageur will face some risk in rolling over her borrowing in the cash market;
(2) she faces some risk in reinvesting the funding payment she receives. To
map into the payoff in Table F.1, this corresponds to the cash market payoff of:

−S0e
∫ t
0 rsds at time t and the funding payment of κ

∫ t
0 (Fs−Ss)e

∫ t
s rududs, where

{rs}∞s=0 is a stochastic process. Empirically, however, the volatility in the short
rate is considerably smaller than the volatility in the gap between futures and
spot prices. Moreover, the changes in the short rate have opposite effects
on payment from the cash market and the funding payment. Therefore, we
abstract from short-rate randomness here but note it is an interesting avenue
for future work.

In the presence of trading costs, when the deviation of perpetual futures
price from S0(1+ r

k ), is larger than the round-trip trading costs C, arbitrageurs
would have a strong incentive to trade perpetual futures toward the price
S0(1 + r

κ). This proposition also prescribes a trading strategy to exploit the
futures-spot divergence in markets with different levels of trading costs. In
the next part, we provide an empirical analysis of the futures-spot deviation
and present arbitrage trading strategies motivated by our theory.
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Data and Empirical Analysis

We conduct an empirical analysis of perpetual futures arbitrage strategies.
We first describe the data. We then measure the deviations of the crypto
futures-spot spread from the no-arbitrage benchmark. Finally, we implement
a trading strategy that exploits deviations from random-maturity no-arbitrage
bounds and quantify the gains from this strategy net of trading costs.

Data

We focus on the five largest cryptocurrencies excluding the stablecoins: Bit-
coin (BTC), Ether (ETH), BNB (BNB), Dogecoin (DOGE), and Cardano
(ADA) with a total market cap of $529 billion, which account for 64.15% of
the total market share of the Crypto market by November 2022.

For each token, we obtain perpetual futures and spot prices at a 1-hour
frequency from Binance. Binance is by far the leading exchange in the crypto
realm. Another major benefit of using the Binance data is: nearly every
part of our trading strategies can be completed within the same platform
without delay in transferring the fund. So it reflects the real-time investment
opportunities facing the traders.

We also get the perpetual funding rate value from Binance. The funding
rate is paid every 8 hours on Binance. So we have futures and spot prices
every hour and realized funding rate payment at 8:00, 16:00, and 0:00 GMT
each day. The perpetual and spot tradings are happening 24 hours per day
and 7 days a week so there are no after-market hours in this market.

We get the earliest possible data on perpetual futures trading from Bi-
nance. The table below lists the starting and ending dates of our data for
each crypto. Our data ends on 2022-11-13, covering the latest fallout of the
FTX.

Table F.2 Sample descriptions

Crypto Start date End date N

BTC 2019-09-10 2022-11-13 27,895
ETH 2019-11-27 2022-11-13 25,985
BNB 2020-02-10 2022-11-13 24,184
DOGE 2020-07-10 2022-11-13 20,559
ADA 2020-01-31 2022-11-13 24,424

This table presents the sample start and end dates for the 5 cryptocurrencies
and their total number of observations.

We obtain the trading costs from Binance’s website5. In general, the trad-

5https://www.binance.com/en/fee/trading provides data on trading fees in perpetual

https://www.binance.com/en/fee/trading
Viking
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Viking
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ing costs for the spot market are significantly larger than that for the perpetual
futures for similar trading volume because futures typically are traded with
leverage. Fee tiers are attributed to the 30-day trading volume. We attribute
high trading costs with a 30-day spot trading volume above $1 million and
futures trading volume above $15 million (small individual trader). Medium
trading costs attribute to a 30-day spot trading volume above $150 million
and futures trading volume above $1 billion (small funds). Low trading costs
attribute to a 30-day spot trading volume above $2 billion and futures trad-
ing volume above 12.5 billion (large funds). No fee can be negotiated with
customized contracts, for example for market makers. We consider trading
costs for makers instead of takers because institutions typically trade maker
orders.6 Table F.3 presents the specification of different trading costs. It also
shows the random-maturity arbitrage bound for the deviation between the
perpetual futures and the no-arbitrage price (ρl and ρu). The bounds become
wider as the trading costs increase. Detailed explanations of the trading costs
specifications are also provided in appendix Figure F.7 and Figure F.8.

To measure the deviation from the no-arbitrage price, we also obtain the
interest rate data from Aave, a leading open-source DeFi liquidity protocol.
Customers on Aave can either be a supplier or a borrower of cryptocurrencies.
Because of the anonymity and decentralization of DeFi system, all borrowings
are over-collateralized and the collateral can serve as an additional supply to
the system for borrowing. The customers can also supply spare currencies
to the system to earn an interest rate. The supply interest rate is typically
different from the borrowing interest rate. Both interest rates and their wedge
are determined algorithmically based on the market condition of supply and
demand. We use interest rates from this platform because we believe it is a
good proxy for the funding condition in the crypto market. Our results are
robust if we use the interest rate from the traditional financial market.7

Our theory indicates using a risk-free rate available to the arbitrageurs.
Therefore, we consider the interest rates on the stablecoins, which are not
subject to volatile spot price movement and are the currency of denomination
for perpetual futures margins. There are three major stablecoins traded on
Aave: USDT, USDC, and DAI. To get a robust measure of the risk-free rate,
we take an average of the three interest rates to arrive at our final risk-free
supply and borrowing rate for the arbitrageurs.

We plot the time-series evolvement of the interest rate in the appendix
Figure F.10. During the early years, we see higher interest rate volatility due

futures and the spot market.
6Takers trade market orders while makers trade limit orders. Takers take liquidity from

the market while makers make the market or provide liquidity to the market.
7We also run our analysis using daily T-bill rates obtained from Kenneth French’s website

at https://mba.tuck.dartmouth.edu/pages/faculty/ken.french/Data_Library/f-f_f
actors.html. The results are very close to ones using crypto market supply and borrowing
rates.

https://mba.tuck.dartmouth.edu/pages/faculty/ken.french/Data_Library/f-f_factors.html
https://mba.tuck.dartmouth.edu/pages/faculty/ken.french/Data_Library/f-f_factors.html
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to the funding liquidity of the DeFi platform. In later samples, interest rates
are more stable and approach interest rates in traditional financial markets.

Our interest rate data starts from 2020-01-08. Therefore, for coins with
perpetual data available before the time (BTC and ETH), we begin the anal-
ysis from 2020-01-08. For other coins (BNB, DOGE, ADA), we begin the
analysis from the time when they have data available.

Table F.3 Trading costs specifications

Fee tier Spot Futures ρl ρu

No 0% 0% 0.0% 0.0%
Low 0.0225% 0.0018% -53.2% 53.2%
Medium 0.045% 0.0072% -114.4% 114.3%
High 0.0675% 0.0144% -179.5% 179.2%

The different trading cost tiers: no, low, medium, and high. Fee tiers are
assigned based on the past 30-day trading volume. High fees correspond to a
30-day trading volume above $1mn in spot and above $15mn in perpetuals,
typically an individual trader. Medium fees attribute to a 30-day trading
volume above $150mn in spot and above $1bn in perpetuals (small funds).
Low fees attribute to a 30-day trading volume above $2bn in spot and above
$12.5bn in perpetuals (large funds). The no fees tier can be negotiated with
customized contracts, for example for market makers. We also report the
theory implied no arbitrage bound (ρl and ρu) for ρ under different trading
costs specifications. They are calculated using the following formulas: ρl =
κlog (1− C), ρu = κlog (1 + C), where C is the round-trip percentage trading
costs of the long-short strategy of perpetual and spot.

Deviations of Perpetual Futures from No-arbitrage
Benchmarks

The focus of our empirical analysis is the annualized deviation ρ, defined as
the interest rate that rationalizes an observed future-spot spread:

F = S

(
1 +

r + ρ

κ

)
.

Using f and s to denote log(F ) and log(S) respectively, we obtain the following
approximate equation for ρ:

ρ ≈ κ(f − s)− r . (F.4)

This definition is the same in spirit to [12] who define the CIP deviation as the
wedge that would equate the dollar borrowing rate and the synthetic dollar
borrowing rate.
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At each hour, we calculate ρ using data on the perpetual futures price,
spot price, and the crypto risk-free interest rate. When the perpetual futures
price is above the spot, an arbitrageur would short the futures and long the
spot, and would finance her position by borrowing in the cash market (as is
shown in Table F.1). Therefore, we use the borrowing rate from Aave as the
risk-free rate. On the other hand, when the perpetual futures price is below
the spot, an arbitrageur would long the futures, short the spot, and invest the
proceeds from shorting in the cash market (as is shown in Table F.1). In such
cases, we use the supply rate from Aave as the risk-free rate.
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Figure F.3: Deviations of perpetual futures from no-arbitrage benchmarks

This figure presents the 7-day moving averages of the annualized deviation of the
perpetual futures-spot spread from the no-arbitrage benchmark for the five cryp-
tocurrencies. The deviation ρ is defined as ρ = κ(f − s)− r.

Figure F.3 presents the 7-day moving average of ρ for each of the five cryp-
tocurrencies. There is significant comovement in futures-spot spreads across
all five cryptocurrencies, suggesting there exists a common factor driving the
wedge. Figure F.4 confirms this finding: the futures-spot deviations are highly
correlated across cryptocurrencies. This phenomenon highlights the integra-
tion of the cryptocurrency markets. One hypothesis is that the comovement
in ρ across various cryptocurrencies reflects time-varying funding constraints
experienced by arbitrageurs in the market, as illustrated in [6] and [15]. Since
arbitrageurs are marginal traders in all markets, their funding constraints are
manifested in the ρ across all cryptocurrency markets. Our theoretical and
empirical analyses emphasize the importance of examining the object of ρ,
as it sheds light on market stress and offers an estimate of the shadow costs
associated with arbitrageurs’ trading and funding constraints.

On the other hand, from the demand side, the commonality in sentiment
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Figure F.4: Correlation of ρ, funding rate, spot returns and fear & greed index

This figure presents the correlation among different crypto’s futures-spot deviation ρ
(rows 1 to 5), funding rate (rows 6 to 10), fear & greed index (row 11) and the spot
returns (rows 12 to 16).

across different cryptocurrencies can also contribute to explaining the comove-
ment of ρ across different markets. From our theoretical analysis, arbitrageurs
will only accommodate the demand in the market if the price deviation ex-
ceeds the trading and funding costs. Consequently, the overall sentiment in
the futures market relative to the spot market manifests in the price gap be-
tween futures and spot. If the sentiment in different markets is driven by a
common factor, we expect to observe a high comovement in the futures-spot
spread. In Section 5, we provide further analysis to explain the futures-spot
spread. Our findings reveal that past returns of each cryptocurrency serve as
significant explanatory variables for the time-series variation in the spread.

Interestingly, the correlation between deviations ρ and spot market returns
is low. Although spot market returns are highly correlated among themselves,
in line with the strong market factor results from [20], and no-arbitrage price
deviations are highly correlated among themselves, it appears that different
forces drive these distinct phenomena.

Furthermore, we find that after the year 2022, futures-spot spreads become
smaller in magnitude and less volatile compared to earlier years. The 7-day
moving average stays around -50% most of the time for the 5 cryptocurrencies
while larger sways in earlier years are quite common. This suggests the market
is becoming increasingly efficient. In terms of the level of the deviation, which
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appears to stabilize in the negative region, there can be two forces: (1) on the
futures customer end, the relative end demand in the futures market is weaker
compared to the spot; (2) for arbitrageurs, because of the lack of infrastructure
to short the cryptos in the spot market (high shorting costs), their funding
constraints would be larger in the negative region. All these forces contribute
to the stabilization of the futures spot deviation around −50 percent.

Last but not least, by design, ρ is also highly correlated with the funding
rate. The funding rate does not correlate perfectly with ρ because in real-
world implementations: (1) there is a clamp region, within which the funding
rate equals 0.01%; (2) the funding rate is calculated as a weighted average of
futures-spot price deviations, with larger weight given to more recent observa-
tions; (3) in calculating the funding rate, Binance does not just consider the
quote price, they also use an impact margin notional to consider price impact
of the trade.8

Random-maturity Arbitrage Strategy

In this part, we provide a trading strategy motivated by our random-maturity
arbitrage theory. Table F.3 reports for different trading cost tiers, the bounds
(ρl and ρu) beyond which there exist random-maturity arbitrage opportunities.
We consider a simple trading strategy: whenever ρ enters the region outside
the annualized round-trip trading costs in Table F.3, we open the position.
We close the position when ρ first goes back to 0.

Figure F.5 provides an illustration of the trading strategy. When the de-
viation is beyond the orange lines, the strategy opens a trading position. The
position is closed when the futures/spot deviation first hits the red line. We
present trading thresholds across different trading costs for different curren-
cies in Figure F.11 in the appendix. Different trading strategies have the same
close-position line which is equal to the risk-free rate while the open-position
line adjusts to the level of trading costs.

Since our trading strategy is a threshold trading rule, to annualize Sharpe
ratios we follow [21], which considers a trading strategy that is only active on
FOMC announcement dates. We first calculate the mean (µ) and standard
deviation (σ) of our trading strategy during the time it is active. Next, we
scale µ/σ by the number of periods the strategy is active in a year:

SR =
µ

σ

√
Na ,

where µ and σ are average hourly returns and Na is the average number
of hours the strategy is active in a year. We follow the same approach to
annualize the returns and standard deviations: µann = µNa, σann = σ

√
Na.

8See https://www.binance.com/en/support/faq/360033525031 for details of the
funding rate calculation.

https://www.binance.com/en/support/faq/360033525031
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Figure F.5: Random-maturity Arbitrage Strategy: Bitcoin, high trading costs

Futures-spot deviations and trading thresholds of the random-maturity arbitrage
strategy we implement for BTC under high trading costs. Each blue dot in the
figure represents the annualized deviation of futures from the spot ρ = κ(f − s)− r.
The orange line is the open-position threshold and the red line is the close-position
threshold.

Table F.4 presents the strategy’s performance under different fee tiers.
As trading costs decrease, the random-maturity arbitrage strategy engages
in more active trading, leading to an increase in the SRs and a decrease in
the average duration of open-to-close positions. The strategy also delivers
highly significant alphas relative to the 3-factor model by [20] and the 5-factor
model by [8]. Evidently, the strategy’s performance cannot be explained by
previously suggested risk factors.

Table F.5 zooms in and presents the trading performance of the strat-
egy under high trading costs. We consider two cases: (1) unrestricted; (2)
long-spot only. We consider the second case because, in earlier years of
crypto derivatives, the infrastructure of shorting cryptocurrencies is not well-
developed. We find that, as is implied by our theory, whenever the devia-
tion between futures and spot is larger than the trading costs, performing
a random-maturity arbitrage strategy would generate returns with high SR.
After trading costs, the strategy generates a SR of 1.92 for BTC and much
higher SRs for other cryptocurrencies.

Table F.5 also shows that as time goes by, the perpetual futures market
seems to become more and more efficient. As we can see in 2022, the deviation
of crypto price from the arbitrage-free bound is much less frequent compared
to earlier years. But when the deviation happens, the resulting SR from the
trade remains high.
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Table F.4 Performance of Random-maturity Arbitrage Strategy

Fee tiers

No Low Medium High

BTC SR 3.94 2.50 2.31 1.92
Return 17.89 11.21 10.13 8.15
Volatility 4.54 4.48 4.39 4.25
MaxDD -4.24 -4.27 -4.34 -4.43
α 22.64 10.86 8.24 5.47
tα 5.39 2.71 2.10 1.38
Active % 100.00 84.93 43.87 22.32
OtC time 15.80 63.90 95.97 113.38

ETH SR 5.43 3.46 3.13 2.82
Return 28.03 17.49 15.17 12.68
Volatility 5.16 5.06 4.85 4.49
MaxDD -4.13 -4.21 -3.90 -3.94
α 45.55 23.09 18.33 14.42
tα 7.56 4.25 3.69 3.15
Active % 99.94 84.63 51.21 28.11
OtC time 12.10 37.57 70.75 75.77

BNB SR 12.49 8.07 6.41 5.44
Return 62.38 38.40 29.14 23.43
Volatility 4.99 4.76 4.55 4.31
MaxDD -1.12 -1.12 -1.10 -1.11
α 107.81 58.17 41.12 32.87
tα 10.53 7.79 7.08 6.50
Active % 99.97 89.25 66.67 39.94
OtC time 7.87 14.65 22.20 24.07

DOGE SR 12.61 8.34 5.96 4.42
Return 112.09 70.88 49.74 35.82
Volatility 8.89 8.49 8.35 8.10
MaxDD -8.56 -8.56 -8.56 -8.56
α 312.42 151.20 88.73 54.65
tα 7.76 6.56 5.53 4.46
Active % 99.85 90.35 68.52 36.90
OtC time 5.56 8.50 11.21 11.26

ADA SR 11.34 6.46 4.07 3.12
Return 69.58 38.05 23.33 16.72
Volatility 6.13 5.89 5.73 5.36
MaxDD -4.30 -4.26 -4.29 -4.34
α 120.52 52.28 27.52 18.11
tα 14.56 10.22 6.55 4.59
Active % 99.64 90.49 69.32 41.03
OtC time 6.57 11.26 20.80 33.77

Performance under different trading cost tiers. The fees for spot (futures) are 2.25
(0.18) bps, 4.5 (0.72) bps, and 6.75 (1.44) bps for the low, medium, and high trading
cost levels. Statistics reported are the annualized Sharpe ratio, return (%), volatility
(%), max drawdown (%), alpha (%), t-stat of the alpha, the proportion of time the
strategy is active (%), and average open-to-close (OtC) position duration in hours.
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Table F.5 Performance Over Time: High Trading Costs Tier

Unrestricted Long-spot Only

2020 2021 2022 All 2020 2021 2022 All

BTC SR 2.26 2.39 1.23 1.92 1.98 2.28 0.55 1.75
Return 8.28 14.80 0.26 8.15 6.43 13.96 0.10 7.16
Volatility 3.67 6.18 0.21 4.25 3.25 6.12 0.18 4.10
Active % 28.66 34.43 1.01 22.32 22.18 32.07 0.03 18.95
N 8,616 8,760 7,536 24,912 8,616 8,760 7,536 24,912

ETH SR 3.08 3.52 1.39 2.82 2.57 3.37 0.87 2.50
Return 17.11 18.08 1.36 12.68 13.99 17.14 0.62 11.06
Volatility 5.55 5.13 0.98 4.49 5.44 5.09 0.71 4.42
Active % 37.80 34.91 9.12 28.11 34.40 34.54 0.09 24.07
N 8,616 8,760 7,536 24,912 8,616 8,760 7,536 24,912

BNB SR 6.04 6.60 2.61 5.44 4.45 5.00 0.68 3.94
Return 31.26 33.13 4.04 23.43 15.32 21.94 0.16 12.99
Volatility 5.17 5.02 1.55 4.31 3.44 4.39 0.24 3.29
Active % 55.07 48.03 14.84 39.94 34.96 31.27 0.03 22.70
N 7,815 8,760 7,536 24,111 7,815 8,760 7,536 24,111

DOGE SR 4.90 5.93 1.93 4.42 2.64 5.05 1.11 3.10
Return 59.81 53.51 1.94 35.82 31.16 36.34 0.29 22.02
Volatility 12.19 9.02 1.00 8.10 11.80 7.19 0.26 7.11
Active % 60.12 49.19 9.70 36.90 37.49 41.91 0.05 25.61
N 4,190 8,760 7,536 20,486 4,190 8,760 7,536 20,486

ADA SR 3.87 3.41 2.27 3.12 3.16 2.94 0.00 2.49
Return 21.32 24.18 3.15 16.72 16.03 20.36 0.00 12.62
Volatility 5.51 7.09 1.39 5.36 5.08 6.92 0.00 5.08
Active % 47.61 42.18 32.66 41.03 36.41 39.53 0.00 26.27
N 8,055 8,760 7,536 24,351 8,055 8,760 7,536 24,351

This table presents the Sharpe ratios, annualized returns (%), standard deviations
(%), and active percentages (%) of the random-maturity arbitrage trading strategies
for five different cryptocurrencies with high trading costs. We break down returns
for each year and provide summary statistics across all time. The left panel shows
the performance of the unrestricted trading strategy, where both long and short spot
positions are allowed. The right panel shows the performance of the long-spot-only
trading strategy, where shorting the spot is not allowed.

Comparing the results with [12], we find that deviations in crypto perpet-
ual futures are considerably larger in magnitude. As a result, gains from the
arbitrage strategies we study are also larger. Even though the volatility of
the trading strategy also scales up, the Sharpe ratios in the crypto space are
still larger than those in the traditional foreign exchange market as reported
in [12].

When a futures-spot gap opens up, gains from the trading strategy could
potentially arise from two main sources: price convergence and funding rate
payments. While industry publications usually emphasize the funding rate
channel, we note that price convergence can generate quicker gains from arbi-
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trage if dislocations are short-lived. To examine these two sources empirically,
in Table F.6 we provide a decomposition of the trading strategy’s performance
into price convergence versus funding rate payment. We find that price con-
vergence plays a dominant role in total trading returns, while funding rate
payments have a more minor role, which seems to diminish over time.

Table F.6 Return Decomposition: Price Convergence vs Funding Rate Pay-
ment for Random-maturity Arbitrage Strategies

2020 2021 2022 All

BTC Return 21.68 29.60 -0.05 17.89
Price 14.00 14.29 2.11 10.51
Funding 7.68 15.31 -2.16 7.39

ETH Return 40.93 36.66 3.24 28.03
Price 27.58 19.07 3.75 17.38
Funding 13.35 17.59 -0.51 10.65

BNB Return 82.48 76.29 25.36 62.38
Price 66.70 60.37 20.00 49.80
Funding 15.78 15.92 5.36 12.57

DOGE Return 220.81 113.79 49.67 112.09
Price 214.72 93.24 50.52 102.37
Funding 6.09 20.55 -0.85 9.72

ADA Return 90.81 66.73 50.19 69.58
Price 77.17 49.51 49.05 58.52
Funding 13.64 17.22 1.13 11.06

This table decomposes the portfolio return into the part due to price convergence and
the part due to funding rate payment.

The success of the trading strategy supports the theory of random-maturity
arbitrage. Whenever there is a deviation larger than the gap implied by the
theory, betting on convergence tends to generate a positive payoff at some
uncertain future time. Therefore, the convergence arbitrage trade generates
high Sharpe ratios.

Explaining Futures-spot Deviations

From Figure F.3, we observe a strong common comovement of the futures-spot
deviation across all crypto assets. Our goal is to understand the fundamental
forces driving this common factor. We consider two potential hypotheses: (1)
the time-varying funding constraints of arbitrageurs, and (2) the time-varying
relative demand from end-users for perpetual futures compared to the spot.

Both forces could potentially explain these patterns. Arbitrageurs will ac-
commodate the relative demand from end-users only until the price deviation

Viking
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lies within the random-maturity no-arbitrage bound, which depends on arbi-
trageurs’ funding conditions. As arbitrageurs are likely the marginal investors
in all cryptocurrency markets, their time-varying funding constraints may cre-
ate common time-series variation in ρ across different cryptocurrencies.

On the other hand, when the deviation lies within the no-arbitrage bound,
variations in demand from the perpetual futures market compared to the spot
market will influence the price deviation. It is plausible that relative demand
has common factors across different cryptocurrencies. For instance, senti-
ment could drive their common variation, as perpetual futures allow for high
leverage, which attracts overconfident, extrapolative, and sentiment-driven
investors.

Determining which of the two factors better explains the observed price
deviation is an empirical question. To shed light on this, we use past returns
as a proxy for relative extrapolative demand in the perpetual futures mar-
ket compared to the spot market. Past returns correlate with the demand
from investors with extrapolative beliefs, who are more likely to trade in the
perpetual futures market given the high leverage it provides. Therefore, past
returns would correlate with the relative demand in the perpetual futures
market compared to the spot.

For the time-varying funding constraint, we consider using crypto return
volatility as a proxy, because, as in [2], arbitrageurs likely face Value-at-Risk
(VaR) type constraints, which are more likely to bind when market volatility
is high.

Table F.7 presents the regression results of ρ on past returns, volatility,
and both for BTC and ETH. The regression coefficients on past returns are
positive and highly significant. This suggests that when past returns are high,
perpetual futures exhibit a more positive deviation against the spot. Mapping
this back to our second hypothesis, when past returns are high, the demand for
futures relative to the spot is also likely to be high. Consequently, even after
arbitrageurs accommodate the demand outside of trading costs, the residual
demand still manifests itself through the perpetual-spot deviation.

This general observation on limits to arbitrage is also connected to the
findings of [22], who discovered that crypto price deviations across interna-
tional exchanges tend to comove with one another. The driving force behind
this comovement is investors’ buying pressure across various countries, with
cross-country capital control serving as the primary impediment to arbitrage
capital. In the context of perpetual futures, end-user demand contributes to
the comovement of different cryptocurrencies. The limits to arbitrage pre-
dominantly manifest in the form of trading frictions.

[19] document a significant time-series momentum pattern in the crypto
market. Given that positive past returns lead to a positive gap between fu-
tures and spot prices, it is worth examining further whether the time-series
momentum phenomenon is driven by margin trading and price pressure from
the perpetual futures market. We leave this as an open question for future
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Table F.7 Regression of the futures-spot gap against explanatory variables

BTC ETH

Ret 0.28*** 0.28*** 0.20*** 0.23***
(7.79) (7.74) (3.87) (4.83)

Vol -0.02 -0.01 -0.01** 0.01
(-1.60) (-0.64) (-1.99) (1.58)

Const -0.12** 0.30 -0.03 -0.06 0.36 -0.28*
(-2.16) (1.22) (-0.16) (-0.58) (1.40) (-1.67)

R2 0.55 0.03 0.56 0.47 0.03 0.49
N 1011 1011 1011 1011 1011 1011

We present regression results of ρ on the past four months’ annualized returns (Ret)
and volatility (Vol) for Bitcoin and Ethereum. The left panel reports results for
Bitcoin, and the right panel reports results for Ethereum. For each cryptocurrency,
we consider three models: (1) regressing ρ on past returns; (2) regressing ρ on past
volatility; and (3) regressing ρ on both past returns and volatility. The observations
are at a daily frequency. The sample period spans from January 30, 2020, to November
13, 2022, totaling 1,011 days. The table also reports the R-squared values for each
regression model. We report HAC-robust t-statistics in parentheses. ∗p < .1, ∗ ∗ p <
.05, ∗ ∗ ∗p < .01

research.
We find that volatility does not significantly covary with the futures and

spot deviation. This suggests that it is not the time-varying funding con-
straints of arbitrageurs that drive the comovement in futures-spot deviations
across different cryptocurrencies.

In summary, a prerequisite for the gap between futures and spot prices
to occur is the existence of trading costs for arbitrageurs. Arbitrage trading
will accommodate all the demand in the futures until the price deviation lies
within a trading cost bound. Within the bound, the relative demand of futures
compared to the spot will still manifest itself in the deviation of futures prices
from the spot. Due to the comovement of the time-varying relative demand,
we observe a significant common factor in crypto future-spot deviations.

Conclusion

Perpetual futures play an important role in today’s crypto markets and could
potentially be adopted in non-crypto markets in the future. Understanding
the fundamental mechanism of this financial derivative is a crucial first step
for understanding speculation and hedging dynamics in this fast-evolving area.
We provide a comprehensive analysis of the arbitrage and funding rate pay-
ment mechanisms that underpin perpetual futures.
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In an ideal, frictionless world, we show that arbitrageurs would trade per-
petual futures in such a way that a constant relationship exists between the
future price and the spot price. In the presence of trading costs, the deviation
of the futures price to the spot would lie within a bound.

Motivated by the theory, we then empirically examine the comovement
of the futures-spot spread across different cryptocurrencies and implement a
theory-motivated arbitrage strategy. We find that this simple strategy yields
substantial Sharpe ratios across various trading cost scenarios. The evidence
supports our theoretical argument that perpetual futures-spot spreads exceed-
ing trading costs represent a random-maturity arbitrage opportunity.

Finally, we provide an explanation for the common comovement in futures-
spot spreads across different crypto-currencies: arbitrageurs can only accom-
modate market demand if the price deviation exceeds trading costs. As a
result, the overall sentiment in the futures market relative to the spot market
is reflected in the spread. Our empirical findings suggest that past return
momentum can account for a significant portion of the time-series variation
in the futures-spot spread.
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Appendix

A. Additional Figures and Tables

Figure F.6: Trading view of BTC perpetual futures on Binance

This figure presents the perpetual futures trading view on Binance. The key informa-
tion includes futures price (Mark), spot price (Index), real-time funding rate based on
the rolling average of the past 8 hours’ observations, and countdown toward funding
rate payment (Funding / Countdown) (illustrated with a red rectangle). In this ex-
ample, futures are trading at a lower price than the spot. The funding rate is negative
and is to be paid in 1 hour and 12 minutes.
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Figure F.7: Trading costs tiers for the spot market

This figure presents the trading costs tiers for the crypto spot market from Binance:
https://www.binance.com/en/fee/trading. Our high, medium, and low trading
cost specification corresponds to VIP 1, VIP 5, and VIP 8 tiers as illustrated with
red rectangles in the picture. The 30-day trading volume requirements for VIP 1, 5,
and 8 are 1 million, 150 million, and 2 billion respectively in the spot market. We
consider the trading costs for makers as institutions typically trade maker orders.
Binance offers a temporary discount for VIP 4-8 to have the same trading cost as
VIP 9. We consider the non-discounted trading costs to make the comparison more
reliable and fair.

B. Data-driven Arbitrage Strategy

In the main text of our paper, we demonstrate the profitability of a simple
theory-motivated trading strategy. The trading threshold can also be po-
tentially further improved using a data-driven approach. In this part, we
implement a data-driven two-threshold arbitrage trading strategy in the per-

https://www.binance.com/en/fee/trading
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Figure F.8: Trading costs tiers for the perp market

This figure presents the trading costs tiers for the crypto perpetual market from
Binance: https://www.binance.com/en/fee/trading. Our high, medium, and low
trading cost specification corresponds to VIP 1, VIP 5, and VIP 8 tiers as illustrated
with red rectangles in the picture. The 30-day trading volume requirements for VIP 1,
5, and 8 are 15 million, 1 billion, and 12.5 billion respectively in the perpetual market.
We consider the trading costs for makers as institutions typically trade maker orders.

petual futures market. The strategy can be characterized with a tuple of two
thresholds: (u, l), where u denotes the upper bar and l denotes the lower bar,
u > l. When ρ > u, we long the spot and short the futures. When −l < ρ < l,
we close the position. When ρ < −u, we long the futures and short the spot.
Figure F.16 presents an illustration of the strategy for Bitcoin with the trading
thresholds estimated using real-time data.

To determine the optimal (u, l), at the beginning of each month, we cal-
culate the returns of the two-threshold trading strategy based on the past 6
months’ data on a grid of parameters. From Table F.3, we find the theory
implied bounds for price deviation across all trading costs specifications lie
within −200% to +200%. So we choose the grid as increasing from 0% to

https://www.binance.com/en/fee/trading
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Figure F.9: Ether annualized funding rate across exchanges

The figure presents the 7-day moving average annualized funding rate for
Ether (ETH) across exchanges. The data is obtained from glassnode, an ana-
lytics platform. The data covers two major market turbulences: the COVID
stock market crash from February to April 2020, and the FTX insolvency in
November 2022. The FTX collapse led to significant negative funding rates
on all solvent exchanges, thus the perpetual future prices were lower than
the spot prices on the solvent exchanges. Vice versa on the insolvent FTX.
The funding rates become more volatile after the event, indicating increased
uncertainty for the market participants.

200% with an incremental step of 10% for u and l (u ≥ l). In total, there
are 210 model specifications. We choose the model that delivers the highest
Sharpe Ratio in the validation sample of the past 6 months.

Figure F.16 presents the real-time trading thresholds of our arbitrage strat-
egy for BTC under high trading costs. To mitigate the trading cost, the strat-
egy automatically chooses a much lower close-position threshold compared to
the open-position threshold. We also present the visualization of all trading
strategies under different trading costs in appendix Figure F.12 to F.15. Un-
der no-trading costs, the strategy chooses a low open-position threshold and
the open- and close-position thresholds coincide with each other. Since there
is no trading cost, the strategy no longer needs to wait for price convergence
to avoid high turnover. On the contrary, with high trading costs, the strategy
chooses a larger open-position threshold and a smaller close-position thresh-
old. This reflects the automatic adjustment from the algorithm for trading
costs and turnovers.

Table F.8 presents the return statistics for this strategy under high trading
costs over time. In the baseline ‘unrestricted’ strategy, we allow for both
(1) longing the futures and shorting the spot and (2) shorting the futures
and longing the spot while in the ‘long-spot only’ strategy, we only allow
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Figure F.10: Annualized interest rate from Aave

This figure presents the daily supply and borrowing rate from Aave. We
consider three stablecoins: USDT, USDC, and DAI. Each day, we take the
average interest rate of the 3 crypto stablecoins to get the proxy for the risk-
free funding rate of the arbitrageurs. The averaging removes the idiosyncratic
noise in borrowing and supply in individual stablecoins. The sample period is
from 2020-01-08 to 2022-11-13.

for shorting the futures and longing the spot. The reason we consider the
‘long-spot only’ strategy is the infrastructure for shorting the spot is not well-
developed. So we want to examine the performance of the trading strategy in
the presence of such limits to arbitrage.

We find the arbitrage trading strategy has a high Sharpe ratio under high
trading costs. The annualized Sharpe ratio for Bitcoin is 1.78 in our sample.
They are even higher for other cryptos. The high Sharpe ratio of the trading
strategy corroborates our theoretical results that when the price deviation is
large enough, the trading would be a random-maturity arbitrage opportunity.

In the year 2022, the deviation between the futures and the spot becomes
smaller and less volatile. There seems to be a structural break. We indeed
find the trading strategy takes less active positions and significantly lower
annualized returns. However, when there is a large enough deviation, the
strategy can still generate sizeable Sharpe ratios in trading.

The conclusion and results remain similar if we consider ‘long-spot only’
trading strategies where only shorting the futures and longing the spot is
allowed. Considering this one-sided trade slightly lowers the Sharpe ratio
but the algorithm automatically adjusts by increasing the proportion of times
being active. The resulting annualized returns increase. In the year 2022,
since most of the time, the futures price is below the spot and we don’t allow
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Figure F.11: Trading Strategy Visualization: Random-maturity Arbitrage

This figure presents the random-maturity arbitrage strategy motivated by the theory.
The orange, green, and purple lines correspond to the open-position threshold under
high, medium, and low trading costs. The red line represents the close-position
threshold.

longing the futures and shorting the spot trade, the proportion of time the
strategy is active is very low.

Table F.9 further reports the performance of the trading strategy under
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Figure F.12: Trading Strategy Visualization: No Trading Costs

This figure presents the real-time trading thresholds under no trading costs. The
orange line is the open-position threshold and the red line is the close-position thresh-
old. The trading thresholds are determined based on the adjusted SR from the past
6 months.

different trading costs specifications laid out in Table F.2. The results from
Table F.8 correspond to the last column in Table F.9. As trading costs in-
crease, our trading strategy dynamically adjusts by lowering the proportion
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Figure F.13: Trading Strategy Visualization: Low Trading Costs

This figure presents the real-time trading thresholds under low trading costs (2.25 bps
for spot trading and 0.18 bp for futures trading). The orange line is the open-position
threshold and the red line is the close-position threshold. The trading thresholds are
determined based on the adjusted SR from the past 6 months.

of time being active. The annualized return decreases and annualized stan-
dard deviation are of similar magnitude across different trading costs. As a
result, SR decreases as trading costs increase. Under no trading cost, we see a
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Figure F.14: Trading Strategy Visualization: Medium Trading Costs

This figure presents the real-time trading thresholds under medium trading costs
(4.5 bps for spot trading and 0.72 bp for futures trading). The orange line is the
open-position threshold and the red line is the close-position threshold. The trading
thresholds are determined based on the adjusted SR from the past 6 months.

Sharpe ratio of 6.72 for BTC and Sharpe ratios above 10 for all other cryptos.
This also confirms our theoretical results that when there is no trading cost,
any deviation of perpetual price from the no-arbitrage benchmark would be a
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Figure F.15: Trading Strategy Visualization: High Trading Costs

This figure presents the real-time trading thresholds under high trading costs (6.75 bps
for spot trading and 1.44 bps for futures trading). The orange line is the open-position
threshold and the red line is the close-position threshold. The trading thresholds are
determined based on the adjusted SR from the past 6 months.

random-maturity arbitrage opportunity.
Comparing Table F.9 with Table F.4, we find under low and no trad-

ing costs, the potential incremental benefits from using a data-driven two-
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Figure F.16: Two-threshold trading strategy: Bitcoin, high trading costs

This figure presents real-time trading thresholds of the arbitrage strategy we imple-
ment for BTC under high trading costs. Each blue dot in the figure represents the
annualized deviation of futures from the spot ρ = κ(f − s)− r. The orange line is the
open-position threshold and the red line is the close-position threshold.

threshold trading rule are much larger compared to higher trading costs. The
intuition can be easily illustrated by comparing the empirical real-time trad-
ing thresholds in the theory-motivated strategy and the data-driven strategy
under low trading costs (Figure F.11 and Figure F.12). With persistent ρ
the data-driven approach can find the optimal close-position threshold corre-
sponding to the level of ρ while the theory-motivated one is too conservative
in setting a close-position threshold equal to 0.

There are two sources of trading profit for our trading strategy: (1) the
price convergence; (2) the funding rate payment. In Table F.10, we decompose
the return to our trading strategy without trading cost into the two sources.
We find across different cryptos, the return from price convergence accounts
for a larger proportion of the total profit. For BTC, the price convergence
accounts for more than 2/3 of the profits, and for ETH, it accounts for about
3/4. Additionally, the decomposition for the year 2022 generates different
patterns, the return due to funding rate plays a much smaller role across
different cryptos. This is because the deviation from perpetual to spot is
much smaller during the year. The results suggest when more sophisticated
arbitrageurs enter the market, the large deviation of perpetual from the spot
would be more of an off-equilibrium outcome. As a result, the funding rate
payment will also be small.

In all, our analysis of the trading strategy demonstrates the profitability
of perpetual-spot arbitrage trade. The deviation of the futures to spot can
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Table F.8 Portfolio Performance: High Trading Cost

Unrestricted Long-spot Only

2020 2021 2022 All 2020 2021 2022 All

BTC N 4,416 8,760 7,536 20,712 7,344 8,760 7,609 23,713
Active % 26.11 18.06 0.29 13.31 30.27 52.45 0.03 28.76
Return 5.78 8.51 0.13 4.88 6.24 15.21 0.10 7.58
Volatility 3.74 3.26 0.19 2.74 3.47 6.50 0.18 4.40
SR 1.55 2.61 0.70 1.78 1.80 2.34 0.54 1.72

ETH N 4,416 8,760 7,536 20,712 5,880 8,760 7,609 22,249
Active % 22.98 23.90 12.08 19.40 44.12 54.35 0.09 33.09
Return 9.23 13.25 0.60 7.79 11.56 18.07 0.61 10.38
Volatility 2.55 3.73 0.93 2.76 4.29 6.13 0.71 4.45
SR 3.62 3.55 0.64 2.83 2.70 2.95 0.87 2.33

BNB N 3,672 8,760 7,536 19,968 3,672 8,760 7,609 20,041
Active % 41.04 32.32 10.51 25.69 57.30 48.11 1.10 31.94
Return 24.61 25.33 3.33 16.89 12.23 20.07 0.10 11.05
Volatility 4.24 4.23 1.32 3.44 3.77 4.80 0.30 3.57
SR 5.80 5.99 2.52 4.91 3.24 4.18 0.33 3.10

DOGE N 8,760 7,536 16,296 8,760 7,609 16,369
Active % 41.66 6.62 25.45 54.26 1.22 29.60
Return 47.57 0.98 26.02 32.74 0.08 17.56
Volatility 7.93 0.87 5.85 7.39 0.40 5.42
SR 6.00 1.14 4.45 4.43 0.21 3.24

ADA N 4,416 8,760 7,536 20,712 4,416 8,760 7,609 20,785
Active % 34.24 26.58 7.43 21.24 62.09 55.89 0.00 37.10
Return 14.15 19.45 0.61 11.46 15.15 18.77 0.00 11.08
Volatility 3.62 5.13 0.89 3.77 5.07 7.20 0.00 5.23
SR 3.91 3.79 0.68 3.04 2.99 2.61 0.00 2.12

This table presents the annual return, standard deviations, and Sharpe ratios of
the two-threshold trading strategies for the 5 different cryptocurrencies with high
trading costs. We also report the proportion of time the trading strategy has an open
position. We break down returns into each year and also provide summary stat across
all time. The left panel shows the performance of the unrestricted trading strategy
where both long and short spot is allowed. The right panel shows the performance
of the long-spot-only trading strategy where shorting the spot is not allowed.

also serve as an important measure for the frictions, trading costs, and limits
to arbitrage in the market.
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Table F.9 Portfolio Performance under Different Trading Costs

Trading costs

None Low Medium High

BTC Active % 23.20 20.79 16.29 13.31
Return 15.98 7.42 6.02 4.88
Volatility 2.38 2.63 2.61 2.74
SR 6.72 2.82 2.31 1.78

ETH Active % 32.34 25.85 20.84 19.40
Return 23.48 11.80 9.41 7.79
Volatility 2.27 2.27 2.69 2.76
SR 10.32 5.20 3.50 2.83

BNB Active % 37.76 30.90 25.52 25.69
Return 54.50 30.40 22.07 16.89
Volatility 3.26 3.02 3.12 3.44
SR 16.72 10.07 7.07 4.91

DOGE Active % 36.62 39.81 32.46 25.45
Return 72.95 46.87 34.45 26.02
Volatility 5.65 5.60 5.81 5.85
SR 12.90 8.37 5.92 4.45

ADA Active % 40.00 43.22 24.38 21.24
Return 53.06 29.63 16.53 11.46
Volatility 3.22 3.33 3.26 3.77
SR 16.47 8.90 5.07 3.04

This table presents the portfolio performance under different trading cost specifica-
tions. The fee for spot is 0, 1.5 bps, 3.75 bps, and 5.25 bps for the 4 trading costs
specifications. The fee for the futures is 0, 0, 0.54 bp, 1.08 bps for the 4 trading costs
specifications.

C. High-frequency Event Study of Funding Rate
Payment

In this part, we provide a high-frequency event study around the funding rate
payment time. We hope to further understand the microstructure effect of
the funding rate mechanism on perpetual futures pricing. We obtain 1-min
BTC, ETH, and DOGE price data from Kaiko. We then calculate the return
from a strategy that taps into the funding rate payment with a window of -4
hours and +4 hours around the funding rate payment. When the funding rate
is positive, we stay on the short side of the perpetual futures to receive the
funding rate and long the spot to hedge the risk. When the funding rate is
negative, we do the trade in the opposite direction.

Figure F.17 presents the average ex-funding-rate cumulative returns of
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Table F.10 Return Decomposition: Price Convergence vs Funding Rate Pay-
ment

2020 2021 2022 All

BTC Return 17.70 25.69 3.69 15.98
Price 11.77 16.10 3.58 10.62
Funding 5.93 9.59 0.11 5.36

ETH Return 22.51 30.99 15.31 23.48
Price 14.22 21.86 14.36 17.50
Funding 8.29 9.13 0.95 5.98

BNB Return 74.35 64.93 32.71 54.50
Price 61.16 56.63 28.70 46.92
Funding 13.19 8.29 4.01 7.58

DOGE Return 96.17 45.95 72.95
Price 82.50 45.58 65.43
Funding 13.68 0.36 7.52

ADA Return 44.24 56.21 54.57 53.06
Price 31.81 45.69 53.12 45.44
Funding 12.43 10.52 1.44 7.62

This table decomposes the portfolio return into the part due to price convergence and
the part due to funding rate payment.

such a strategy around the time of funding rate payment for BTC, ETH,
and DOGE. We see when the funding rate is positive, there is a significant
price drop. This reflects the efficiency of the market. When traders observe
almost certain positive funding rate payments. They have incentives to short
the futures and long the spot. This behavior results in a large decline in
spot-perpetual return, which offsets the profits from gaining the funding rate.

On the other hand, we observe less-significant price drops around negative
funding rate payments. This can be due to 2 reasons: (1) in our sample, only
around 15% of the sample has a negative funding rate and the magnitude is
smaller than the positive funding rate. A small sample would result in noisy
estimates making it more difficult to discover the patterns in the positive case.
(2) To implement the arbitrage strategy, the traders need to long the futures
and short the spot. However, the infrastructure for shorting the spot is not
well-developed for the crypto spot market. Trading in the futures market
alone would expose the traders to too much risk. Because of these limits to
arbitrage, we observe a more muted price decline around negative funding rate
payments.

Even if the price shows a large decline at high-frequency, it is worth inspect-
ing how much trading profit is left from exploiting the funding rate payment.
We implement a high-frequency funding rate arbitrage strategy. Five minutes
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before the funding rate payment, we are going to open the position in the
futures and spot market. We close the position 5 minutes after the funding
rate payment.

We found that the average one-time return from implementing the strategy
is about 1.5 bps, which sums up to 16.4% per year. However, implementing
the strategy requires round-trip trading in the spot market which has a total
trading cost of 3 bps even under low trading cost specification. Therefore after
accounting for trading costs, the trading profits will be attenuated. The price
movement in perpetual and spot attenuates about 1

3 of the original profits
from receiving the funding rate across the three different cryptos.
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Figure F.17: High-frequency Event Study around the Funding Rate Payment
time for BTC, ETH, and DOGE

This figure shows cumulative returns to strategies that try to exploit the
funding rate payment at the 1-minute frequency for BTC, ETH, and DOGE.
The strategies returns reported in the figure do not include the funding rate
payment, similar to the ex-dividend returns to stock around the dividend
payment. The blue line shows cumulative return to a strategy that shorts the
futures and longs the spot when the funding rate is positive. The orange line
shows cumulative return to a strategy that longs the futures and shorts the
spot when the funding rate is negative.
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